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Abstract: In the current business scenario world most 

organizations are moving from wire-connected networks to 

wireless networks. Thus there is a large growing market for 

Wireless LANS globally but there are various black holes, which 

is associated with such types of networks. This paper will provide 

an overview of the major risk threats and vulnerabilities in 

WLAN systems and finally we will present a holistic approach of 

securing Wireless Network. 
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I. INTRODUCTION 

We can classify network into two broad parts: - 

➢ Wired Network (LAN) 

➢ Wireless Network 

In the wired network connections, assume it as a jack in 

which we plug our network cable for network connection 

and hence a wired connection is established. The jacks in 

wired network connections are almost similar to the phone 

jacks; they can differentiate based on the size of the jacks 

and the color of network jacks is yellow and orange. Wired 

network is popular for the quick and easy access for 

worldwide network (1).  

Wireless networks are the most challenging and growing 

part of information technology. Due to wireless networks 

flexibility, businesses, educational institutions 

establishments and households are increasingly adapting this 

technology, which makes wireless network an integral part 

of today life. The dissimilarity between wireless and wired 

networks is the way they transmit information and connect 

to network. As per the security threats, the main 

dissimilarity between wired and wireless networks is how 

hard to acquire access to the data when transmitted.  
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 In the wired networks, this is only possible by tapping the 

media cable that is used for the network communication. In 

wireless networks, air is used as a media for communication. 

The information/ data transmitted via the radio frequency 

can be tapped or accessed by low cost easy to use gadget 

that is readily available in the market.The network is the 

spinal cord of any organization. Nearly all establishments 

use wired network as a central network for their 

communication. But as technology enhanced, the wireless 

LAN comes into existence. Dissimilarity among wireless 

LANs and wired is the process in which they send and 

receive the data packet. For the organizations, it is very 

much important that how their users can retrieve the 

information residing in the data packet. The innovation of 

new technologies always comes with a byproduct, which is 

the abuse for the technology. Thus the secure usages of Wi-

Fi of networks have become a wide area of study. 

In wired network, if any intruder wants to access the data 

illegally, he needs to tap the media cable off the wired 

network. On the other side, in case of wireless networks, the 

medium used for transmit the data is air. There are various 

types of equipment’s that are easily available in the open 

market at a chipper price, which will help the intruders to 

easily get access to the confidential data. For example, in 

any organization if users are transmitting some confidential 

information using a wireless LAN, an intruder can easily 

captured and shared the confidential information with 

equipment available in the market. 

After identifying the major weaknesses of first generation 

Wireless-LAN security, organizations are confused 

regarding implementation of wireless network for their 

communication. But on the other hand, after discovering the 

weaknesses of Wireless networks, standard bodies like 

IFTF, IEEE, and Wi-Fi Alliance are start developing the 

next generation of wireless LAN security solution.  

II. RELATED WORK 

A. Classification of wireless network: - 

➢ Wi-Fi is the corporate term for the wireless LAN 

(WLAN) communication technology refers to IEEE 802.11 

family of wireless networking standards. The term Wi-Fi is 

synonymous with 802.11b, as it is the first standard in the 

family to enjoy worldwide popularity.  
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In now days, however, Wi-Fi can refer to any of the known 

standards: 802.11a, 802.11b, 802.11g and 802.11n. (2) 

 

       The Wi-Fi Alliance (see sidebar) certifies the vendor 

products to ensure 802.11 products detailed 802.11 

specifications should be followed on the market. Sadly, 

802.11a technology is not at all compatible with 

802.11b/g/n, that’s why Wi-Fi product lines have been 

somewhat fragmented (3). 

B. How wireless work? 

    SSID: Using SSID in association with an AP, network 

access control can be implemented by the administrator. The 

SSID partitioned a wireless network into several networks 

serviced by APs. Each AP is mapped with an SSID 

corresponding to a wireless network. To access this network 

and data over network, client terminals must be configured 

with the correct SSID. A building might be segmented into 

multiple numbers of networks by the number of floors and 

departments. So, for users who want to access network from 

a multiple locations, a client terminal must be configured 

with multiple SSIDs. 

 

➢ MAC address filtering:  Each client computer can 

be identified using a unique MAC address of its          

802.11 Network Interface Card, while each AP can be 

identified by an SSID. To expand the security of an 802.11 

wireless network, every available AP must be programmed 

with a list of MAC addresses associated with the various 

client computers allowed to access the AP. That is, a client 

is not allowable to ally with APs,             if client's MAC 

address of NIC is not available in the   list. Enhanced 

security is offered by MAC address filtering along with 

SSIDs. However, it is optimum suitable to small-scale 

business networks in which the MAC address catalogue can 

be efficiently managed           

       manually or by an automated system. 

Each AP must be programmed manually with a list of MAC 

addresses, and the list must be kept up-to-date for secure 

access. 

 

➢ WEP: Each client and AP on a wireless LAN uses 

symmetric key cryptography i.e. the single key to encrypt 

and decrypt data under WEP. The key use for encryption 

and decryption process resides in the client computer and in 

each AP over the network. The 802.11 Wi-Fi standard does 

not specify any key management protocol, so all WEP keys 

over a network can be managed manually. Support for wired 

equivalent Privacy is almost standard on most current 

available 802.11 cards and AP. 

 

➢ WPA & WPA2: WPA and WPA2 are standards based 

security certification from the Wi- Fi Alliance for 

organizations, enterprises, SMB's, and small office/home 

office wireless networks that provides mutual authentication 

process to verify individual users and advanced encryption. 

WPA provides enterprise-class encryption techniques and 

WPA2.These are the next generation of Wi-Fi of a network 

security, which supports government grade encryption 

techniques. 

C. Security Standard related to Wireless: - 

➢ 802.11 

➢ 802.11a 

➢ 802.11b 

➢ 802.11g 

➢ 802.11n 

➢ Bluetooth 

 

Protocol Author  Frequency Modulation Data 

Rate 

802.11 IEEE 900 MHz FHSS 300kbp

s 

802.11a IEEE 5GHz OFDM 54 

mbps 

802.11b IEEE 2.4 GHz DSSS- FHSS 1-11 

mbps 

802.11g IEEE 2.4 GHz OFDM 54 

mbps 

802.11n IEEE 2.4GHz -

5GHz 

OFDM 54 

mbps 

Bluetooth Blue 

tooth 

conso

rtium 

2.4 GHz FHSS 1 mbps 

 

  Table. 1 

III. RISK, THREAT AND VULNERABILITY 

A. In this section we are discussing some well-known risks 

associated with wireless network: - 

➢ Bandwidth Stealing: When an outsider entity or 

intruder connect to wireless network Aps by using Internet 

connections to download files, software, music’s or movie, 

games to reduce employee productivity. It is known as 

bandwidth stealing. 

➢ Criminal Activity: When an unauthorized access 

taken to perform any malicious activity that is come under 

this section. 

➢ Clear Text: Some packets are travel unencrypted 

inside your organization network when intruder enter into 

your network he can easily install network sniffers onto your 

network and capture the information.  

➢ Denial of Service: When an intruder wants to 

render a particular network so that server      cannot full fill 

the legitimate user request, known as DOS attack.  
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➢ Evil Twins: When an employee want to connect to 

his organization network by using his / her laptop and 

accidently connect to fake network. This is known as evil 

twins; because employee thinks he/she connects to 

authenticated network but accidently connected to fake one 

and that network will steal password, id and other sensitive 

and private information. 

➢ Eavesdropping: As we all aware that wireless 

network will be facilitated on radio frequency, so any 

intruder listen these frequency can easily pick unencrypted 

message and disclose the crucial information of any 

organization into market, this is known as eavesdropping. 

➢ Litigation Risks: When an intruder performing 

illegal activity such as distributing child pornography and if 

such activity discovered and investigated the origin of such 

illegal attack will be traced back to an organization.   

➢ Masquerade: When an intruder hide himself under 

protective cover using internet lines and appear on to your 

network as a part of your organization, its is known as 

masquerade.  

B. Some well-known threats associated with wireless 

network: - 

➢ Bluetooth Attacks: Bluetooth technology is rapidly 

growing and being adopted worldwide very fast. For this we 

need increased security from intruder or hacker who had 

uncovered significant security vulnerability and risk such as 

unauthorized access, eavesdropping.    

➢ Hidden Rouge APs: Any unknown, unmanaged un 

sanctioned device with in an organization is known as rouge 

access point and they will open the back door entry for 

intruder within a wireless network. 

➢ Mobile Device Weaknesses: Devices such as, 

smart-phones, communicators such as the Nokia 800, PDAs 

and even point-of-sale devices, all of them require wireless 

connectivity. However, these embedded device platforms 

are much behind to the modern security practices and 

facility for wireless networks, with operating systems, which 

do not regularly updates patches for application flaws. Due 

to this devices are vulnerable to attacks for an extended 

period of time 

➢ PEAP and TTLS Configuration Weaknesses: A 

wide range of organizations has turned their security to 

stronger authentication protocols such as PEAP and TTLS 

to authenticate wireless users and provide authorized access 

to the wireless network. While installing PEAP and TTLS 

protocols, the configuration of user machine is a crucial 

component for the wireless security of the network. 

Repeatedly, PEAP and TTLS networks are poorly installed 

on user machine and expose them to network impersonation 

attacks. 

 

                                                            

Fig. 1. Intruder impersonate a legitimate AP and RADIUS        

       Server  

C. Some well-known vulnerability associated with wireless 

network: - 

➢ Accidental Associations: Such type of incidents 

takes places when a wireless network is install using the 

same SSID as other network and within the range of other 

Wi-Fi device. Peoples may accidentally associate with other 

network without there knowledge.  

➢ Insecure Network Configurations: there is a miss 

conception in people and organization minds that if they are 

implementing and using firewall or virtual private network 

technique they are absolutely secure. But unfortunately this 

is not true all big or small security holes are exploitable and 

vulnerable if the routers, firewall or VPNs are not 

configured properly. Social Engineering 

➢ Social Engineering: It is one of the most common, 

effective and dangerous types of attacks perform by 

intruders or hackers. This type of attack really panics us and 

can be perform for many other purposes instead of 

compromising security of a wireless networks. 

➢ Wireless Driver Attacks: This is the next generation 

attack to expose targeted system directly. In almost all big 

wireless card manufacturer devices some exploitable 

vulnerabilities are identified. Which can be exposed through 

automated tools even then when they are not connected to 

the wireless network. 

IV. TAILORED APPROACH 

For protecting our wireless network from above stated risks, 

threats, and vulnerability we are suggested a new approach 

for wireless LAN security that will prevent wireless network 

from such risk and vulnerability to a remarkable extend. In 

our approach we have divided our entire approach in 5 steps, 

those are as follows: - 

➢ Sign Up  

➢ Secure Code Generation 

➢ Validation 

➢ Login 

➢ Termination         
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  Fig. 2. Tailored Approach 

A. Concept was: - 

1. When any new legitimate user wants to connect into 

particular private domain Wi-Fi of a network then 

administrator of that network provides an exe file to the new 

user. 

2. User executes that exe on his laptop.                                                                                 

                                                                           3. 

Exe automatically generates a random number and obtains 

the MAC address. 

4. Exe then automatically adds MAC & random number and 

computes a hash value for the same. 

5. The generated hash value and mac address of the laptop is 

then automatically sent to the hotspot server. 

6. Hotspot server save the hash value and corresponding 

MAC address in an access list first time. 

7. User will grant the access and connect to the network. 

8. If existing user try to connect to the network then directly 

step 5 initiated. 

9. Then hotspot server matches the hash value and mac with 

the access list, if match access granted if not try again. 

10. If user made <10 attempt with wrong hash value then 

block the user for certain period. 

11. The connection process will be terminated. 

 

B. Flow Chart of the Process: -   

 

    Fig. 3. Concept flow chart 

V. CONCLUSION & FUTURE WORK 

In this research paper we tried to understand the wireless 

network as well as the security risks, threats and 

vulnerabilities associated with the wireless.  We also 

developed a tailored approach to enhance the wireless 

security across the globe and also ensure that the security 

incident associated with wireless security will be decreased 

to considerable numbers. As of now we are not implement 

the suggested process for enhancing the wireless security 

but in future we will try to develop this framework and then 

will measure the effectiveness and efficiency of the 

suggested process. 
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