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Abstract-This paper proposes a secure authentication protocol
in a new direction with group signature based Quantum
cryptography for a networked organization. The group signature
setting has a group with copious members and one manager.
The proposed protocol uses a trusted centre TC generates a large
heap of public/private key pairs. Every member of the group has
a different list of unique private keys which is distributed by TC
to sigh a document. The keys are immunable using quantum key
distribution protocol which acquires the properties of quantum
mechanics.
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I. INTRODUCTION

Group signature is an electronic signature used to
authenticate the sender’s identity of a message or signer of
the document. It ensures the integrity of the message.
Group signatures introduced by Chaum and van Heyst [13]
in which a member anonymously signs a document on
behalf of the group. Group signatures have abundant
applications in the space of authentication and privacy. The
document gets attestation by trusted third party which the
most eminent one for authentication. This paper proposes
group signatures based quantum cryptography.

Quantum cryptography is an arising technology which
emphasizes the phenomena of quantum physics in which
two parties can have secure communications over network
is based on the invulnerability of the laws of quantum
mechanics. The two important elements of quantum
mechanics on which quantum cryptography depends are
Heisenberg Uncertainty principle and photon polarization
principle [14]. The Heisenberg Uncertainty principle refers
that, certain pairs of physical properties are pertained in
such away that measuring one property prevents the
eavesdropper from simultaneously knowing the value of the
other.
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1. EXISTING SYSTEM

The principle of photon polarization refers that, an
eavesdropper cannot copy unknown qubits i.e. unknown
quantum states, due to no-cloning theorem [2], [4]. If an attempt
is made to measure the property, it disturbs the other. The system
which is existing implements authentication protocol with group
signature is based on classical cryptography methods in wired
and  wireless security and have been found to have
vulnerabilities. The system uses classic communication channel
in which eavesdropper activity can be done quite often and more
possibilities to extract the signature.

I11. PROPOSED PROTOCOL

The proposed authentication protocol with group signature
based quantum cryptography is where it uses quantum
mechanical principles. Along with communication channel,
qguantum channel is used. This channel is used for sending qubits.
The attacks can be identified with the properties of quantum and
infeasible to extract the signature.

V. QUANTUM MEASUREMENT

Quantum cryptography was first proposed in 1984 by Bennet
and Brassard and is known as the BB84 protocol [1]. In the
BB84 protocol, two bases namely, rectilinear R and diagonal D
and four states of polarized photons are defined. A binary 0 is 0
degrees polarization in the rectilinear bases or 45 degrees
polarization in the diagonal bases. A binary 1 is 90 degrees
polarization in the rectilinear bases or 135 degrees polarization in
diagonal bases [1], [7]. It uses quantum communication channels
between communicating entities. On the quantum channel,
polarized single photons, i.e. qubits, are transmitted from sender
i.e. TC to receiver i.e. members of the group [5].

A. Notations

If TC wants to send a classical bit b, then he/she creates a qubit
[6] and sends it to group members based on the following rules:

R: The rectilinear basis which is polarized with two orthogonal
directions, |0> and |1>.

D: The diagonal basis which is polarized with two orthogonal
directions, 1/v2 (|0> + |1>) and 1/72 (|0> - |1>) [13].

When members of the group receive the qubit, they randomly
choose either the basis R or the basis D and they measures the
qubit to get the measuring result. Observe that member cannot
simultaneously measure the qubit in an R basis and D basis and
also any passive attack like eavesdropper action is identified
since one measure the qubit, the polarization state of that qubit
will be disturbed [3].
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V. AUTHENTICATION

The protocol standardized by the Trusted Center TC.
Associated to the group is a single signature-verification
key vk called the group public key. Each group member i
has its own secret signing key based on which it can
produce a signature relative to sk. The core requirements as
per are that the group manager has a secret key gmsk based
on which it can, given a signature o, extract the identity of
the group member who created o and on the other hand an
entity not holding gmsk should be unable, given a signature
o to extract the identity of the group member who created ¢
[9]. Authentication is carried based on the properties of
group signature.

Group signature properties:

e  Only members of the group can sign the messages.

e The signature can be verified by receiver.

e The receiver of the signature cannot arbitrate which
member of the group is the signer.

e In the case of a conflict, the signature can be opened to
reveal the identity of the signer [8], [11].

A group signature scheme involves three types of parties:
members, non-members and a group manager. It further
consists of five algorithms KeyGen, Sign, Verify, Open,
and Revoke [7], [9], [10].

A. Key Generation Phase

This proposed protocol uses Trusted Center TC to generate
a large heap of public/private key pairs and distributes
every member of the group different list of unique private
keys to sign a document. The key distribution phase
involves setup phase. Let two users would like to establish
a session key:
o Kia is the secret key shared between TC and member;.
Similarly Krg is the secret key shared between TC and
member;,
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e Bit sequence in Kra is treated as the measuring bases
between member A and the TC. If (Kra)i =0, D basis is
chosen; otherwise, R basis.

Note that (Kva)i denotes the it bit of the secret key Kra.

The following explains the details of key distribution phase.
Assume that the TC has been announced to start the QKDP with
n members. TC and the members have to perform the QKDP as
follows:

1. The TC generates a random number rra and a session key
SK. TC then computes Rta = h (Kra, rta) XOR (SK]|Ua||Ug) for
member; and, similarly rrg and Rre = h (Krg, rrs) XOR
(SK]|Ug||Ua) for member, and so on for n members.

2. The TC creates the qubits, Qra, based on (rra ||[Rra)i and
(Kta)i for memberl where i=1;2;................. ;nand (rra [|RTA)i
denotes the ith bit of the concatenation rra |Rta.

o If (rra||Rta)i=0, (Kta)i= 0,
then (Qra)i is (1/72(0) + (|1)).
o If (rral|Rta)i=1, (K7a)i=0,

then (Qra)i is (1/72 (10) - (1))

o If(rra|Rta)i=0, (Kya)i= 1,
then (Qra)i is (|0)
o If(rra|Rra)i=1, (Kra)i= 1,

then (Qra)i is (1) [14].

Trusted Center

ft1 Fr2
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v
(Quantum Channel)

Member;,  Member; Membern

TC then sends Qra to member;. TC creates qubits member; in
the same way.

Member, measures the received Qra qubits depending on Kra. If
(Kra)i=0, then the qubit is measured based D basis otherwise, R
basis. Similarly, remaining members of a group.

B. Key generation

The probabilistic algorithm is used for key generation. The key
generation algorithm produces (vk, gmsk) «— KeyGen ( ) as
output, where vk is a public verification key and gmsk is the
group managers secret key. If the group of members is fixed, we
may assume that the algorithm also outputs a vector sk of secret
keys to be used by the members. If, however, the group of
members is dynamic, KeyGen does not output secret keys for the
members. Instead the Join protocol can be used to let non-
members join the group. As a result of this protocol, a new
member i obtain a secret key ski, while the group manager
obtains some information Yi related to the new member that
he/she includes into his secret key gmsk [9].

Published By:

Blue Eyes Intelligence Engineering

and Sciences Publication (BEIESP)
106 © Copyright: All rights reserved.

Exploring Innovation


http://www.ijitee.org/

8 International Journal of Innovative Technology and Exploring Engineering (1JITEE)
OPEN ACCESS

C. Signing algorithm

To sign a message m the member runs a signature
generation algorithm which is probabilistic algorithm on
input a message m, an individual group member's secret key
sk and the group's public key vk which outputs a signature
oi.e. o« Sign (m, sk, vk) [7].

D. Verification algorithm

To verify a signature 6 on message m one computes a
boolean-valued algorithm Verify (vk, m, o). A verification
algorithm that on input a message m, a signature ¢ and the
group's public key vk returns 1 if and only if ¢ was
generated by any group member using sign on input m, sk
and vk.

Furthermore, given a signature ¢ on m, the group
manager can identify the originating member by computing
Open (gmsk, m, o), which outputs the identity of the
member who created the signature.

Finally, using the Revoke algorithm (vk, gmsk) Revoke
(gmsk, vk), the group manager can exclude the member
relating to Yi from the group [9].

VI. CONCLUSION

This proposed work easily resists replay and passive
attacks because of quantum measurement. The signer can’t
repudiate the message that he/she signed and it is infeasible
to produce signatures of others messages they haven’t
signed. By combining the advantages of quantum
cryptography with group signature, this work presents a
new direction in the space of privacy protection.
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