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Abstract: Cyber Security is the protection of unauthorized
access of the information. Different threat and issues are present
in the network which stole unpredictable amount of data every
year. For the information technology and computer systems, a
cyber security ruleisrequired to compel different group aswell as
businesses to secure their systems and information from
cyber-attacks. In the healthcare sector huge amount of data can
be theft every year which is dangerous for both government and
personal view. The technical advancements have increased the
risk’s potential in the network in Cloud and Cyber. Security &
privacy cracks are the vital issues which need to mitigate to
maintain the dignity of the network. This paper conducted a
review to secure the network from network security issues. There
are various attacks which are vulnerable to the network like DoS,
DDoS and Spoofing. These attacks have been described to identify
the attacker’s capability. In order to facilitate this, networks such
as cloud, ad-hoc, cyber has been described to determine the
security, a paradigm. A literature from past studies has been
conducted to identify the threats and their behavior. Different
types of attacks and their behavior is also studied, and a tabular
structureis also presented for better understanding.
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. INTRODUCTION

Network security is the most crucia element in

information security, asit is accountable for ensuring all data
transmitted via networked computers. It has both hardware
part and software technologies. Network —security
incorporates various layers of edge and network defenses.
Each network safety layer establishes regulations and
monitoring. Authorized consumers have access to network
services, but the performance of exploits and threats against
malicious performers. There are various types of network:

= Ad-hoc Network

= Cloud Network

= Cyber

An ad-hoc network is a decentralized local area network.

Ad-hoc network implies a system that is constructed
spontaneously without any pre-define infrastructure.
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An ad-hoc network is of mainly three types:
= Mobile Ad-hoc Network (MANET)
= Wireless Mesh Network
» Wireless Sensor Network
A mobile ad-hoc network (MANET) is a sort of multiple
hop wireless network and can be described as a set of
self-configuring and self-organizing wirel ess mobile devices.
MANET systems can interact directly to each other inside
their transmission range without the need for any base station,
i.e., thereis no need for any core coordination. The MANET
can therefore aso be defined as a decentralized network,
meaning a system where there is no base station to coordinate
the message flow. The primary goa behind the MANET isto
enable networking anywhere and at any moment. Wireless
mesh networks (WMNSs) are made up of different routers and
multiple clients with relatively low mesh router mobility and
creating the important content of WMNs. They provide both
mesh and standard customerswith network access. A WMN is
differently auto-organized and auto-configured, with network
nodes automatically establishing and retaining mesh
connectivity between each other (creating an ad hoc network
in effect).This function gives many benefits to WMNSs,
including low upfront costs, simple network upgrade,
automation and secure service coverage. Wireless Sensor
Networks (WSN) are emerging as both an important new
level inthe I T ecosystem and arich field of active studiesthat
incorporate structure and system design, networking,
distributed a technique, programming structure, data
management, security, and socia variables. Security is a
widely used word that includes authentication, integrity,
privacy, non-repudiation, and anti-playback features.
Il. CLOUDNETWORK
Cloud computing have various unique security challenges
and challenges. In the cloud, Information is stored by a
third-party service distributer and accessed over the Internet.
Cloud service distributer take cloud security threat as a
common responsibility. In this technique, the cloud service
provider fulfills the security of the cloud and the privacy of
the customer. The cloud network has some issues related to
laaS, PaaS, and SaaS:

A. Software-as-a-service (SaaS):

= Minimum of visibility into what information is within
cloud applications

= Malicious actor information removal from the cloud
implementation
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= Unfinished control over who can access confidential
information

= Cloud apps delivered outside I T visibility (e.g.
shadow IT)

B. Software-as-a-service (SaaS):

» Cloud architecturesand accounts generated outside I T
visibility (e.g. shadow IT)

= |ncomplete governance over who can access delicate
information

= Lack of cloud infrastructure abilities

» Lack of awareness of what information isin the cloud.

1. CYBERATTACKS

A cyber-attack is an offensive manoeuvre that aim is
computer data systems, infrastructures, computer networks,
or personal computer devices. An intruder is a individual or
process who tries to access information, features or other
limited regions of the scheme without permission, possibly
with maliciousintent. Based on the context, cyber-attacks can
be part of cyber-warfare or cyber terrorism. Nationa states,
people, groups, community, or organisations can employ a
cyber-attack. A cyber-attack may come from different
resources.

A cyber-attack can rob, change, or ruin a designated
destination by logging into a vulnerable system.
Cyber-attacks can variety from placing different element on a
computer to trying to destroy all countries facilities. Legal
specialists seek to restrict the access of the word to events that
cause physical harm, distinguishing it from more routine
information breaches and wider hacking operations.

Used Equipment info

Cyber Security in
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Used Medicine

Fig. 1.Cyber Security in Health Care

Database in
Hospital

Cyber Security Data and Applications

IV. SECURITY THREATS

If Threats are described in the network security using threat
models that can be further classified into the following
categories:

A. DoS

DoS attacks are active attacks where malicious nodes
produce fake messages to interrupt the activities of the
network or eat the funds of other nodes. A Denial-of-service
attack (DoS assault) isa security breach in which the offender
tries to make a computer or network resource inaccessible to
itsdesired purpose customers by momentarily or permanently
disrupting Internet-connected host services. A DoS or DDoS
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threat is comparable to a bunch of people crowding the
entrance of ashop, making it hard for legitimate customersto
enter, interfering with trade.

B. DDoS

DDOS attack is known as dispersed, a huge-scale effort by
mean of malicious users for flood the victim network by a
massive number of packets and kills the sufferer network for
resources like computing power, bandwidth, etc. The victim
later is incapable of providing the facility to its legitimate
clients, because of which the network performance is deeply
affected. In short, since amalicious user sends huge amount of
unwanted packets to the network or a separate computer,
legitimate users services are denied. Decentralized
arrangements have increased "many-to-one" measurements,
making it difficult to prevent attacks. DDS attacks consists of
four elements. The important point is that the victim is the
target host that needs to choose to receive the main attack.
Second, it has a daemon agent attack and has attacked the
target victim. The attacking agent isinstalled on the host. The
attacker agent/secondary victim affects the target as well as
the host. These attack daemons ‘'implementation functions
involve an attacker for access and penetrate the host. The
dispersed third element denial of service assault termed asthe
control master method. It isintended to coordinate the attack.
In the last, there is the real attacker known as the real mind
behind the attack. With the use of a access master technique,
the actua attacker could stay behind the attack scenes. The
components and procedure are of aDDOS attack are shownin
Fig. 1. Below are the steps that take places for a distributed
attack:

= The real attacker transfers an “execute” alert for
controlling the master program.

= The program of control master then obtains the
“execute” alert and broadcasts the command for
attacking the daemons under their control.

= When the attack command is being received, the agent
machine starts on the victim.

ATTACKER

Fig. 2.DDoS Attack

C. Spoofing Attack

A spoofing activity iswhen amalicious party impersonates
another machine or user on a node to launch attacks on
network hosts, steal data, spread malware, or bypass access
controls. Spoofing can be used for access private data of a
target, spread malware through infected connections or
attachments,
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bypass controls on network access, or redistribute traffic to

perform a denial-of-service attack.

©

Table- I: Difference Between DoS, DDoS and Spoofing

Fig. 3.Spoofing Attack
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SN. DoS DDoS Spoofing
An attack made by | An attack made by | Vulnerable to the
1 asingle machine. many  machines | users work in the
' aso known a | cyber network.
botnet.
It can be quickly | There may be a | Spoofing attacks
discontinued the | real headache to | are difficult to
2 right security. prevent it. detect so
’ preventable
measures have to
be considered.
The danger is low | It isat a moderate | Spoofing attacks
because they are | and high-risk level | are hazardous as
3 rarely used to | because it can be | confidential
’ cover the attempt | used for damage | information may
toviolatethelaw. | networks and even | beleaked.
systems severely.
Malware is not | A botnet generally | Spoofing includes
4 included. consists of | millions of pc
' thousands of | attacked by the
infected PCs. fraudulent.
Attacks mostly on | Attackersenhance, | Cyber-attacks
website or server. which mostly | frequent, in such
5. targeted are the | phase as the
websites. number of attacks,
increased.

V. RELATED WORK

He et al. (2019) provide an overview of the security
demands of a space-based wireless network. As an instance,
in the space-based wirel ess network, this paper researched the
information link layer safety of satellite systems oriented on
the 1553B network protocol. The space-based wireless
network has various mechanisms like key management and
also anintrusion detection is an important meansto make sure
space-based wireless network. These techniques usually
require important resources for computing, communicating,
and storing [1]. Palanisamy et al. (2019) describe the overall
framework engineering and examine three notable plan
problems. age and reproduction of the mystery message
shares, the optimal part of the message shares in multiple
respects as far as security, and the multi-path revelation
schemesin a specially designated flexible scheme. This study
presents a reliable data conveyance (SPLIT) Secure Protocol
tool used to upgrade safe data conveyance in a versatile,
specially designated scheme. Theresult legitimizesthe SPLIT
methodology's plausibility and viability [2]. Donno et al.
(2019) evaluated cloud computing safety from a particular
view: cloud computing as a key element of the loT
architecture. The motive behind thisjob liesin the proof that
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loT systems today depend heavily on the cloud, where data
analytics and intelligence live. The result provides a
well-structured and current study of cloud computing security
problemsinthe loT age[3]. Di et al. (2019) propose an IDS
based on cloud computing. Intrusion detection technology is
an important means of maintaining computer network
security. It gathers and analyses computer system files and
information, detects intrusions that violate computer network
safety, and alarms and blocks such intrusions. The intrusion
detection system finished reaction and detection, performed a
complete defensive function, addressed network security
incidents, made the shift from post-discovery to pre-warning
and automati ¢ reaction, and al so supplied more efficient proof
to exploretheintruders' legal liability [4]. Desai et al. (2019)
propose an AODV protocol predictive method based on
linear regression. The proposed strategy tries to define
adversaries during the route discovery stage to enhance QoS
in MANETS, particularly for apps for which packet delivery
rate is a critical parameter. In future, there is also a scope in
the area of ad-hoc networks and their variantsto improvetheir
efficiency by integrating new, safe routing alternatives,
energy conservation systems, authentication, and main
distribution systems and performance optimization
techniques [5]. Wu et al. (2019) demonstrate the
cyber-physical attacks in Cyber Manufacturing systems with
machine learning methods. Cyber-physical assaults in Cyber
Manufacturing Systems are unique but critical to safety. To
detect Cyber Physical assaultsin CM S, physical information
machine learning methods are created and incorporated in this
study. Two examples are proposed with computation and
testing: malicious 3D printing invasion and malicious CNC
milling machine assault. The result shows that anomaly
detection algorithm achieved 96.1 % accuracy in identifying
cyber-physical assaultsin the 3D printing system by applying
machine learning techniquesin physical information; random
forest algorithm achieved an average 91.1 % accuracy in
identifying cyber-physical assaultsin the CNC milling system
[6]. Patil et al. (2019) developed an effective security
structure for monitoring VM network traffic. It utilizes both
signature and anomaly detection methods and is therefore
capable of identifying both recognized and unknown attacks.
Hypervisor Distributed Network Security (HLDNS) is
suggested to be deployed on each cloud computing customer.
The proposed safety framework will be evaluated for
efficiency and optimization evaluation on the cloud network
tested a NIT Goa using the recent UNSW-NB15 and
CICIDS-2017 intrusion information sets [7]. Hyun et al.
(2018) Present an 12NSF architecture capable of providing
effective and flexible security service in cloud-based safety
services. The main input of the architecture of 12NSF is to
standardize the interfaces of various suppliers to the NSFsto
simplify the management of these NSFs. The result shows the
feasibility and efficiency of the I2NSF architecture embedded
with SDN [8]. Senyo et al. (2018) present A Meta-discovery
of cloud servicesresearch in information technology intended
to take company shares of literature and its accompanying
data analysis structures,
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research methods, geographical distribution, level of analysis
and trends over seven years.

The outcome demonstrates that the current literature on
cloud computing tends to skew towards the technological
dimension to the detriment of other under-investigated
aspects such as company, scientific understanding, and
application domain [9]. Han et al. (2018) propose a
double-sided ring signature algorithm to protect both the
transferring of messages with the secure transmission. The
performance of these algorithms is theoretically analysed and
compared to the standard ring signature algorithm in a real
tool environment. The results show that the double-ring ring
algorithm is superior to standard ring signatures in terms of
security, call probability, and communication efficiency and
issatisfactory for reliable communications and confidentiality
requirements [10]. Wang et al. (2018) describe three
protocols to address MCS privacy issuesin ad hoc networks,
regardless of third parties. It provides the Privacy Protection
Protocol (PPS) protocol to protect SSCs privacy.
Subsequently, to ensure the confidentiality of the MDOs, they
present the Privacy Protection Protocol (PPDRC) protocol.
Finaly, both MD and DECs offer a Neighbourhood with
Privacy Protection (KN2P2) to identify nearby neighbours
without leakage [11]. Jain et al. (2018) propose a new
approach based on a dual-link fuzzy reliability model, which
is measured in the demand distance vector (AODV) protocol
to reduce blackhole attacks in ad hoc. It uses a reliable
computational approach, which is supposedly fuzzy. A direct
confidence calculation method identify malicious nodes and
thus, the safe route in MANETS. The results indicate the
performance improvement of the suggested protocol on the
AODV protocol [12]. Wang et al. (2018) discuss the
problem of coordinating routing together and transmitting
power optimization for multiple hop namespaces in the
presence of randomly distributed headphones after the
Poisson point process. Inthisprivacy, messagesaredelivered
from one source to many hop routes that are connected to
many legitimate relays on the network. Our motive is to
minimize the possibility of end-to-end communication by
optimizing the routing path and the transmit power of each
hop and limiting the possibility of secrecy. This problem can
be solved optimally by iterative external poly block
approximation with the 1-D search algorithm. The simulation
results show improved performance of the algorithms
proposed for both clogging and blocking scenarios and point
to a non-significant trade-off between each hop and the
transmission power of secure hops [13]. Liu et al. (2017)
discuss the concept and specification of CPS and figure out
the current scenario of CPS research. CPSwill cover different
aspectsof real lifeand economic life, will have wide influence
and will lead to the comprehensive improvement of
informatics and other subjects. CPS development also faces
major difficulties. Finally, in creating CPS, it analyses the
primary barriers and important research [14]. Tomar et al.
(2019) emphasizes the various aspects of ad-hoc networks.
The different types of attacks that affect the system and are
prevented by various algorithms mentioned. Since ad-hoc
wireless networks have no basis and are consistently
unreliable, therefore alarge number of strikes are subject. The
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black hole attack is seen as one of the riskiest conditions of
them. In this attack, the malicious node usually absorbs each
data packets that are similar to separate holes in all things.
Likewise, all packets have been dropped in the network. For
this reason, various prevention measures should be employed
in the form of routing finding first then the optimization
followed by the classification [15]. Tomar et al. (2019)
discuss research on cybersecurity has gained more attention
and interest outside the availability of computer security
experts. Cybersecurity is not a single issue, but a series of
highly different issues involving multiple threats. The data
accommodation in health care system is growing
continuously, which demanded a highly efficient and
intelligent system to deal with the health records. Theincrease
in the data increases the probability of affecting data by the
cyber attacker. Therefore, it becomes essential to deal with
cyber-attacks. This research focused on the utilization of
cybersecurity for healthcare organization using machine
learning approach. Our aim is to detect Distributed Denial of
Service (DDoS) attack, which is one of the most commonly
present cyber-attacks. This type of attack is designed to
prevent genuine user from the required network resources. By
using the concept of Artificial Neural Network (ANN), the
system istrained based on the database related to the clinical
record, financial record, individual record etc. During the data
communication process, cross-validation is performed using
ANN approach, which matched the datawith the database and
a last check the performance parameters. The experiment
results indicate that there is an increase in the True Positive
Rate (TPR) and False Positive Rate (FPR) of 0.27 % and 8.79
% respectively has been observed [16].

VI. CONCLUSION

The present transition to health care organization is based
on the flow of information in real-time, the integration of
information and communication technologies with physical
equipment to provide a coherent system that can better track
the patient's health in real-time and improve overal health
services. As data communication is performed through
wireless means therefore, the tendency to affect or steal data
by an unauthorized person increases.

Therefore, security plays an important role in any kind of
established network. If the network is not secured, the data
communication cannot settle down and high transmission loss
will be faced.

This paper deals with the types of established network over
a large scale and the detailed security issues in the network.
This paper also discussed the types of breaches and some of
the obnoxious security threats in the network.

A detailed literature survey is conducted, and the
advantages and disadvantages of prevention measures are
also discussed.
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