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Abstract: The rate of transferring data in the form of text, 

image, video or audio over an open network has drastically 
increased. As these are carried out in highly sophisticated fields of 
medicine, military and banking, security becomes important. In- 
order to enhance security for transmission, encryption algorithms 
play a vital role. So as to enhance the proficiency of the existing 
encryption methods and for stronger anti attack abilities, chaotic 
based cryptography is essential. Chaotic based encryption has 
advantages of being sensitive to initial conditions and control 
parameters. Images have features like bulk data capacity and high 
inter pixel correlation. Transmission of such medical data should 
be highly confidential, integral and authorized. Hence chaos-based 
image encryption is an efficient way of fast and high-quality image 
encryption. It has features like good speed, complexity, highly 
secure, reasonable computational overhead and power. In this 
paper a comprehensive analysis and an evaluation regarding the 
capabilities of different discrete time domain chaotic maps were 
carried out on a proposed image encryption method. The 
experimental results show high efficiency for the proposed image 
encryption technique. 
 

Keywords: Chaotic maps, Cryptography, Image encryption, 
Security Analysis, Measurement Metrics.  

I. INTRODUCTION 

Since the previous two decades, communication 

through networks has progressed so much. Data in electronic 
form is stored, transmitted and maintained on open channels 
for communicating. These channels are prompt to illegal 
usage of vital information. Nowadays these communications 
are very common in the field of telemedicine. Here lot of 
medical records including of patient’s personal privacy 
records may be transmitted through these open channels. 
When compared to ordinary images, medical images contain 
huge amount of sensitive contents. These if tampered a bit 
can bring negative results while examining. Therefore, 
before any access to these medical images’ security issues 
like confidentiality, integrity and authentication are to be 
ensured [1]. Encryption is one solution for ensuring these 
security issues. It is a process of converting an original record 
to a cipher record using keys in cryptographic algorithms 
before transmission. 
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This ensures unauthorized access between the sender, 
receiver and user unauthorized modification and surety of 
sender and receiver [2] 

 

Images are represented as 2-dimensional arrays of data. 
Hence to apply encryption algorithms it must be considered 
as one-dimensional array of data[3]. One- dimensional image 
array consumes more space when compared to one 
dimensional text data which leads to compression. It results in 
reduced space and reduced time for transmission. But this 
may cause loss of some data which may be agreeable for 
general images but may be costly for medical images. This 
results to wrong diagnosis of these medical images [4]. This 
paper is organized as follows: Section 2 illustrates the related 
works, Section 3 introduces the various chaotic maps used 
and its properties, Section 4 shows the proposed method for 
implementation, Section 5 explains evaluation metrics, 
Section 6 explains the experimental results and Section 7 
discusses the Conclusion. 

II. RELATED WORKS 

Commonly used encryption algorithms like AES, DES, RSA 
[5-13] are not feasible for medical image encryptions. 
Usually image and text differentiation can be captured by 
studying correlation pattern of the pixels. Hence encryption 
techniques based on chaos theory became suitable for this 
purpose. Technical Research areas of mathematics, physics, 
engineering etc. [14] have made use of chaotic theory since 
1970s. Lorenz [15] was the person to first describe about 
chaotic theory in his paper written in 1963. He developed the 
Lorenz attractor which coupled nonlinear differential 
equations. He also described the complex behavior of chaotic 
structures in nonlinear deterministic systems. Chaos 
commonly means a disordered state. Hence chaotic systems 
are likely to have properties such as 1). High sensitivity to 
initial conditions and control parameters           2). 
Unpredictability of its periodic orbits 3). It can be mixed 
topologically [16]. 4). High encryption rate is made possible 
due to the simplicity of the hardware and software 
implementation. The aforementioned properties exhibit 
important cryptographic principles like confusion, diffusion, 
balance and avalanche properties [17, 18].  
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Hence chaos- based encryption can deal the intractable 
problem of fast and highly secured image encryption due to 
the mixing and sensitivity properties of chaotic systems 
thereby improving encryption quality by providing good 
speed, essential complexity, high security reasonable 
computational workload and power [19]. The theory of 
continuous chaotic dynamic systems in cryptography was 
first applied by Pecora [20]. Later synchronization of chaos 
was shown by Kocarev [60], Partitz [61], Hayes [21], Chua 
[22], Murali [62]. Similarly, the theory of discrete chaotic 
dynamic systems in cryptography was first applied by 
Mathews [23]. A one-dimensional chaotic map 
demonstrating the chaotic behavior for a range of control 
parameters and initial conditions were derived by Mathews. 
This map generates a pseudorandom number sequence for 
encryption messages. Later Wheeler [24] corrected Mathews 
work proving that when these maps were implemented on a 
digital computer it produced short unpredictable cycles. 
Habutsu[25] built a piecewise linear chaotic tent map 
cryptosystem where the key was evolved from the parameter 
and tent map for encryption and decryption using tent map. 
His approach works mostly for dynamic chaotic structures 
where system parameters are highly sensitive to the map 
properties. But Biham[26] indicated that Habutsu’s system 

could be attacked using a chosen cipher text attack and 
known plain text attack.Bianco [63] in 1990 implemented a 
cryptosystem where the logistic map was used to produce a 
floating-point number sequence, then converted it into binary 
and X-ORed with the plaintext. Multiple iteration of a chaotic 
map technique was introduced by Kotalski and 
Szczepanski[27]. Later Baptista [28] cryptosystem used a 
secrete key which was a combination of chaotic map’s initial 

condition and parameters. The process was slow and lengthy. 
Till 1999 chaotic maps were one dimensionally 
experimented. Kotulski [64] introduced usage of two of 
chaotic maps. One coordinate represented the evolution of a 
message and the second represented the change of secrete key 
at each iteration step. Alvarez [29] used two identical discrete 
chaotic systems for a symmetric cryptosystem. Wong [30] 
concentrated in developing a faster chaotic encryption 
scheme with a dynamic lookup table instead of 
pseudorandom numbers. Many more enhancements were 
implemented in the previous decade. The enhancements 
included new permutation methods [31-33], better diffusion 
schemes [34, 35] and improved key generation [36-38]. 
Chaos based encryption approaches were also being applied 
in medical applications [39, 40]. In this chaos based visual 
encryption and bit level medical image encryption was 
developed.  Another enhancement was the use of compressive 
sensing [41, 42] and its matrix used as a secrete key [43]. The 
authors of [44] proved the computational secrecy of chaotic 
system mechanism. In [45] 3-dimensional chaotic map 
implementation was introduced thus increasing the 
complexity of the cryptosystem. Nowadays researchers are 
implementing chaotic maps in a combination of the above 
said methods and have proven better results [46, 47]. 

III. CHAOTIC MAPS 

In Discrete Time Domain Chaotic Cryptosystem, the key for 
encryption is formed by the combination of control parameters 
and initial conditions or either using any one. Chaotic maps 

have their own strengths and weaknesses. Here the usage of a 
256 key on different maps for encrypting medical images is 
being analyzed. An image when encrypted using a chaotic map 
shows chaotic behavior on the application of certain control 
parameters. A brief summarization of the maps under 
consideration is discussed below along with the initial 
conditions and control parameters applied. 

i). Arnold Cat Map[48]: It is chaotic map used for image 
encryption by shuffling the pixel positions. The resultant 
image is a permuted one with the original pixels scrambled 
using the following equation: 

                               (1) 

 
Where N    = height and width of the image 
           x,y   = pixel position of original Image 
           x’,y’ = pixel position in transformed image 
           p,q   = control parameter  
           p = q =1 
 

ii). Baker’s Map[49]: It is a two-dimensional map 
mathematically described by: 

           (2) 

iii). Bogdanov Map[50]: It is a chaotic map named after 
Rifkat Ibragimovich Bogdanov, a Soviet Russian 
mathematician and relates to Bogdanov-Takens bifurcation. 

    

                       (3) 

  

iv). Chebyshev map[51]: The Chebyshev polynomials are 
defined by 

    

                   (4) 

v). Duffing Map[56]: It is discrete real-time dynamic system 
which shows chaotic behaviour. 

     

                                                (5) 

vi). Gauss Map[52]: The one dimensional Gauss map is a 
nonlinear iterated map derived from the Gaussian function. 

 

 = 4.9,  = -1 to +1                                          (6) 

vii). Gingerbreadman Map[53]: It is a two dimensional 
discrete- time dynamical system defined by. 

     

x=0.5, y=3.7             (7) 
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viii). Henon Map [53]: It is a two-dimensional discrete time 
system map defined by 

 +   

a =1.4, b=0.3             (8) 

ix). Ikeda Map[54]: It is a two-dimensional discrete time 
system map defined by 

 

 

where u  [0.5,0.95] (9) 

x). Kaplan-Yorke Map [59]: It is defined as 

 

         where a=0<a<=2, 0<b<=1       (10) 

xi). Kent Map[55]: It can be equated as 

        (11) 

xii). Logistic Map [57]: This map results to systems that have 
delicate dependence on initial conditions defined by 

 where p = 3.9999   (12) 

xiii)Tent Map [59]: This map is given by 

  

xiv). Tinkerbell Map[56]: This dynamic system is given by  

   
                                                                      

where a=0.9, b=-0.6013, c=2.0and d=0.5    (14) 

xv). Zaslavskii Map[57]: The map is defined by 

 

    where  

For this map to be chaotic =3.0, v=400/3, =0.3  (15) 

IV. IMAGE ENCRYPTION 

The encryption process has two sections: Key generation and 
Encryption. 
 
A. Key Generation: For generating the key, one among the 
15 chaotic maps is chosen. It is iterated with the initial and 
control parameters to get 512 values from among which a 256 
long key is randomly chosen for encryption. On it, Min_max 
and gaussian normalization is carried out for standardizing the 
key. 
Input: Chaotic map 
Output:  Key array of 256 length 
Algorithm: 

1. Choose chaotic map 
2. Iterate the chaotic map to get 512 values -> (x_axis[], y_axis[]) 
3. Call randomizer with coordinate arrays -> Intermediate 

key_array 
4. Randomly select 256 values from x_axis and y_axis 

5. Call min_max on intermediate key_array -> Intermediate 
key_array 
5.1 Iterate through key_array 

5.1.1 Replace each value with (key_array[i] - min_val) /      
          (max_val - min_val) 

6. Call gaussian_normalization on key_array -> intermediate 
key_array 

7. Call key_generation with intermediate key_array ->key_array 
7.1 Convert intermediate key_array into key-value pairs. 
7.2 Sort the key-value pairs by values 
7.3 Extract keys from the sorted pairs. 
 

B . Encryption:  
Input:   Medical Image, Key array, Blocksize 
Output: Encrypted Image  
Algorithm: 

1. Call encrypt with key_array 
2. Resize input image 
3. for i = 0 to N do // N = length of the resized input image 

for x = 0 to N do 
for y =0 to (N/blocksize) do 

for i =0 to blocksize do 
current_y = (y * blocksize) + i 
key_value = key_array[i] 
target_y = (y * blocksize) + key_value 
new_pixelintensity = input_image[current_y]       
                                          [x] XOR key_value 
target[target_y][x]=new_pixelintensity 

        target_image = circular_shift(target,x,key_array                                                                           
                                               [x%blocksize],,N) 

 End for 
                  End for  

for y =0 to (N/blocksize) do 
for i =0 to blocksize do 

current_y = (y * blocksize) + i 
key_value = key_array[i] 
target_y = (y* blocksize) + key_value 
new_pixelintensity = input_image[x][current_y]    
                                                  XORkey_value                                 
 target[x][target_y]=new_pixelintensity 

          target_image= circular_shift(target,x,key_array                 
                              [x%blocksize],N) 

     End for 
End for 

            End for 
         End for                                                   

4. circular_shift(image, x, n, row_column, N) 
if row_column equals 0 

Copy xth row into temp [] 
shift_count = (n) / 2 
if x is even 

Right circular shift temp by shift_count  
else:  

Left circular shift by shift_count 
replace row in image with temp 

5. Repeat step 1 for columns  
 
Decryption is performed in the reverse order of the 

encryption algorithm proposed here 

V. EVALUATION METRICS 

Evaluation metrics are measures used to estimate the 
effectiveness of our proposed algorithm. Some of them are as 
follows:  
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A.  Differential Analysis: It is done to find how sensitive is 
the encryption algorithm to the slightest change that occurs in 
an input image. It is analyzed using the following: 
i). Number of Pixel Change Rate (NPCR)[58] – It measures 
the amount of pixel change occurred due to a differential 
attack in percentage. It is defined by: 
 

          (16) 
Where  

 
H    = Height of the image 
W   = Width of the image 
D(i,j)  = Has value 0 if the corresponding pixel in I and I’ are same and 1 if 

they are different. 
I(i,j)  = Encrypted original image 
I’(i,j)  = Encrypted attacked image 
 
ii). Unified Average Changing Intensity (UACI) [63] – It 
measures the average intensity change occurred in an image 
due to differential attacks. It is defined by: 

        (17) 

B. Statistical Analysis: 

It is carried out to analyze the adjacent pixels in an encrypted 
image resulting in the extend of robustness of the technique 
used. It is analyzed using the following: 
i). Histogram Analysis[63]: 
It shows the pixel distribution in an image with the gray scale 
levels. The histogram for the original plain image is not 
uniform but for the encrypted image it should be uniform 
throughout depicting that all pixels are uniformly distributed 
in the image space. It is used to make the statistical attacks 
difficult in an image. 
ii). Correlation coefficient[63] - It finds the correlation 
between the adjacency pixels in an image. It is computed by: 

            (18) 

where 

        (19) 

        (20) 

        (21) 

 
 
C(x,y)   = Covariance between x and y 
x,y            =  coordinates of the image 
K     = Number of pixels in the image 
D(x), D(y)  = Standard Deviation along x, along  
E(x), E(y)  = Mean of xi ,yi 
,  

C. Information Entropy 

It gives the mean bit information in an image i.e each pixel has 
chances of equal probability over uniform distribution [63]. It 
is equated as: 

         (22) 
H(s)  = Entropy of the original image 
P(si)  = Probability of the occurrence of si  

D. Key Analysis 

Keys [63] play a prominent role in the process of making an 
encryption technique strong. It should be able to block all 
kinds of threats thus resulting in a bigger sized key with 
excessive sensitivity.  The key should be designed in such a 
way that even a bit change in the key will not result in the 
recoverability of the image.  

E. Mean Square Error 

It gives an error measure between the decrypted image and the 
original image. It is measure as [63]: 

      (23) 

M, N  = Dimensions of the image 
O, R  = Original and Decrypted Image 

F. Image Contrast 

It accounts the presence of entities in the image[59] 
           (24) 

G. Gray level Co-occurrence Matrix (GLCM) 

It gives a comparative frequency measure for a pair of pixels d 
distance and  angle apart [64]. 

H. Homogeneity [64] 

It shows the element distribution of GLCM and its diagonal 
             (25) 

Table 1- Analysis of Chaotic maps with different 
measurement metrics with the proposed algorithm 

Name of the Map 

Correla
tion 

Coeffic
ient 

UACI NPCR 
Mean 

Square 
Error 

Origin
al 

Image 
Entrop

y 

Encryp
ted 

Image 
Entrop

y 

Input 
Image 
Contra

st 

Encryp
ted 

Image 
Contra

st 

Arnold 
 -0.001

3 
49.935

5 
99.595

6 
0.0531 

6.7575 

7.9970 

0.2278 

0.2892 

Baker 0.0038 
50.049

5 
99.610

9 
0.0000 7.9970 0.2894 

Bogdanov 0.0007 
49.800

4 
99.629

2 
 0.3433 7.9968 0.2911 

Chebyshev 
 -0.002

9 
50.043

0 
99.592

6 
0.5336  7.9974 0.2903 

Duffing 
 -0.005

7 
49.799

0 
99.595

6 
 0.0044 7.9970 0.2897 

Gauss 0.0003 
49.970

6 
 99.639

8 
0.1436 7.9971 0.2900 

Gingerbreadman 
-0.000

1 
50.095

1 
99.646

0 
 0.8426  7.9970 0.2895 

Henon 0.0013 
50.089

6 
99.594

1 
0.1292 7.9963  0.2896 

Ikeda 
 -0.004

8 
49.838

2 
99.578

9 
0.9690 7.9972 0.2898 

Kaplan-Yorke 0.0037 
50.114

9 
99.615

5 
0.2161 7.9966 0.2891 

Kent 
-0.003

0 
49.939

0 
99.638

4 
0.2659  7.9970 0.2898 

Logistic 0.0011 
49.973

2 
99.636

8 
0.2461 7.9967  0.2893 

Tent 
 -0.002

1 
 49.956

7 
 99.635

3 
0.2309  7.9964 0.2900 

Tinkerbell 
-0.006

6 
50.046

8 
99.659

7 
0.0858 7.9972 0.2891 

Zaslaskii 
-0.006

8 
50.128

2 
99.639

9 
 0.1812 7.9973 0.2888 

 

GLCM 
Input 
Image 

Contras
t 

GLCM 
Encrypted 

Image 
Contrast 

Input 
Image 
energy 

Encryp
ted 

Image 
energy 

Input 
Image 
Homog
enity 

Encryp
ted 

Image 
Homog
enity 

Input 
Image 
Correla

tion 

Encryp
ted 

Image 
Correla

tion 

Name of the 
Map 

383.44
4 

10855.997
1 

0.0784 

0.0048  0.2389 0.0122 

0.9432 

0.0021 Arnold 

10896.025
7 

0.0048  0.2389 0.0123 0.0001 Baker 

11026.156
8 

 0.0048 0.2390 0.0121 
-0.000

8 
Bogdanov 

10971.570
6 

0.0048 0.2390 0.0123 
 -0.001

3 
Chebyshev 

 10912.43
5 

0.0048 0.2390 0.0121 0.0002 Duffing 

 10932.65
6 

0.0048 0.2390 0.0122 0.0004 Gauss 

10880.274
6 

0.0048 0.2390 0.0121 0.0016 Gingerbreadman 

10913.493
4 

0.0048 0.2390 0.0123 
 -0.000

3 
Henon 

10961.507
7 

0.0048 0.2390  0.0122 
 -0.003

3 
Ikeda 

10842.310
1 

0.0048 0.2390 0.0121 0.0020 
Kaplan-York
e 

10922.570
2 

0.0048  0.2389 0.0122 0.0001 Kent 

 10894.76
4 

 0.0048 0.2390 0.0122 
 -0.000

8 
Logistic 

10881.564
7 

0.0048 0.2390 0.0121  0.0050 Tent 

10868.183
7 

0.0048 0.2390 0.0120 
-0.000

3 
Tinkerbell 
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I. Peak Signal to Noise Ratio (PSNR)[63] 

It measures the quality of the decrypted image with the 
original image defined by: 

PSNR = 10             (26) 
n = number of bits in a pixel.  

VI. RESULTS AND DISCUSSIONS 

          A comprehensive evaluation using the metrics defined 
in the Section V was performed on a medical image. The 
encryption algorithm was implemented with 15 different 
discrete time system chaotic maps and was evaluated for the 
metrics. In case of NPCR, the values obtained for every map is 
in the range of 99.5 to 99.6, and UACI ranges from 49.799 to 
50.09. Further, on computing correlation coefficient the 
algorithm produces values closer to 0, additionally in range 
from -0.005 to 0.003. However, mean square error is between 
from 0 to 1, having minimum for encryption using Baker’s 

Map and maximum for Ikeda Map. Image entropy in all cases 
are close to 8 as this approach is applicable for 8-bit image. 
GLCM Features like contrast, correlation, energy and 
homogeneity for the proposed encryption method is constant  
for different d (distance) and  (angle). The PSNR here for the 
given image results in high value exhibiting precise 
decryption of the encrypted image.  

VII. CONCLUSION 

In this paper, the proposed encryption algorithm was applied 
with 15 chaotic maps, experimented on medical images and 
essential metrics were evaluated. It was observed that the 
proposed algorithm with the application of chaotic maps with 
discrete time behavior gives good results when applied on 
medical images. Thus, the comprehensive experiment and its 
evaluation shows that the proposed methodology using 
chaotic maps can be applied for storing attack resistant 
encrypted medical images. In future we would like to extend 
our experiments on continuous time behavior chaotic 
systems. 
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