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Abstract: The fundamental capacity of a sensor system is to 

accumulate and forward data to the destination. It is crucial to 

consider the area of gathered data, which is utilized to sort 

information that can be procured using confinement strategy as 

a piece of Wireless Sensor Networks (WSNs).Localization is a 

champion among the most basic progressions since it agreed as 

an essential part in various applications, e.g., target tracking. If 

the client can't gain the definite area information, the related 

applications can't be skillful. The crucial idea in most 

localization procedures is that some deployed nodes with known 

positions (e.g., GPS-equipped nodes) transmit signals with their 

coordinates so as to support other nodes to localize themselves. 

This paper mainly focuses on the algorithm that has been 

proposed to securely and robustly decide thelocation of a sensor 

node. The algorithm works in two phases namely Secure 

localization phase and Robust Localization phase.  By "secure", 

we imply that malicious nodes should not effectively affect the 

accuracy of the localized nodes. By “robust”, we indicate that the 

algorithm works in a 3D environment even in the presence of 

malicious beacon nodes. The existing methodologies were 

proposed based on 2D localization; however in this work in 

addition to security and robustness, exact localization can be 

determined for 3D areas by utilizing anefficient localization 

algorithm. Simulation results exhibit that when compared to 

other existing algorithms, our proposed work performs better in 

terms of localization error and accuracy. 

 

Keywords: localization, secure, robust, 3D, malicious nodes, 

cheating nodes, range-based, range-free. 

 

I. INTRODUCTION 

 

WSN has transformed into a rising field in 

inventive work as a result of the substantial number of uses 

that can end up being basically useful from such systems and 

has provoked the improvement of shrewd not-reusable, 

small, modest and independent battery fueled PCs, equally 

called sensor nodes. These sensor nodes can identify 

assurance from a connected sensor and process the data 

gathered from the sensor node. After that the process, data 

remotely transmits the results to travel network. Wireless 

Sensor Network (WSN) is a gathering of light weight and 
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low power sensor nodes which are spatially distributed and 

independent to display physical parameters. A WSN system 

comprises of a gateway, which gives wireless connectivity to 

the nodes and to the world. Its applications are used as a 

major aspect of military and battlefield surveillance, habitat 

monitoring, health care applications and environment 

checking, and so forth. The information accumulated 

without location is continually useless, so restriction turns 

into a key advancement in the Wireless Sensor Network. The 

location which is to be tested, need to be deployed with sensor 

nodes haphazardly either physically or deployed through air 

craft. Global Positioning Systems (GPS) receivers are 

imparted into the sensor node which can able to determine 

their location accurately. Be that as it may, this methodology 

isn't feasible, since instilling every one of the sensors with 

GPS enlarges the expense. So a superior methodology is that, 

few nodes are chosen and are conveyed with GPS, which are 

frequently called as beacon nodes or anchor nodes. The rest 

of the nodes which are there in the localization area can able 

to decide their location with the assistance of the anchor 

nodes, which reduces the cost when contrasted with when all 

the nodes are furnished with GPS.  

 

Larger part of the localization techniques can be 

classified into two general classes explicitly, range-based and 

range-free techniques. Range based techniques [1], [2], [3], 

[4], [5], [6], [7] require the presence of special nodes that 

know their very own positions, called beacon nodes (or 

anchor nodes), at essential positions in the area. Remaining 

nodes in the area evaluate their area by preparing 

distance/angle investigations to a fixed set of beacon nodes. 

Range-free approach doesn‟t require a special node called 

beacon node, which is a cost-effective strategy when 

contrasted with range based technique. The location 

estimation utilizing range-based techniques are exact, since 

it depends on beacon nodes too when appropriate algorithm 

is used. The existing methodology for localization works very 

well for 2D localization within the presence of malicious 

nodes.  

The vast majority of the localization algorithm 

works dependent on the 2-dimensional plane i.e., x and y 

plane. In a 2- dimensional plane, the calculation procedure is 

very basic and effective which requires less energy to 

calculate when considering a 3Dimensional location. When 

we meet an unexpected circumstance, for example, 

earthquake, hurricane or comparable disasters, wireless 

sensor nodes go to be important one in search and rescue 

operations. Wireless sensor networks can help in 

coordinating the search and rescue operation and give look in 

advantageous way. The 

localization algorithms are 
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utilized to discover the position of non-beacon nodes and 

therefore act as a new reference node for the non-localized 

nodes. In a 3-dimensional plane, we have to include an 

additional plane aside from x and y coordinate, which is 

called as z-coordinate. It tends to be utilized in slopes, 

mountains, terrains, hills to give a good accuracy. 

Regardless, when mapping these evaluated positions to this 

present reality a mistake can occur, in light of the fact that it 

contains all of the three planes. Any edge between the 

reference plane and the ground where it present result may be 

a mistake during mapping. By using a localization system for 

3D this issue is administered completely. 

In spite of the development in the area of efficient 

localization algorithms, the issue of malicious beacon nodes 

and localization inside seeing such nodes has not gotten 

sufficient interest. Malicious nodes can cheat by imparting 

mistaken position references or, then again transmitting at a 

lower energy level afterwards affecting the distance 

estimations and at last the localization based on it. With the 

extending usage of wireless and sensor systems in military 

and emergency crisissituations, the issue of malicious nodes 

can never again be neglected and its impact on location 

calculations ought to be inspected in more noteworthy detail. 

The issue of network localization inside the sight of 

malicious nodes isn't negligible: Eren et al.shown that a 

subset of the above issue, explicitly the issue of separation 

based confinement under the supposition that all nodes are 

straightforward, is itself hard [8]. Simply, localization within 

the sight of malicious nodes is impressively harder than the 

localization with each genuine node. Research articles to 

crush the issue of malicious nodes in localization algorithms 

used on exhausting the (over)dependence on such unique 

beacon nodes by using savvy quantifiable instruments and 

coding hypothesis[9], [10], [11], [12], [13].Our point is to 

propose a novel secure and robust localization algorithm 

which works in 3D condition like valley, slopes or 

mountains.  

The remainder of the paper is sorted out as follows. 

We examine the groundwork and related work in Section II 

and present our system for 3D Localization in Section III. In 

Section IV, we demonstrate the Secure Localization phase; in 

Section V, we propose an algorithm and demonstrate the 

sufficient condition for robust localization and for finding the 

intersection of rings. Experimental evaluations are in Section 

VI and we conclude in Section VII. 

 

II. BACKGROUND AND RELATED WORKS 

 

With the occasion and utilization of WSN innovation, 

there's a superior interest for localization accuracy. At 

present, investigation on two-dimensional localization of the 

wireless sensor network has become advanced; anyway the 

investigation of three-dimensional limitations stays in its 

early stages.  

Zhang et al. show the Landscape-3D space 

localization algorithm [15] using mobile assisted nodes. 

Landscape-3D is the main robust 3D range based localization 

algorithm, in which the localization accuracy relies upon the 

exorbitant mobile beacon nodes. 3D MDS-MAP [16], 3D 

DVHOP [17], and 3D centroid [18] are sans range free 

localization algorithms from 2D plane situations explicitly. 

These strategies are unpredictable and the position isn't 

adequately exact. Li et al. [16] demonstrated robust statistical 

techniques, for instance, adaptive minimum squares and 

least median squares to make anchor based localization. 

Another technique towards robust localization is to 

adequately perform localization within the sight of errors 

while estimating distances. These errors can be an outcome 

of outside variables like random noise, measurement errors 

or as a result of malicious nodes. Substantial progression has 

been made to secure the localization scheme of WSNs [19, 

20, 21, 22, 23,24] 

Liu et al. [25] likewise proposed two methodologies 

for robust localization within the nearness of malicious 

beacon nodes. The principal technique filters through 

malicious beacon nodes dependent on the reason of 

irregularity among multiple beacon nodes, while the second 

system bears malicious beacon nodes by receiving an 

iteratively refined voting plan. Nizetic et. al [26] defined a 

localization method which takes into consideration the 

differences among the assorted access points, orientation of a 

client device and by hard the common signal strengths from 

many repetitive measurements, to reduce the unpredictable 

external interference. Jadliwala et.al [27] presented three 

algorithms for secure localization framework, which 

provides good accuracy but it works only in a 2-dimensional 

region. 

Liu et al. [28] plan a shrewd framework, called 

voting based framework, where the deployment area is 

isolated into a cross section of cells to such an extent, that the 

objective hub dwells in one of the cells. Each beacon node 

votes on every grid relying on the detachment between the 

objective node and itself and the location of the target node is 

evaluated as being inside the cell that had the best number of 

beacon votes. Prima [29] a prototype of secure localization 

node for indoor wireless sensor network, named SCLoc. The 

sensor node is furnished with AES 128 cryptography system 

in wireless sensor networks. This algorithm is utilized to 

secure anchor node coordinates information and estimated 

position which has been determined in unknown nodes. A 

secure multi-lateration scheme proposed by Chiang[30] to 

verify that a prover is within a certain distance from the 

verifier and also to securely verify the location information. 

Fiore[31] presented a solution for Neighbor Position 

Verification, which permits any node in the network to 

confirm the position of the communication neighbors 

without depending on the priori trustworthy nodes. 

 Liu[32] investigated two algorithms called MNDC 

and EMDC to detect the nodes that are captured as malicious 

anchors and forge the information to delay accurate nodes 

locations acquisition in range-based localization schemes . 

The algorithms apply the density-based adaptive spatial 

clustering (DBSCAN) algorithm to obtain the abnormal 

clusters, which are further inspected via a sequential 

probability ratio test. The malicious nodes that endanger 

networks are then determined to minimize the number of 

initial parameters and avoid the situation that local outliers 

are categorized into normal clusters. Furthermore, SPRT 

based on consistency features of two distance measurements 

is hired to provide accurate detection results. 
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III. SYSTEM MODEL FOR 3D LOCALIZATION 

 

In this segment, we depict the system model for the 

issue of 3Dlocalization of a node K in untethered condition. 

In various words, K needs to figure its very own location 

utilizing beacon nodes which know their own locations and 

these nodes could possibly act maliciously.  

Assume that there are n beacon nodes accessible for 

localization: i=1, 2, 3,… ..,n; m out of n signals are 

malicious, while the rest are honest[33]. The sensor nodes 

thought to be real all throughout the localization procedure 

as appeared in Fig 1. 

Differentiated to two-dimensional localization calculations, 

three-dimensional localization calculations have the 

following issues:  

(I) In 3Dlocalization increasing number of beacon nodes are 

required, ie., for 3Datleast four beacon nodes while for 2D 

localization, a minimum of three beacon nodes are 

compulsory to locate the unknown node. It needs to grow the 

node thickness as well as the calculation will become more 

complicated. 

(ii) The transmission sign are enormously influenced by the 

terrain obstacles. The effect of the obstacles can‟t be ignored. 

There is a slight deviation in the distances estimated by RSSI, 

which will impact the localization exactness.  

The localization mode is appeared in [20] needs no less than 

four anchor nodes to choose the location of unknown nodes. 

It can also be observed that four anchor nodes should not be 

in a similar, remembering the end objective to ensure the 

localization. 

 

 

 
Fig.1 3D Localization 

 

Assume there are four beacon nodes in the positions naming 

A, B, C and D situated at positions(x1,y1, z1), (x2,y2,z2), 

(x3,y3,z3) and (x4,y4,z4) respectively which is appeared in 

Fig.1.K is the objective position which should be found with 

the coordinate (x,y,z). The distance between beacon nodes 

and unknown nodeare dKA, dKB, dKC anddKD. Equation (1) is 

acquired as indicated by the separation between the hubs: 

 

 

- dKA = 

0,…………….. (1) 

- dKB = 

0,…………….… (2) 

- dKC = 

0…………….…..(3) 

- dKD = 

0………………….(4) 

Resolving the equations (1), (2), (3) & (4) to get the 

coordinate of the unknown node  K as (x, y, z) as shown in 

equation (5) 
 

 

. …….……….. (5) 

 

Independent of being direct or abusive, each beacon 

node Bi gives K with an estimation di of the distance among 

Bi and M. Even more especially, each signal Bi gives M with 

some extra data from which the separation di can be handled 

viably by M. The exact distance among Bi and K is the 

Euclidean Distance between the position coordinates of 

Biand M [6] and is implied byED[di]= dst(Bi , K). Given H be 

the set containing only the genuine beacon nodes among an 

aggregate of n beacon nodes. By then, for each signal 

nodeBi∈ H, di is relied upon to take after few likelihood 

distribution, showed as msr(dst(Bi , K)), with the ultimate 

objective that  

ED[di] = dst(Bi, K) 

i.e., the typical (mean) estimation of the evaluated distance 

i

~

d for each reference point Bi in H, is the exact distance 

between the signal Bi and the node K. Furthermore, for the 

circumstance at whatever point Bi is direct, the distinction 

between the estimated and the fair node is believed to be 

practically very little,  

 

|di – dst(Bi, K)| < ε 

 

where ε is the greatest distance error. Ideally, this distinction 

should be zero, anyway such variations in distance 

evaluations can happen due to mistakes, either at the source 

or target. 

 

IV. SECURE LOCALIZATION PHASE 

 

The unknown node K is acquired through quadrilateration, 

which isn't amazing that beacon based strategies perform 

well when all the beacon nodes don't lie. In any case, their 

precision endures amazingly within the sight of malicious 

beacon nodes.  

 

Beacon nodes can counterfeit by communicating their very 

own locations wrongly or by controlling the distance 

estimation process, subsequently influencing the restriction 

localization procedure which is delineated in Fig 3. In this 

figure, we can say that A, B and 

C carry on appropriately, though 

node D counterfeit the location 
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coordinate and along these lines lead to mistaken estimation 

of the objective area called M rather than K. 

 

 

 
Fig.2 Distance based localization in the presence of malicious beacon 

which disturbs the localization procedure 

 

The beacon or anchor nodes are furnished with a 

controlling unit, which stores authentication ids apart from 

GPS. At whatever points the non-beacon node demands for 

target location, the beacon or anchor node requests the 

authentication id. This id ought to be registered in a group 

and get its public authentication key (AK) before any 

message transmission [33].  

For signing a message, the node practices group 

authentication key and encryption work and send it alongside 

unique message to different nodes. Therefore it isn't 

obligatory for each part to have other node‟s private 

information, for instance, their identity and public key for 

authenticating them. Recipients check a member‟s identity 

by signature verification. It is accomplished by 

reconfirmation of encryption work with authentication key to 

the obtained message and differentiating the result to the 

signature. 

 

Step 1: The beacon node transmits the location information 

as follows: 

{M , HAK ( M),CUG, ID(BeaconA) }  

Step 2: The Local CU cannot decrypt the message, since it 

doesn‟t have the private key of CUL. It sends anapplication to 

CUL to decrypt the beacon ID. In this step, it decrypts only the 

id and none other. 

Step 3: Since CUL doesn‟t have private key of beacon node A, 

so CUL cannot decrypt. HPK(ID(Beacon),HAK(M)) , therefore 

send an invitation of  the private key of node A to the CUG. 

Step 4: CUG answer with the private key of beacon node A to 

CUL and CUL achieved by reconfirmation of encryption 

function with key of node A to the (IDA|HAK(M)) and 

comparing the result to the HPK(IDA|HAK(M)). Also, CUL can 

identify the Sybil attack, if outcome of this comparison is 

dissimilar.  

Step 5: CUL onward the private key of beacon node A to 

non-beacon node. 

Step 6:  The non-beacon node onwards the private key to 

beacon node. 

The notations used during a message transmission are shown 

below: 

 

 
Secure 3D Algorithm 

 

 
 

V. ROBUST LOCALIZATION PHASE 

 

Once after the secure localization phase, the 

location information is sent to the robust phase inorder to 

validate that even in the presence of malicious beacon nodes, 

the accuracy should not be compromised. The terminologies 

that are consumed in the algorithm are defined below[34] 

and as shown in Fig 2: 
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Fig.2 Terminologies for ROLOC 

 

Definition 1: A continuous region is one which contains the 

intersection of all the four regions. 

Definition 2: A continuous line is a part of the continuous 

region 

Definition 3: A localization algorithmic rule is within 

the group of  robust localization algorithms if its yield could 

be a point in a continuous region r specified that r is 

confined within the crossing of a minimum of k + 4 cubes. 

This algorithm attempts to figure the position of the 

target nearer to the inside (or centroid) of the continuous 

region of at least Kmax + 4 cubes. This is since the actual 

location of the goal is more probable to be close to the focal 

point of the continuous region than close to the boundary 

limit. Thus, expecting these continuous region is convex, we 

first analyze four novel critical points, rather than only one, 

that lie on the intersection of a huge number of cubes. If (x1, 

y1, z1), (x2, y2, z2),(x3, y3, z3) and (x3, y3, z3) are the directions 

of these elementary centers, the directions (xM, yM, zM) of the 

objective location are guessed by computing the centroid of 

the cube mounted by (x1, y1, z1), (x2, y2, z2),(x3, y3, z3) and 

(x3, y3, z3) as validated as follows: 

Centroid of a cube = O = ( xM, yM, zM) 

xM = 
4

x+x+x+x 4321  

yM = 
4

y+y+y+y 4321  

zM = 
4

z+z+z+z 4321

 

 
Table 1. ROLOC Algorithm 

 

The above formula is utilized to discover the 

centroid of each coordinate and that can be utilized as the 

target location coordinate. On the off chance that the normal 

point lies in the convergence of Kmax + 4 cubes, at that point it 

yields the location of the objective, generally the procedure is 

continual for another set of critical points. This calculation 

incorporates the verification of exactness and proficiency of 

each arrangement of coordinates. The detailed ventures of 

the calculation are given in detail in Table 1. 

 

VI. PERFORMANCE ANALYSIS 

 

In this section, we will assess our 3D localization strategy 

in terms of efficiency and network performance. The 

proposed strategy has been verified in NS2. The simulation 

parameters are displayed in Table 1. The underlying network 

which is made by utilizing 10 sensor nodes is shown in Fig. 6 

and step by step it is expanded by 10. 

 
Table 1. Simulation Parameters 

 

 
Fig.5. Creation of nodes in the network 

 

Every one of the nodes can speak with one another, during 

communication it additionally checks authentication of 

nodes, so the localization information transmitted from one 

node to the next is precise. The malicious beacon nodes 

begins to develop in the system as the nodes begin moving 

which is displayed as strong green circles in Fig. 7. 
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Fig. 7. Malicious beacon nodes developing in the network which is shown 

in strong green circles 

 

The average localization error for Secure 3D, 3D-DV Hop 

and APIS are presented in Fig. 8. From this graph, it is strong 

that Secure 3D performs well when compared to the other 

two methods namely APIS and 3D-DV Hop [21], [22]. 

 

 
 

Fig.  8. Average Localization Error 

 

When the localization error and the malicious beacon 

nodes are reduced, there will be a significant growth in the 

throughput for the Secure 3D algorithm. As shown in Fig.  9 

the Secure 3D algorithms‟ throughput is high when 

associated to 3D-DV Hop and APIS algorithm, owing to the 

well-organized algorithm which is implemented in 

localization process for a 3D location [35], [36]. 

 

 
Fig. 9. Throughput Comparison of Secure 3D with APIS and 3D-DV Hop 

 

Packet Delivery Ratio is nothing but ratio of no.of packets 

received to the no. of packets sent, which can be calculated 

using the formula (5). Packet Delivery Ratio for three 

different algorithms are analyzed for APIS, 3D-DV Hop and 

Secure 3D, in which Secure 3D performs better when the no. 

of nodes get increased.  

PDR = No. of packets received/No .of packets sent 

If the PDR value is more, the approach used is better when 

compared. In the iteration of time slot, the PDR value is 

greater than the other two approaches, since the no. of 

malicious nodes is monitored and controlled from the 

network [35], [36]. 

Packet Delivery Ratio is only proportion of no.of packets 

got to the no. of packets sent, which can be determined 

utilizing the formula (5). Packet Delivery Ratio for three 

unique algorithms are observed for APIS, 3D-DV Hop and 

Secure 3D, in which Secure 3D performs better when the no. 

of hubs get expanded.  

PDR = No. of packets received/No .of packets sent 

On the off chance that the PDR value is more, the 

methodology utilized is better when analyzed. In the iteration 

of time slot, the PDR value is more noteworthy than the other 

two methodologies, since the no. of malicious node is 

observed and controlled from the system [35], [36]. 

 

 
 
Fig.  10. Packet Delivery Ratio for Secure 3D, APIS and 3D-DV Hop 

 

 
 

VII. CONCLUSION 

 

We have investigated the problem of achieving secure and 

accurate localization even in the presence of malicious 

beacon nodes, which makes the system robust. The 

performance of Secure 3D, 3D-DV Hop and APIS algorithms 

are examined in terms of throughput, localization error and 

packet delivery ratio. We have shown the accuracy of 

localization and the measurement errors attained for the 

existing system and that of the proposed algorithms.  
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Experimental results show that the algorithm performed 

consistently with different malicious nodes. There are 

accomplishments in 3D localization algorithms however; 2D 

limitation calculation is reached out to the 3D space. At 

present, there are still numerous issues in 3D restriction 

calculations, for example, high computational complexity, 

low positioning coverage and depending too much on anchor 

nodes.  
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