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Abstract: Millions of people all over the world use various
kind of websites all over the world, be it Facebook, Twitter or the
different shopping websites. They have impacted our life in a
great way and specifically the shopping websites have made our
life so much easier. To buy different products we don’t need to go
anywhere. We can just sit at home and access these websites and
order any item that we want to buy and it will be delivered at our
home. Now one thing that all of us do before buying any product
online is that we see the reviews of that product to know if the
product is actually good or not. People used to do it long before
the internet was even accessible. Then they used to take reviews
directly from other people. This has been going on for a long
time.

Nowadays people browse thousands reviews available online
before finally buying any product and they buy the product only
if most of the reviews about the product are positive. It has
happened with all of us that we want to buy a product but when
we see that it has got many negative reviews , then we do not buy
that particular product. Now the sellers know about this mind set
of the people and they tend to play with it. What they do is that
they hire people for writing fake reviews. These fake reviews can
be of two types: 1) Good reviews using which their own product
can be sold in big quantity. 2) Bad review so that they can defame
some other product which is giving them competition. Many
companies hire people so that they can write fake reviews and pay
them good amount of money. Fake reviews weather a positive one
or a negative one is bad and should not be entertained as it
misleads the customer and it may also cause lossto the sellers. So
we would like to know about these fake reviews and the people
who write them so that we can protect people aswell asthe sellers
from any kind of financial losses.
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[. INTRODUCTION

Different people think in different manners and al of them
may have a unique opinion and this has been important for
people around the world for decision making. Long before
when World Wide Web (WWW) was not there people used
to take opinion from their friends or from their seniors that
which political party to vote for and which mixer to buy so
that they can take the best decision possible. Since the
beginning of ecommerce it has become very easy for the
sellers to sell large quantity of their goods and they can
know about the interest and products that the people want to
buy and accordingly send them messages or notifications on
mobile phones so that they can check their website and buy
that product which in turn will make profit for the seller.
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With the number people who are comfortable with the
internet increasing steadily it has become common practise
for them to write reviews weather it’s a hotel, or some
product or some movie which in turn is helpful for other
people to make decision. Some products can get huge
number of reviews on a shopping website.

Our application will filter the fake reviews and try to
provide you the genuine ones so that the common people
who want to buy something are not misead. Reading
reviews before actually buying something has become a
common practice for the potential customers. They see
many reviews before ordering something and if the reviews
are mostly positive they will buy the product and if the
reviews are mostly negative then they will not buy that
particular product.

With the help of our application people will quickly be able
to determine if areview isfake or not. If the product that the
people receive from the seller is different than what they had
expected or the product is not performing on the level on
which it was expected to, the customers will feel like they
have been cheated. We have been able to know about many
sellersin the past who have been hiring people and pay them
huge amount of money to write fake reviews.

Review Websites need to defend themselves and design
such a system so that they can detect and remove fake
reviews so that it can be trusted by sellers and more
specifically by the customers. We must give respect in this
regards to website like “TripAdvisor” and “Yelp” because
they have redefined their algorithms and statements so that
they can catch the suspicious or fake reviews. They are on a
mission to serve the customers first and protect their rights.
So they go on depth to detect a fake review and know if it is
actually legitimate or not. One method which they use for
doing this is that they detect the IP address of the people
who writes the review which is very effective.

[I. RELATED WORK

[1] Previously fake review detection was done with the help
of sentiment analysis which is avery good for detecting fake
review.

[2] The Problem was that it could only detect fake reviews
when the meaning of the review is completely different from
the product.

[3] The fake reviewers nowadays have become very smart
and know how to write it in the proper way so that it can’t
get detected. So this method can only detect fake reviews if
the sentiment of the written review doesn’t match the
product for which it is written.

[4] Our method in turn uses IP address to detect fake
reviews which according to me is more efficient than
sentiment analysis.

[5] Our system can help in detecting these fake reviews and
then we can delete them and even block the user so that they
cannot write any reviews further. User will have to login
into the system to write reviews.
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[6] We all can agree that we need to write only one review
about any particular product and writing more than one
doesn’t make any sense. Our system works according to this
and so if more than one review comes from the same IP
address then we will classify that review asfake.

I, IMPLEMENTATION

Our project is having six modules. These are as follows:

A. AdminLogin

In this module the admin can login into the application. It is
only after the login when the admin can access the system
and the credential details must be kept private.

Registaiion

Review Detal

Word Igenficafion

fake dentficafion

Checking -Address

B. Add product

In this module the admin will be able to add different
products and set the price of the products. It is up to the
admin that which product he wants to add and which one he
wants to remove.

C. Delete Review

In this module admin will be able to delete the review if he
detects that the review is fake so that he can protect the
interest of the people. It is completely up to the admin that
which review to delete.

D. User Login

In this module the user can login in the system in order to
use the system. Email id of the user will be required. It is
compulsory for the user to login to see products and post
reviews.

E. View product

In this module the user will be able to see the different
products after he/she has logged into the system and they
will also be able to see the other reviews.

F. Post Review

In this modul e the user will be able to post reviews about the
online products. But this feature will only be available to
them if they have logged in otherwise they cannot do this.

Retrieval Number: E3045039520/2020©0BEIESP
DOI: 10.35940/ijitee.E3045.039520
Journal Website: www.ijitee.org

2144

Registration/Login

Add Product
Add Review by user

Identifying Fake review

Remove by admin

Find Ipaddress review

Actor Actor

ITEM’S RANKING METHOD

In this project we would like to see the items in some order
of preference and so we will be ranking the items. We can
use different methods of ranking the items or the products,
for example we can rank the items according to the number
of units sold etc. But in our system we will be using the List
Rank method and it will see the rating score. For example if
the item ‘x’ has higher rating score than item ‘y’ ,then it’s
ranking order would be higher than ‘y’. This method is very
efficient and also very useful.

= Admin B User
1. Login 1. Registration
2. Find Review 2. Add review for product
3. Find IP-Address 3. Payment Detail
4. Add Product
1. ReviewAnalysis HiteRequest
2. Ipaddressreview HiteRespanse
HitpSession
B Server
Get Request

Send Response

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

Exploring


http://www.ijitee.org/

OPEN aACCESS

Admin User

Server

1. Login

Login

Add Praduce

Get Product Details
FEIAENNNENNNAEREEEE

Payment Method

i Fake Review Details
. I

SYSTEM ANALYSISFEASIBILITY:

It is the study to find the strength and weakness about the
present system or something which you are going to do in
the future. We will also be able to know about the threats
and the resources that will be required to complete the
project or the system. This is measured by the value or the
input needed and the amount of money that is to be earned.
A well-defined study of this type is going to give us details
like the history of the project, the amount that needed to be
invested, and the kind of work to be done and also about the
accounting details, management, legal measures, ,money
information etc. They are three forms of feasibleness
. Economical feasibleness
. Technical feasibleness
* Operational feasibleness

ECONOMICAL:

This assessment is done on the basis of input, output,
procedures, programs, knowledge, working etc. All these
things are checked in order to ensure that the particular
system can work properly or not.

Thiskind of study is done in order to ensure that a particular
corporate can complete this project or not in order of
hardware, code written, level of employees working on it
etc.

* Whether the specified technology is obtainable or not
» whether the specified resources area unit obtainable
* Manpower- programmers, testers &  debuggers
. Software and hardware
Once the technical feasibleness is established, it's necessary
to contemplate the financial factors additionally. Since it
would happen that developing a selected system is also
technically attainable however it's going to need immense
investments and advantages is also less. For evaluating this,
economic feasibleness of the projected system is allotted.

OPERATIONAL

This kind of study is very important to check whether a
particular application will be used by the people or not even
if it’s completed. We will have to make the system such that
it is completely user friendly and the users face no problem
in using the application. If al these rules are not satisfied by
the developer then he/she needs to bring the required
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changes in their system. The questions that are needed to be
asked in operational study are:

+ Is management supporting the project or not?
« If the users are finding it easy to use the application or not?
« If the efficiency or the runtime of the application is good
or not?

» Are few of the users involved in developing the project or
not?

* Does the project actually have some good return value to
offer?

V. RESULTSAND DISCUSSION

With the help of this project we will be able to detect the IP
address from where fake reviews are coming and we will be
able to delete those fake reviews and delete it. With this we
can ensure that the customers will be able to see the genuine
reviews and decide if to buy a particular product or not. It
will aso be very helpful for the seller so that he/she can get
the actual reviews of the product. We will aso be able to
detect the IP address and then we will block the user with
that 1P address. We can detect that how many reviews the
customer has been writing and we can al benefit from this
system.

V. CONCLUSION AND FUTURE WORK

Finding the fake reviews from such large and unstructured
amount of reviews has become very important to protect
both the customers as well as the sellers. Currently many
companies and even many ecommerce websites are trying to
develop efficient system so that they can know and detect
the fake reviews, but it is not very easy task and it will take
time to become efficient in this.

No single method or technique right now is fully efficient in
detecting the fake reviews. Every method has some
advantages and disadvantages. In the future we may get that
one efficient method for this problem but the fake reviewers
will also get smart with time and they find some other
technique to write the fake reviews that will be more
difficult to detect.
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