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Abstract: With growth of internet and wireless networks all
around the world, information security has taken a central stage
to protect commercial and well as personal data. Key exchange
algorithms play an important role in information security. In this
paper we study the Otway-Rees protocol and its vulnerabilitiesand
propose a modified Otway-Rees protocol to overcome them. We
then evaluate performance of the protocol from various points of
view such as execution time, encryption speed and power
consumption by comparing the original and proposed protocols.
Wefindthat although the original protocol isfaster, the difference
in speed is not significant and the modified protocol protects
against vulnerability resulting in the best choice between the two
protocols.
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I. INTRODUCTION

e live in an increasingly connected world today where

secure communication is especially important. It is
possible to achieve secure communication by applying
concepts of encryption and decryption. There are mainly two
techniques to achieve this: i) Symmetric key encryption and
ii) Public key encryption [1].
In symmetric key encryption technique asingle key is shared
between two parties, the sender can encrypt the message with
the shared secret key and the receiver can decrypt the
message using the same shared secret key. In this scenario,
the message is only secure if the shared key is secure and
neither sender nor receiver is compromised by an attack.
There is aso another problem of coming up with a shared
secret key. Techniques such as Diffie-Hellman [2], Andrew
Secure RPC [3], Karbaros [4] and Schnorr’s protocol [5]
were developed to overcome the previously mentioned
problem of securely exchanging of secret key.
In public key encryption system, a trusted third party is
present which is trusted by both sender and receiver and
which works as a mediator in initial exchange of secret key.
In public key cryptography each party has two keys, one is
public key that is known to al other parties and is freely
shared. Another isaprivate key which is private to the owner
and is never shared with anyone.
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These keys are usually mathematically related to each other
in such a way that information encrypted by one key can be
decrypted by using the other key. In this technique, the
information is usually encrypted by using a public key of
receiver and since it can only be decrypted by the private key
of receiver and private key is with receiver only, no one but
the receiver can decrypt the information. The public key
encryption requires higher computational power and is
dower than symmetric key encryption technique. Some
examples of key exchange algorithms with help of a third
party are: Needham-Schroeder protocol [6], Otway-Rees
protocol [7], Denning-Sacco protocol [8] and
Neuman-Stubblebine protocol [9].

In the real world scenario, a hybrid technique is most
frequently used. Here the public key encryption scheme is
used to exchange the symmetric key between sender and
receiver and once the symmetric key iswith both parties, that
key isused for further encryption and decryption of the actual
messages.

In this paper, we take alook at Otway-Rees protocol [7]. We
also propose a solution to the vulnerability noted by Clark
and Jacob [10] in their paper.

We also run an experiment to check the efficiency of our
proposed modified protocol against the original protocol and
compare the results.

This paper is divided into 5 sections. Section 1 is the
introduction section. In section 2 we describe the original
Otway-Rees protocol and the vulnerability noted by Clark
and Jacob in their paper. In section 3 we propose a modified
Otway-Rees protocol to overcome this vulnerability. Section
4 describes method used for evaluation of the efficiency of
the proposed protocol against the original protocol and the
reasoning behind it. This section also contains discussion on
results of the experiment. In section 5 we present our
conclusion.

Table 1 contains various notations used to describe the
origina protocol, the attack and the modified protocol.

Table 1. Protocol Notations

Notation Description
A/B, S | Principal
M, Na, Nb Nonce
Kab Shared secret key for Alice
and Bob
Ksp Public key of S
Kap Public key of Alice
Kbp Public key of Bob
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[I. ORIGINAL OTWAY-REESPROTOCOL AND
TRIPLEMABATTACK

According to the authors of the Otway-Rees key exchange
protocol [7], it was desighed to overcome vulnerabilities in
Needham-Schroeder protocol [6] and Denning-Sacco
protocol [8]. The basic idea behind the protocol is for the
suspicious party to present the challenge for the other party to
solve. In this scenario, both parties are suspicious of each
other and, therefore, both must generate a challenge for each
other. Once both parties solve each other’s challenge, they
mutually authenticate each other eliminating the element of
suspicion between them. The authors of Otway-Rees
protocol further state that the challenge should not be re-used
and to eliminate the possibility of reusing of the challenge
they propose either storing the previousdly used challenges,
generating chalenges from monotonically increasing
numbers or sufficiently large random number generation.
We now describe the original Otway-Rees protocol. The
processis also described graphically in figure 1.

‘

Bob

M, {Na, Kab} Kas, {Nb, Kab}Kbs M, A, B, {Na, M, A, B)Kas, {Nb, M, A, B} Kbs

Trusted
Third

Party - S

Fig. 1.Theoriginal Otway-Rees Protocol
Following is the notation of original Otway-Rees protocol:
A->B: M, A B,{Na M, A, B}Kas - (1)

B->S:M, A, B, {Na,M, A, B)Kas, {Nb, M, A, B} Kbs - (2)
S>B: M, {Na, Kab} Kas, {Nb, Kab} Kbs - (3)

B>A: M, {Na, Kab}Kas - (4)

Here, nonce M is used to identify the current session. Nonce
M denoting the current session eliminates the need for
timestamp to maintain freshness of the message.

The values of Kas and Kbs are derived using symmetric key
generation method. The value of Kasis known only to A and
S. Similarly the value of Kbsisonly knownto B and S.

Kab is a shared secret key that is generated by atrusted third
party S for communication between A and B. Kab is
generated after Sreceives request from B as described in step
2 of the protocol. After receiving the request from B with
necessary information, S compares M, A and B from both
messages from A and B. The key is generated only if the
MAB pair from A matches MAB pair of B. Na and Nb sent
by A and B respectively works as a challenge for mutual
authentication. Once the key is generated by S, two copies of
the shared secret key are made. One is encrypted with Nafor
A using Kas which only A can decrypt. The other copy is
encrypted along with Nb using Kbs, this can only be
decrypted by B. Na and Nb aong with the shared secret key
guarantees the mutual authentication as these are the same
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nonce that were sent by A and B respectively as a challenge.
The encryption of copies of the shared secret key with Kas
and Kbs respectively guarantees that no one other than A and
B can decrypt the keys as they are encrypted using public
keys of A and B respectively. Both keys are sent from Sto B
in step 3. In step 4, B sends the part of the message it
originaly received from S to A that contains Na and Kab
encrypted with Kas.

An attack on Otway-Rees protocol is described in their paper
by Clark and Jacob [10]. This attack is known astriple MAB
attack as the set of the three information MAB is used in
making A believe that MAB is actually a key. Following is
the description of the claimed attack by Clark and Jacob:
A->B: M, A, B, {Na M, A, B}Kas - (1)

I (B)>A: M, {Na, M, A, B}Kas - (4)

As the information of M, A and B is initially sent over
plaintext, it is public knowledge and available for anyone to
use. It is assumed that the attacker already has knowledge of
nonce Na

1. OURPROPOSED SOLUTIONTO TRIPLE MAB
VULNERABILITY OF OTWAY-REESPROTOCOL

The Otway-Rees protocol suffers from triple MAB

vulnerability because the value of M, A, B are sent in plain
text with no encryption of any type. This enables the
adversary to capture this information and use it to exploit the
fact that Alice relies on Bob for getting the shared secret key.
In our solution, we propose a modification of the original
protocol that can patch the triple MAB vulnerability. We
propose to construct 3 encrypted messages when Alice wants
to send a message to Bob. The first encrypted message will
contain values of M, A, B encrypted with public key of
trusted third party S. The second message will contain copies
of M, A, B and will be encrypted with public key of Bob. The
third message will be for S which will be encrypted with
public key of Alice. This message will contain values of M,
A, B aswell asthe value of Na. Upon receiving the messages
from Alice, Bob will first decrypt the message that was
encrypted with Bob’s public key. Bob will get value of M, A,
B. Bob will store value of M for later reference. Now, Bob
will construct another message that will contain Nb and
values of M, A, B originaly received from Alice in the
message. Bob will then encrypt this message with its own
public key. Bob will now send all three messages as a part of
single unit of information to the trusted third party S.
After receiving messages from Bob, S will first decrypt the
message encrypted by Alice with S’s public key. This will
give values of M, A, B to S. S will store these values as
original values and will compare values with the values it
gets from both of the two messages it received from Baob.
Once S verifies the values of M, A, B from all the messages
and finds it is matching with the original M, A, B values
received from Alice, it will proceed to generate the shared
secret key for Alice and Bob. Once the key is generated, it
will be encrypted into two different copies, each copy will be
encrypted with secret keys of both Alice and Bob. The value
of session nonce M will be encrypted with Bob’s public key.
These will be sent to Bob. Upon receiving the message from
S, Bob will decrypt the value of M and compare it with the
original value it received from Alice, it will proceed further
only if these two values are matching.
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Bob will then decrypt the message encrypted with its public
key and store the shared secret key in the memory. Bob will
also forward the other message to Alice. After receiving the
message, Alice will also compare value of M received from
Bob with the origina value. Alice will proceed only if these
values of M are matching. Alice will decrypt the message and
extract the shared secret key and store in its memory for
future encryption of messages when communicating with
Bob. Figure 2 depicts the process of proposed modified
Otway-Rees protocol.

{M} Kap, {Na, Kab} Kap {M, A, B} Ksp, {M, A, B} Kbp, {Na, M, A, B} Kap

{m} WP {Na, Kab} Kap, {Nb, Kab} Kbp {M, A, B} Ksp, {Na, M, A, B} Kap, {Nb, M, A, B} KhP

Trusted
Third
Party - S

Fig. 2.Modified Otway-Rees Protocol

Following is the notation of modified Otway-Rees protocol:
A->B:{M, A, B} Ksp, {M, A, B} Kbp, {Na, M, A, B} Kap—
(1)

B->S: {M, A, B} Ksp, {Na, M, A, B} Kap, {Nb, M, A, B}
Kbp - (2)

S>B: {M} Kbp, {Na, Kab} Kap, {Nb, Kab} Kbp —(3)
B->A: {M} Kap, {Na, Kab} Kap - (4)

IV. THEEXPERIMENT,EVALUATIONMETHOD
AND RESULTS

The encryption agorithm has a vital role in ensuring
information security. Therefore, it is important to verify its
performance. Some maor parameters in an evaluation of
encryption algorithm include security analysis, encryption
speed and power consumption to name a few. There is a
significant discussion available on cryptanalysis of
Otway-Rees algorithm [11] [12] [13], hence we do not
include that here.

The following parts of this section describe the design of the
experiment to evaluate the encryption speed and power
consumption of the proposed protocol.

From a brief review of the literature, we can deduct that the
speed of encryption of the protocol and the energy
requirements not only depend on protocol algorithm but also
on the size of the block and the size of the key used for
encryption [14] [15] [16] [17]. Therefore, we adjust the block
size and the key size to 64-bit each.

A. Encryption Speed Evaluation

As the public key encryption scheme is more
computationally intensive compared to symmetric key
encryption scheme, the speed of encryption is considered an
important indicator of the performance of the protocol. The
encryption speed is the number of bytes that the protocol is
able to encrypt in one time unit. As the information is
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measured in bytes, we will consider bytes that can be
encrypted per second to measure the encryption speed.

In case of our proposed protocol, encryption time is time it
takes for different parties to encrypt given message into
cipher text using public keys of different parties. We consider
the encryption speed for Alice, Bob and S differently.

B. Power Consumption Evaluation

Power consumption during the encryption process is

another important performance indicator of the protocol. This
isespecially truein case of wireless devices that have limited
battery capacity. Significant references are found in the
literature regarding power consumption. Here, Kreiser
presents a scheme with low energy overhead for key
exchange by automation systems [18]. Lee argues about an
energy efficient protocol for key exchange in sensor network
environment [19]. Here the authors present study on
Diffie-Hellman key exchange protocol’s energy consumption
in wireless sensor network scenario [20].
In our experiment we execute the encryption operation
repeatedly for 10 million times on alaptop computer without
external power source. We calculate battery consumption
based on observing remaining battery percentage after the
encryption process.

C. Experiment Results

To compare the performance of both protocols, both were
implemented using common language and tested on a
common platform for evaluation. The protocols were
executed in Python under Windows 10 operating system. The
platform was alaptop computer with 8GB RAM, Intel corei7
processor with 1.7 Ghz clock speed.

We also note that as per the findings from the review of the
literature, the packet size also affects the communication
efficiency. It is shown in paper by Prasithsangaree et. a that
the average packet size is between 64-128 bytes [21].
Therefore, we also randomly generate packets with size of
128 bytes for this experiment. The experiment results are
shown in table 2.

The table shows results of runtime, encryption speed and
remaining battery for all the parties. The first column shows
the details of protocols we are comparing. Second column is
about the number of cyclesin millions. Third column is about
runtimes showing number of seconds the program takes to
complete a cycle. The forth column is showing the speed of
encryption, this is denoted by the number of bytes being
encrypted per second by the algorithm. This is derived from
total bytes encrypted divided by number of seconds it takes
for execution given in runtime. The last column shows
remaining battery percentage after the agorithm has
executed its given number of cycles.

Based on the figures 3 and 4, we can deduct that the original
Otway-Rees protocol is both faster at the encryption and
consumes less power when compared to proposed modified
Otway-Rees protocol. Figure 5 shows remaining battery
power for both protocols. However, the difference of
performance in speed and power consumption between the
two protocolsis not significant if enhancement of security is
also taken into the consideration as the proposed modified
Otway-Rees is more secure than the original Otway-Rees
protocol.

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

Exploring


https://www.openaccess.nl/en/open-publications

Journal Website: www.ijitee.org

A Modified Otway-Rees Protocol to Overcome Triple MAB Vulner ability

V. CONCLUSION

The key exchange algorithm is vital for exchange of shared
secret keys over insecure networks. This results in
information privacy and security. In this paper we studied
Otway-Rees agorithm and its vulnerability. We also
proposed a modified Otway-Rees agorithm that is not
vulnerable to triple M, A, B attack. We then evaluated the
performance of both the original and proposed protocols
based on encryption speed and power consumption. We see
that the original Otway-Rees protocol is dightly better as it

requires less number of encryption operations overall when
compared to proposed modified protocol. However, our
proposed protocol is more secure than the original protocol.
This is a tradeoff between performance and security where
security will be preferred over performance as the difference
in performance between the two protocols is not significant.

In the future research we plan to modify and adjust the
Otway-Rees protocol for Internet-Of-Things (10T)
applications over wirel ess communication.

Table 2. Performance of the protocols

Protocols Cycles Runtime (Sec) Speed (Bytes/Sec) Remaining Battery (%)
(MIn)
A B S A B S A B S

Original OR 10 176.25 207.37 | 257.61 | 1426 | 1097 | 0818 | 92 88 84
1647 | 6352 | 4276

20 297.46 412,70 | 508.24 | 1347 | 1099 | 0820 | 86 81 71
0968 | 2251 | 7147

Modified OR | 10 182.13 219.38 | 274.93 | 1238 | 1014 | 0803 | 89 81 83
3667 | 3959 | 4257

20 376.24 44377 | 521.46 | 1251 | 1028 | 0827 | 79 76 72
2174 | 1453 | 6174

Runtime Comparision
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Figure 3. Runtime Comparison for 10 million and 20
million cycles of both protocols

Encryption Speed Comparision
(Bytes/Second)
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Figure 4. Speed Comparison
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Battery Remaining (%)
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Figure5. Battery Remaining
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