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Abstract: Known to date means of information protection does
not have a high degree of noise immunity and reliability. This
work is related to the development of a more effective way to
protect the source information using a software-analytical
method based on the Vigeneére cipher. The best known and most
widely used methods of symmetric encryption are DES and the
Vigenére cipher. The Vigené&re cipher is a polyalphabetic
encryption method for alphabetic text by using key words. The
Vigenére cipher requires a single key asked a set b of letters.
These sets are signed with the repetition of the message, and then
the generated sequence is added back to the plaintext on modul
(the power of the alphabet). To achieve this goal we propose to
use multiple iteration in which the corresponding algorithms of
encryption and decryption consist of successive cycles of the
same type of encryption. The developed mathematical model for
block coding, as well as methods and algorithms for their
decoding. Presented in a modified Vigenére algorithm with the
use of a block cipher based on variation of humber of iteration
with shift key, allows, in contrast to the known algorithms that
more reliably protect the data on the Web server.

Keywords: information security, algorithms, encryption,
decryption, block coding, Vigenére cipher.

I. INTRODUCTION

The modern development of human society requires

processing and transmission continuously of the increasing
volumes of various information. Due to the increase in
requirements to efficiency of administrative processes,
continuous growth of volume and information transmission
rate, requirements and to reliability of the transmitted data
significantly increased.
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Treat the most known software and hardware tools of
protection of the transmitted data and the files located on the
third-party server:

- the hardware scramblers of a network traffic realizing
algorithms (for example, DES) protective semantic
conversions of the transmitted data with uniform secret key
for encoding and decoding or algorithms (RSA, PGP, etc.)
with couple of keys, one of which serves for encoding
(public key), and another for decoding (secret personal key);

- complex gateway hardware-software protective screens,
or "firewalls' (firewalls);

- filters of a network traffic on network (IP), transport
(TCP, UDP) and application-oriented (FTP, Telnet, HTTP,
SMTP, etc.) levels, information which are realizing aso
recording, excitation of alarm bells and encoding/decoding
of information;

- hardware-software anayzers of a network traffic;

- the protected network OS and programming systems.

The industry of computer safety promptly develops.
Many foreign firms develop original software and hardware
tools of protection. There are certified network security
features. For example, the Alf's Relcom company certified
the firewall with the name "Pandora".

Nevertheless, means of information protection known so
far dont possess a high level of noise immunity and
reliability.

Thisarticle is connected to development of more effective
method of protection of the initial information with use of
the Vigenére cipher.

[I. METHADOLOGY

A. Submission of the paper

For data encryption located on the server different
cryptoalgorithms  are used: pseudorandom  number
generator, DES algorithm, Vigenére cipher, RSA algorithm.

Effective methods of protection are based on classical
cryptography of which use of one confidential unit - akey is
characteristic. The used key allows the sender to encrypt the
message, and to the receiver to decrypt it. In case of
encryption of data storable on magnetic or other information
media, the key allows to encrypt information in case of
record on the carrier and to decrypt when reading from it.

The most known and widely used methods of the
symmetric encoding are the algorithm of DES and the
Vigenére cipher.

The Vigenéere cipher - a method of polyalphabetic
encoding of the alphabetic text with use of a keyword.

The agorithm of DES realizes encoding of 32, 64 or 128-
bit data units by means of a key dimensionality from about
to 2040 bits.
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Decoding in DES is operation by reverse to encoding and
is executed by repetition of operations of encoding in the
return sequence. Process of encoding consistsin initial swap
of bits of the 64-bit unit, sixteen cycles of encoding and, at
last, the return swap of bits.

It is necessary to mark that in case of the tables used
when encoding, are standard, and, therefore, shall join in
implementation of an algorithm in an invariable look.

The Vigenere cipher requires storage of one key set by a
set from b of letters. Such sets are signed with repetition
under the message, and, then, add the received sequence
with clear text on module n (a phabet power).

Encoding is carried out according to expression:

Vi (M) =(m +k modd)(modn), (@
decoding:
Vigr (M) = (M —k; modd)(modn). (2)

The Vigenére cipher as the simplest algorithm of the
symmetric protection is the basis for the offered method of
protection.

For achievement of a goal it is offered to use repeated
iteration in case of which the appropriate encryption
algorithms and decoding consist of serial same cycles of
encoding.

We will use protection methods on the Vigenére
algorithm and its modifications using security features
without back coupling as use of a method with back
coupling is impossible in case of origin of a circuit noise of
communication because change of one bit in the encrypted
message leads to an error of decoding of all message. It
leads to the fact that in the given situation it is necessary to
request all message repeatedly that carries to time
expenditure and employment of communication link.

Use of block codes alows to carry out incomplete
decoding for obtaining information on the file. It allows to
reduce congestion of the server in case of alarge number of
the connected users. For saving this advantage, it is offered
in case of modification of the Vigenére code, to use the
principle of block coding. In case of value of the unit eight
bits, compliance to its Vigenére cipher when using the
aphabet follows dimensionality of n=256. The aphabet
offered in table 1 it is possible to cipher any files
irrespective of type and dimensionality. The first line of the
table is the direct alphabet, all subsequent lines are shifted
on one element. 1

Table-l: TheVigenére codefor encoding of files

012345678910111213141516 1718192021 22 23 24.......253 254 255
12345678910111213 14151617 181920212223 24.......253 254 255 0
234567891011121314151617 181920212223 24......253 254 2550 1
34567891011121314151617 181920212223 24......253 254 25501 2
4567891011121314151617 181920212223 24......253 25425501 2 3
56789101112131415161718192021 2223 24......253 25425501234
67891011121314151617 181920212223 24......253 254255012345
7891011121314151617181920212223 24......253 254 2550123456

For encoding set two parametersi - one byte of the ciphered
file, j - one byte of encrypting key. One byte of the
encrypted file is result of encoding.

crypt(i,j:byte):byte;

begin
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if j< (256-1) then

crypt :=i+j

dse

crypt: =j-(256-i)
end;

Decoding works similar to encoding - the byte of the open
fileis calculated.
decrypt(i x:byte):byte;

begin

if x>(i-i) then
decrypt:=x-i

ese
decrypt:=x+(256-i)
end;

Input data: byte of a key, byte of the encrypted file.

Output data: Byte of the open message.

According to table 1 it is easy to check that these
expressions are fair for all sets value of byte.

However, this approach doesn't solve a problem of
compliance of units of the open and encrypted message. So,
for example, when encoding to the provided table 2:

Table-ll: Example of encoding of thefile
Key 1 (2131415161 (31| 1(21|31|41|51]61

Openfile|121|145( 0 |18 | 3543 0| 0| 9 |15| 5| 6 | 3

Encrypted
file

122|166| 31 | 59 [ 86 |104| 31| 1 | 30 | 46 | 46 | 56 | 64

The problem of compliance of the encrypted and open file
as use of identical bhits in the open file alows to recover
public key is visible. For elimination of it is offered to use a
repeated iterative method when encoding and decoding. For
increase in cryptofirmness the encrypting key displaces on
the second and the subsequent steps of iteration. Offset is
calculated on residual of akey from the previous iteration.

Rectilinear process of encoding decoding is represented
the following sequence of steps.

The first step corresponds to table 2, and the new steps
given in tables 3-5 are entered. In the entered encoding step
as the open file the encrypted file from the previous step is
used, and there is an offset of encrypting key at residua
length on the previous step.

Table-I11 The second step of encodin

Key |[31|1|21|31|41|51|61|31|1|21]31]41]51
Encrypted

fileof1 |122|166| 31 | 59 | 86 [104| 31| 1 | 30 | 16 | 46 | 56 | 64
step

E”‘}’ﬁ’gted 153|167 52 | 90 |127|155| 92 | 32 | 31| 67 | 77| 97 |115

Table-IV: Thethird step of encodin

Key 61(31| 1 |21|31|41|51|61|31|1|21|31|41
Encrypted

file 153|1b7| 52 | 90 |127|155| 92| 32 | 31 | 67 | 77 | 97 | 115
2 steps

E”“ecrypted 214|198| 53 |111|158|196|143| 93 | 62 | 68 | 98 | 128|156

Table-V: Thefourth step of encoding
Key s1[61[31] 1 [21[31[a[51]61]31] 12131
Encrypted
file3 steps| 214|198| 53 | 111|158 |196|143| 93 | 62 | 68 | 98 | 128|156

Encrypted
file

9 | 3 |82(112|179(227|184|144(123| 99 | 99 | 149|187
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Comparing of the data provided in tables 3, 4, 5 dataful,
provided in table 2 shows that, since the second step, the
problem of compliance of bytes in the open and encrypted
files is fixed, it results in impossibility detection of private
key by method of drive of a probable word. At the same
time, since the fourth step, different bytes of the open file
can give identica bytes of the encrypted file that
complicates determination of private key by methods of the
frequency analysis. For N - iterative encoding it is necessary
to pass source file N of times. In case of rectilinear approach
thisistrue, but at the same time the possibility of use of this
algorithm for block encryption is lost. We will generalize a
method on block encryption. Block cryptosystems break the
text of the message into separate units and then realize
conversion of these units with use of a key. For the
organization of the block cipher the repeated pass of the
source file on encoding by units on one byte, irrespective of
remaining bytes in the file is replaceable. At the same time
we will cipher each unit in several passes with use of
different bytes of a key which line items are calculated. For
receiving the expressions used in case of computation we
accept initial offset, equal to zero that corresponds to the
first step of encoding displayed in a figure 1. Using residual
of a key, we calculate initial offset for the second step of
encoding.

keylength A
Chor | e | bov | o | o] o | vor | v |
r Open file |
—
—
filelength

Fig. 1. Computation of offset for the second step of
encoding

where

filelength _ the number of bytesin the open file;
keylength - the number of bytesin encrypting key;

A- vaue of offset of a key on the second step of
iteration.

Follows from the given
A = filelength mod kekeylengt

Also shows that the residual of a key transferring to the
following iteration identifies offset of encrypting key.

Computation of offset on any step is given in a figure 2
from which follows that computation of offset on any step
of encoding is presented in the form.

designations  that:

fine] keslength A
R S o,
A ke kimy
O p=n fil=
_
S
filelength
Fig. 2. General view of an algorithm of computation of
offsat:

An_ (filelength — (keylength - An‘1)) mod keylength
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where A, - the calculated value of offset of akey onn

step;
Figure 2. Genera view of an algorithm of
computation of offset:
where

A, - the calculated value of offset of akey on n step;

Ang - value of offset of akey on the previous step (n-i)

Follows from the aforesaid that it islong akey - thereisa
vaue indefinite, and in cases when

A= fil elengthmod keylength =0

That the second and the subsequent iterations didn't take
place in empty, it is necessary to offset akey on T of bytes.
Number T - the value set at the time of setting of a
cryptosystem. Thus, the information security method offered
by us using the Vigenére algorithm using block encryption
based on variation of number of iteration with offset of a
key provides more reliable data protection on Web - the
server.

1. CONCLUSION

On the basis of the study of the existing methods of
protection of transfer and storage of information and the
most known software and hardware tools of information
security by authors the effective method of protection of
source codes of a software product and the files located on
third-party Web - the server is offered. Mathematical models
are developed for block coding of information and aso
methods and agorithms of their decoding. The modified
Vigenére algorithm provided in article using block
encryption based on variation of number of iteration with
offset of a key alows, unlike the known agorithms, safely
to protect dataon Web - the server.
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