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Abstract: Automated Teller Machines (ATMs) have become an 

essential part of the individual’s daily routine as it is utilized to 

change one’s existing ATM Personal Identification Number 

(PIN), check one’s amount balance and its most important 

function is to extract one’s money. Nowadays, the culprits have 

the latest technologies at their disposal, which aids them, to easily 

hack into the secured systems of the banks and collect the 

confidential information of the clients such as their ATM PINs, 

Card Details, etc., To counter that, fingerprint sensing 

incorporated with  One Time Passwords (OTPs) has been 

suggested, as it is globally accepted that the fingerprints of every 

person are unique and different, while OTPs don’t hold its value 

like ATM PINs. This research is based on using Python Graphical 

User Interface (GUI) as the ATM screen. The innovation in this 

study exists in two ways. The first one is that OTPs will be sent via 

Python Graphical User Interface (GUI), on the client’s registered 

email address also (along with the client’s recorded phone 

number), so that OTPs can still be accessed in case of Subscriber 

Identity Modules (SIMs) lost. The second one is that including a 

Uniform Resource Allocator (URL: www.msbank.co.in) for 

online enrollments of the clients and producing Application 

Program Interfaces (APIs). The main idea is to first check the 

client’s fingerprints and then to verify the OTPs from our 

Admin-Password Protected Mongo Database. The involved 

algorithm also maintains a check that the same email address 

cannot be utilized again for registration.  

 
Keywords: APIs, Fingerprint, MongoDB Python GUI.  

I. INTRODUCTION 

In today’s world, people are using computers to store huge 

data sets. Data is inexpensively transmitted through the whole 

wide world. We are using ATM for approximately more than 

50 years since its inauguration. From its launch to its present 

date, ATM has created an environment of withdrawing money 

without any difficulties. 

In the area of banking, the flexibility of ATM to be 

deployed in every location possible is considered to be of 

eminence because that gives the liberty to the clients to make 

transactions at their end. The card reader and keys act as input 

gadgets while the visual screen and cash dispenser act as 

output tools. The bank-owned host processor acts as a 

medium channel for numerous ATMs to collaborate with 

them on the common level. [2]. Authorized Banks generate 
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distinguished ATM PINs for their clients. These ATM PINs 

are sent through a registered phone number. If someone 

knows the user’s card details and saw the notification of PIN 

on a user’s phone. Then, they have the full accessibility to the 

client’s account and can be responsible for any illegalities 

caused.  Criminals have contrived different strategies to take 

cash from ATMs. Since they can't simply remove cash from 

an ATM because of intensely made sure about the money 

compartment, they rather take card data of different clients. 

Taking ATM card data is a lot simpler than breaking into the 

ATM itself. Card skimming is one of these techniques 

hoodlums regularly use. Card skimmers are introduced on 

ATMs card per user space. They have an electronic circuit to 

peruse the data on an attractive piece of the card and this data 

is put away on card skimmer's memory. This data is later 

replicated by the lawbreakers in the wake of expelling the 

skimmer from the ATM. Card skimmers are intended to be an 

ideal fit over unique cards per user so clients can without 

much of a stretch fall prey to it. On the off chance that card 

spaces feel massive or free, there are chances that it is a 

skimmer gadget. 

There are likewise phony key cushions accessible in 

obscurity web commercial centers over the web, which can be 

put over the first key cushion of the ATM, which logs all the 

client inputs. These logged inputs are then abused by crooks 

to take cash from the client account. Fraudsters can likewise 

introduce a little camera simply over the keypad of the ATM, 

which continues recording client inputs, which incorporate 

your ATM PIN too. Clients are regularly exhorted by their 

banks to shroud keypad with their other hand while entering 

the PIN. At times, the whole front of the ATM is supplanted 

with a phony front, which looks precisely like a genuine one. 

If there should be an occurrence of a phony ATM front, it 

turns out to be difficult to know whether the ATM has been 

undermined. Cash doesn't apportion out of the phony front 

and it likewise continues recording client inputs. 

Various methods have come to neutralize this current 

situation, one of them is face recognition fails because due to 

aging in the human biological body, the various facial features 

grow out of proportion of the last image taken of the user. The 

user has to re-register his/her image periodically to sustain its 

productivity, which could be a tremendous effort for a 

bed-ridden patient or face-burnt victims. 

On the other hand, the recognition of fingerprints is widely 

accepted because of its permanence and uniqueness. Here, the 

fingerprints are converted to templates so no misuse of the 

system is possible [1]. The biometric recognition happens in 

two stages: enrollment and recognition: identification and 

verification. [3] [4] 
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Stage 1: Enrollment => The enrollment works in a way that 

first it encounters a fingerprint from the user, processes it to a 

digital image, purged the undesired features from it. 

Post-process the image and stored it in the database.        

Stage 2: Identification => We used a fingerprint sensor for 

operating on a fingerprint, it forms the feature extraction from 

it, matched it with the N templates of a fingerprint from our 

database.  

Stage 3: Verification => On the matching of the fingerprint 

with a particular fingerprint from our database, we verified it 

again by running the same fingerprint with the matched 

database again. 

 

 

 

 

 

 

                 

Fig 1.1 Enrollment. [1] 

 

 

 

 

 

 

                 

Fig 1.2 Identification. [1] 

 

 

 

 

 

                 

Fig 1.3 Verification. [1] 

 

The usage of biometric attributes offers a plethora of 

satisfaction over conventional methods. Fingerprints don’t 

tarnish over any period of time. Therefore, due to their 

uniqueness and indestructible nature, fingerprint recognition 

is accoladed as one of the best measures to ensure security. 

On of top of the fingerprint recognition, three One Time 

Passwords will be sent to the matched fingerprint customer’s 

registered Email ID customeruser@example.com along with 

the registered Phone Number 99XXXXXXXX. If he is able to 

enter the OTPs correctly on or before the third OTP is 

transferred, then, by all means, he is eligible to perform 

transactions. If he enters the amount to be withdrawn higher 

than the amount present in his bank account, then he has to 

start the process from the beginning. On completion of the 

transaction, he will receive a text message on phone as well as 

his email stating that the transaction was successfully on this 

Account No: 56XXXXXX with the remaining balance. On 

the other side, after the failure of the third OTP, he will 

receive an alert security breach email and will be asked to 

contact his nearest branch as soon as possible. 

II.  LITERATURE SYNOPSIS 

Korea welcomed its first ATM in 1975. With the help 

provided by the Shinhan Bank, the locals were able to utilize 

the advantages of an ATM. [5].  

According to [6], there was a webcam installed on the ATM 

which stores the live photo-age of any clients that walk by. 

This captured image is then contrasted with the remaining 

images from the database. The successful result of the 

contrast generates an arbitrary password that is delivered on 

the client's registered phone. Then the client is instructed to 

enter the same password on the ATM screen. If the user enters 

accurately then he/she can perform transaction operations. 

But this theory has two major flaws: 1) If the mobile phone is 

lost or stolen then it will become difficult to prevent theft from 

happening until unless immediate action is taken. 2) With 

aging, our facial expressions tend to change. Hence the 

original image captured at that time will be compared with the 

latest image of our faces which will lead to discrepancies.  

The Palm Print Recognition and Confirmation System used 

by the ATM [7], the idea of using the PIN as a secure 

password are not highly suitable by the researchers. 

Therefore, to broaden the security, incepting the concept of 

palmprint authorization was introduced. The profound 

research was that a simulator imitates the current ATM 

functions. In concluding, they compared 89.43% of the 

cervical recognition program with a rejection rate of 10.57% 

[7]. Therefore, 53 out of 500 customers who visit the 

upgraded ATMs through this verification process might have 

difficulties. The rejection rate was elevated as high as ten 

percent. 

The Graphical User Authentication introduced by Lalzirtira 

was to purge mistakes in the alphanumeric certification of 

ATMs. The work done by him suggested that a code that 

incorporates image is more straightforward. He came up with 

a password that would aid clients to memorize it easily in their 

minds [8]. The pass-code which includes images for 

providing authorization in the ATM system has its advantages 

in some levels but failed due to video recordings. 

Another theory that was established was of dyno-passwords. 

Here the client is provided with a text message from the bank 

on their registered phone number containing the passcode. 

This new passcode will be entered through the ATM screen. 

The database server of the bank will again cross-examine it. 

Thus, implying to withdraw money from ATM, all one needs 

is the client's PIN, card, and SIM. Anyone in the social circle 

of the client can be easily equipped with this amount of 

confidential information. As a result of this, this theory 

opened the doors for hackers [9]. 

According to [10], other neural network-based research work 

has been pursued to match clients' fingerprints through the 

method of its patterns of ridges established. This theory was 

achievable only on binary images; On the other hand, this 

research states that once a group is traced, then it can be 

traced with utmost efficiency.  
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This theory fails on the grounds of unreachable neural 

networks [10]. 

[11] The bankers have to collect the client's fingerprints and 

their phone numbers when registering for the first time. As 

soon as the client locates his finger on the fingerprint sensor, 

he will receive an automated generated message of the 

four-numbered password on his GSM phone. The clients are 

requested to enter the same password. If it is validated, then 

the client can proceed towards the transaction. The only fatal 

flaw of this research is that once the client lost the hold on his 

SIM Card then he can no longer perform any actions despite 

being an authenticated user of the bank. 

The process of authentication for fingerprints in an embedded 

environment follows two stages:  

Minutia extraction and Minutia coordinating. Equipment 

programming co-plan answerable for coordinating two 

unique finger impression details sets and recommends the 

utilization of reconfigurable designs for the Automatic 

Fingerprint Authentication System. This paper clarifies the 

nitty-gritty execution of a unique finger impression 

calculation utilizing a Spartan-6 FPGA, as a proper versatile 

and minimal effort gadget. The chip runs with high precision, 

yet with less speed for applications which are utilizing the 

details based unique mark coordinating calculation. The 

estimation on Laptop may not be precise because of issues of 

continuous limitations not upheld by the Windows 7 

Operating System. However, this assessment needs to stress 

the reaction time distinction as far as greatness requests. 

[16][18] 

Here, we learned that the Fingerprint Authorization in an 

embedded environment incorporates a microchip with 

cumulated accuracy, but with decreased momentum for 

processes that are using the instructions based on distinctive 

patterns of mathematical calculation. 

III. PRESENT ATM 

A computerized technology that establishes the role of 

being a monetary medium between the clients and the bank to 

maintain the functionality of transactions without the presence 

of a third party. Some charge cards, be that as it may, may 

experience more difficulty.  ATMs are highly feasible 

because it allows the clients to perform any required 

transaction without having the obligation to go to the bank. 

The PIN stands for Personal Identification Number. It is a 

combination of four numbers, each one ranging from 0 to 9 

amounts to a decade of PINs possible, which is preferably set 

by the clients. This PIN remains universal throughout the 

longevity of the bank account until unless it is not changed by 

the client. Since it is modicum in size, it can be swiftly 

memorized. The hacker has every technological tool at their 

disposal to guess the accurate PIN [12][13]. When the client 

enters the PIN on the ATM screen then it is cross-examined 

from the database of the bank organizations. The present 

ATM works in such a way that the person first enters the 

ATM. He/she inserts his/her ATM card into the machine. 

Then, they enter the ATM PIN for verifying that they are the 

owner of the ATM Card. After the verification, they select the 

type of Accounts from which they want to withdraw money. If 

they have sufficient balance in their account, the ATM 

dispenses the amount and informed them via a Text Message / 

Email about the transaction successful and remaining balance 

present in the amount. 

 

 
Fig 3.1 Present ATM Flowchart. 

IV. METHODOLOGY 

Our initiated methodology is to include fingerprint 

recognition along with the One Time Passwords. Hence, we 

are appending one more layer of secured and personal 

identification in the present system. Only after careful 

verification of the clients’ fingerprints, they will proceed to 

their registered Email IDs as well as registered Phone Number 

to check for One Time Password from the bank. They will be 

given three chances to write their correct OTP in front of the 

ATM screen. If they enter it accurately, then they will be 

permitted to withdraw money on the contingency of having 

sufficient balance in their accounts. On the other hand, even 

after providing them with three One Time Passwords, they 

enter incorrectly then they will receive a mail from us stating 

of “Security Breach and Kindly Contact your nearest branch”. 

We will be using APIs to send and receive data of the 

uniquely identified customer. 

Hardware Required: 

• Fingerprint Sensor Adafruit R307 

• Arduino Uno 

• Power Supply 

• Connecting Wires 
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Software Required: 

• Python 

• Spyder 

• Tkinter 

• Mongo DB 

• Visual Code (Node JS) 

 

 

 

 

 

 

 

 
 

 

Fig 4.1 Block Diagram. 

A. Fingerprint Recognition 

The most widely accepted security measure to be installed 

in the ATM is of biometric fingerprint technology. It delivers 

a much more secure initiative than the existing ATM security.  

The quality of this technology to be elegantly aligned with our 

present lives is quite impressive as it is quite undemanding to 

install and to be operated at. Due to this, it is accoladed as one 

of the most successful authentication techniques. The 

fingerprints data are not stored in any database; thus, no 

misuse of the fingerprint is conceivable. [24] 

The unique finger impression ID depends on two 

fundamental suppositions: - Invariance and Peculiarity 

Invariance. Invariance implies the finger impression qualities 

don't change along with life. Peculiarity: implies the unique 

mark is extraordinary and no two people have a similar 

example of a unique finger impression. 

 

 
Fig 4.2 Features of a Fingerprint. [1] 

 

 

 
Fig 4.3 Types of Fingerprints. 

 

Unique biometric impression: The unique pattern is the 

component example of the biometric authentication as 

follows: [2] 

 

 Step 1) Binarization: It describes the changes from 

greyscale into binary picture by finalizing the esteem 

value. [2] 

 Step 2) Block Filter: It is the method of diminishing 

the thickness of all ridgelines to a solitary pixel  

 width to extricate minutiae viably. [2] 

 Step 3) Minutiae Extractruction: Details are inferred 

following minutiae removal. [2] 

 Step 4) Minutiae Matching: It is to compare the data 

of distinctive finger impressions. The layout of 

minutiae coordination is also employed. [2] 

 Step 5) Matching Score: It is the relation to calculate 

the collaborating score of the original fingerprint & 

template data. [2] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

Fig 4.4 Fingerprint Authentication Process Diagram. [2] 

 

B. Workflow 

 

   
      (a)                                                   (b) 

Fig 4.5 Circuit Diagram 

 

The framework is introduced to implement explicit 

assignments, such as validating python code, email 

correlation, Phone compatibility, etc. and subsequently each 

method reset to start regulations. 

The purposed methodology is different from the current 

ATM system as it incorporates fingerprint sensing in it. It will 

begin such as the user enters the ATM: 

[Step 1] It will be first labeled as to whether he/she is an 

existing customer or a new customer that wants to open their 

account in our bank. If he/she is an existing customer then 

they will be asked to directly proceed to the fingerprint 

authentication part of the process. Otherwise, he/she will be 

asked to register with us by submitting their frequently used 

Email Address and Phone Number along with his/her 

fingerprint in our database. 

[Step 2] After that, both the existing and new customers will 

be acquired to give their fingerprints for verification of their 

existence in our database.  
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They are allowed to scan their fingerprints as long as they 

reach a satisfying confidence match from our database. If the 

fingerprint authentication fails, then they will be restricted to 

take part in the next steps. 

 

Here are the images of our secured database: 

   
      (a)                                                  (b) 

Fig 4.6. Password Protected DB  

(It shows that only one who has the authenticated credentials 

like admin and password has the ability to access the 

database.) 

Thus, this is to ensure that the fraudulent activities happening 

as the hacker can easily trace the confidential information 

such as Card Number, Personal Information Security, and the 

mobile number will diminish to such an extent that it creates a 

sense of safe and secure environment. 

[Step 3] On the successful verification of the fingerprint, they 

will be asked to enter the first OTP send to their registered 

Email Address and Phone Number. If they enter it correctly, 

they will be asked to enter the amount they want to withdraw.  

[Step 4] If the amount entered is less than the balance present 

in the bank account, they will successfully withdraw it. On the 

backend side, we will update the remaining balance in our 

database.  

[Step 5] If they fail to enter their first OTP accurately, then a 

second OTP will be sent to their Email Address and Phone 

Number again with following the same consequences.  

[Step 6] On the third OTP, they will have only this chance to 

enter it fairly. If they failed to do so, then from our side, a 

security breach mail and a text message will be sent to their 

registered Email Address and Phone Number and they will be 

locked out to proceed for the transaction of money. They have 

to start over with the whole process again.  

We are using Python GUI Tkinter as the interface to take the 

input from the user. We are using APIs and Mongo DB to 

extract and deliver the data of customers on the requirement. 

We have deployed an online URL for registering using WIFI 

with us: www.msbank.co.in. This URL is used for generating 

Application Program Interfaces. They are used for storing the 

credential information of the clients in the MS Bank Storage. 

They are simultaneously updated with any changes performed 

in the Admin-Password Protected Database. They are also 

used to find information about the particular client in general. 

 

 
Fig 4.7 Python GUI for entering data. 

(It is the GUI for entering the details when the new client 

comes to the bank, it takes name, email, phone and account no 

as input.) 

 
Fig 4.8 Proposed Methodology. 

V. RESULT AND DISCUSSION 

Here is the technical output of the research: 

 

Database: 

     
 

Fig 5.1 (a) Mongo DB 
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Fig 5.1 (b) APIs 

Explanation: It shows our database of current customers 

registered in MS Bank. 

 

 

Storing new entry: 

       
Fig 5.2 (a) Storing new data 

 

       
Fig 5.2 (b) Warning for using the same email 

 

Explanation: (a): The new user enters the bank, this GUI 

appears on the ATM Screen which stores his fingerprint 

and personal information such as Name, Email, Phone 

Number, and Account Number. After entering the details, a 

successful message pop up will appear. (b): It shows that 

the same email address cannot be used again as it already 

exists in our database. 

 

Updating current database with a new entry: 

       

Fig 5.3 (a) Mongo DB Updated 

 

       
Fig 5.3 (b) APIs Updated 

 

Explanation: (a): Mongo DB and (b): APIs are updated 

with the database of the new user. It shows the new data has 

been successfully stored in our database as well as APIs. 

 

Confirmation Mail: 

     

 
Fig 5.4 Confirmation Mail. 

 

Explanation: After successful registration, MS Bank sent a 

confirmation mail to the new user along with his/her account 

details that he/she enters in  figure 5.2 (a). 

 

After successful fingerprint verification, two cases arise 

such as: 

Case 1: Case of entering OTP correctly:  

 

It represents that any registered customer, who enters the 

OTP matching from the text messages and emails, is allowed 

to make the transactions depending on the amount present in 

his/her bank account. 

 

 
Fig 5.5 Successful Fingerprint Verification.  

 

Explanation: After successful fingerprint verification of the 

newly registered user, then a 

new GUI appears asking for the 

first OTP to be entered here. 
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Fig 5.6 (a) C1: First OTP on Phone                                                   

and (b) C1: First OTP on Email        

 

Explanation: The same first OTP was sent on the new 

user’s registered Phone Number (a) and Email Address (b). 

This OTP is required to be entered by the new user after 

his/her successful fingerprint authentication 

 

 
Fig 5.7 Correct OTP with insufficient balance 

 

Explanation: When the customer enters the correct OTP 

but put the insufficient amount to be dispensed then it shows a 

warning of having “Insufficient Balance”. This GUI reflects 

that the client doesn’t have the authority to withdraw the 

amount when the money present in his/her account is less than 

the amount entered. 

 

       
Fig 5.8 (a) Correct OTP with sufficient balance.                                 

(b) Remaining balance updated in Mongo DB 

 

Explanation: (a): when the customer enters significant 

amount (less than the money present in his/her account) then it 

is allowed to be dispersed and (b): we update the remaing 

amount in our database. 

Case 2: Case of entering OTP incorrectly:  

This is the case where any registered customer fails to enter 

the OTP accurately for the third time. Due to this, they will 

receive a “Security alert, kindly contact your nearest branch 

as soon as possible” Email. 

 

       
Fig 5.9 (a) C2: First OTP on Phone                                                   

and (b) C2: First OTP on Email        

 

Explanation: The same first OTP was sent on the client’s 

registered Phone Number (a) and Email Address (b). This 

OTP is required to be entered by the client after his/her 

successful fingerprint authentication 

 

 
Fig 5.10 C2: First OTP Wrong.  

 

Explanation: The customer enters the first OTP wrong. 

When the customer enters the first OTP which doesn’t match 

the one send to the registered Email and Phone No, then the 

GUI prints a warning stating that “Wrong otp 1”. After this 

customer has to click “Click to Receive OTP” in to receive the 

second OTP. 

 

 

       
Fig 5.11 (a) C2: Second OTP on Phone                                                   

and (b) C2: Second OTP on Email        

Explanation: The same second OTP was sent on the 

client’s registered Phone Number (a) and Email Address 

(b). This OTP is required to be entered by the client. 
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Fig 5.12 C2: Second OTP Wrong.  

 

Explanation: The customer enters the second OTP wrong. 

When the customer enters the second OTP which doesn’t 

match the one send to the registered Email and Phone No, 

then the GUI prints a warning stating that “Wrong otp 2”. 

After this customer has to click “Click to Receive OTP” in to 

receive the third OTP. 

       
Fig 5.13 (a) C2: Third OTP on Phone                                                   

and (b) C2: Third OTP on Email        

 

Explanation: The same third OTP was sent on the 

client’s registered Phone Number (a) and Email Address 

(b). This OTP is required to be entered by the client. 

 

 

 
Fig 5.14. C2: Third OTP Wrong.  

 

Explanation: The customer enters the third OTP wrong. 

When the customer enters the second OTP which doesn’t 

match the one send to the registered Email and Phone No, 

then the GUI prints a warning stating that “Wrong otp 3”. 

After this, the customer is not allowed to make a transaction 

and has to start the process again to withdraw money. Along 

with this restriction, he/she receives an alert email from our 

side. 

 
Fig 5.15 Security Alert Message. 

 

Explanation: Security Theft Alert Message to the 

customer’s registered Email Address after he/she failed at the 

third time to enter the OTP accurately. 

VI. CONCLUSION 

There are some discrepancies in the past research for 

improving the ATM security using fingerprint authentication 

as being discussed in the Literature Synopsis. Thus, there was 

a necessity to improvise the scope of ATM safety with a better 

and cost-effective solution. The answer is to incorporate 

fingerprints as well but the direction of sending OTPs varies 

from the previous studies, as OTPs are conveyed out in two 

ways: client’s registered email address and phone number. 

The methodology works such that it provides the alternative 

to the new client to register with the bank using Python GUI 

(ATM Screen). For the registered clients, the ATM 

Fingerprint Sensor first acknowledges that the biometric is 

authenticated. After that, an OTP is forwarded to the contact 

details of the client. If the client fails to enter the first one 

correctly, he/she is left with 2 more possibilities to enter it 

accurately. On the account of third OTP failure, the client (or 

suspected hacker) is blocked from making any transactions 

and a Security Theft Alert mail is also dispatched. A URL 

www.msbank.co.in is also utilized for the online registrations 

of clients as well as constructing APIs to safely store the data 

of our new and enrolled clients. As a result, in case of WIFI 

absence, the client can use his/her mobile OTP, or in case of 

SIM lost, the customer can retrieve that same OTP from 

his/her logged email address. In conclusion, the results 

obtained from the research proved that this theory is 

attainable.  
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