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Abstract: Ad hoc network paved way to various researches and 

application due to its wide acceptance over wired network. The 
advance has also led to various drawbacks or problems that can 
result in unauthorized usage of data or in data loss. So secured 
data transfer has become an important requirement in any Ad hoc 
network. Various issues exist in Ad hoc network while data 
transmission and hence it has become a major requirement to 
develop an efficient routing protocol that can transmit the data 
securely over the network. So, this paper provides a solution, 
intend to develop an approach for making the data transmission 
more secured and feasible. This paper incorporates double 
encryption scheme to secure the data where we use Hybrid DNA 
based cryptosystem and blow fish algorithm for authentication of 
users. Also, we design an efficient optimal routing protocol that 
makes the transmission secured by reducing various attacks that 
occur in the network. It provides the security for image 
transmission over internet effectively. This technique also can be 
extended in multimedia security over the internet. The network 
parameters will be approximately judged in order to demonstrate 
the performance of the scheme we develop. 
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I. INTRODUCTION 

Recently, the wireless technology was found to be one of the 

significantly deployed networking technologies due to its 
capabilities and numerous advantages. The proliferation of 
this technology has led to the growth of wireless ad hoc 
networks and was found to be used in several applications of 
wireless sensor networks in both civilian and industrial 
applications (Firdhous, 2016). The working of these networks 
was based on a group of wireless mobile nodes which 
mutually exchanges the data within themselves without any 
centralized administration or fixed base station. The 
characteristics of these wireless ad hoc networks were found 
to provide support in extreme situations such as rescue, and 
emergency operations (Lu et al.,2016).  
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The performance of wireless ad hoc was found to be related to 
the reliable routing within the nodes and the data transmission 
is performed with the assistance of neighboring nodes of the 
system (Cho et al.,2011).  
In recent past, extensive studies were conducted on the 
routing manners involved in wireless ad hoc networks, and 
this has resulted in several novel routing protocols. Besides, 
the major limitations observed in these routing protocols were 
such that these systems were designed with an assumption that 
all nodes involved were fully trusted and Cooperated with 
each other (Jawandhiya et al.,2010).  
However, several researches suggest that these nodes were 
vulnerable to malicious nodes that were found to disobey the 
routing regulations.  
In addition, the reliability of these protocols was found to be 
depended on several factors such as the nature in which the 
transmission occurs, fixed infrastructure and the challenging 
topology (Baburajan et al.,2014).  
These, parameters were found to influence the design of 
reliable protocols in wireless ad-hoc networks and making it 
more challenging. The understanding of distinct routing 
attacks is necessary to design an effective prevention 
mechanism that is required to achieve reliable routing attacks. 
Further, perception of the characteristics of the attacker 
during the routing process is needed to develop appropriate 
security mechanisms. Several literatures were found to 
provide the details regarding the classification of routing 
attacks.  
The surveys were found to express diverse types of attacks 
involved in the routing mechanisms such as routing loop, 
wormhole, and black hole (Nakul, 2013).  
The analysis of different attacks on the routing mechanisms 
were found to comprise of two dimensions in which the first 
dimension is related to the attacker who was found to misuse 
the routing message while the second dimension is based on 
the objectives perceived by the attackers (Lim et al.,2013). 
Furthermore, the deployment of these networks in open space 
and the constraints in the nodes for numerous applications 
was found to be vulnerable to several security threats.  
The unique nature of these wireless adhoc networks were 
found to limit the implementation of security mechanism and 
algorithms designed for the traditional networks. Thus, active 
research is necessary to be conducted worldwide for creating 
a more secure, reliable and user friendly wireless networks. 
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II. ENCRYPTION TECHNIQUES 

A. Significance of Double encryption technique 

Presently, several techniques have been carried out for the 
implementation of encryption in data to ensure the data 
security in a wireless sensor network based on specific 
criteria. However, it was noticed that for an effective 
encryption it is necessary to have an appropriate distribution 
and management system.  
Besides, the involvement of external sources was found to 
influence the wireless networks and thus limiting the use of 
conventional management schemes in the wireless networks 
(Virmani et al.,2014). In addition, the resource constraints in 
sensor networks was also found to restrict the use of existing 
algorithms and defense mechanisms in the wireless ad-hoc 
network. Hence, from this research work the requisite for the 
development of efficient the cryptographic schemes that 
needs to be employed in a wireless sensor network can be 
observed. Furthermore, code, data size, required time for 
processing and power consumption need to be considered 
while developing the schemes (Dogra and Kohli, 2016). 
In addition, implementation of cryptography was found to be 
very expensive and thus was found to be limited in the use of 
wireless ad-hoc networks.  
Therefore, several researches have been conducted to 
develop a symmetric key for the cryptography such that it 
could be used in constrained systems.  
However, the major drawback found in this research was in 
terms of the key management as the symmetric key was found 
to utilized for both encryption as well as decryption. Besides, 
it is significant to assign the key to the receiver 
confidentially.  
The major shortcomings observed in this research was 
concerned with single point of failure and scalability (Li et 
al.,2017). 
Moreover, a secure version of the Geo-Location Oriented 
Routing (GLOR) protocol was postulated for assimilating the 
security framework in wireless mesh networks. This study 
was found to incorporate several features involved in the 
network model and further enables encryption in order to 
provide a high level of security throughout the network. 
However, from this research it was observed that as the size 
of the data set increases the computation time and resources 
that is required to perform the task also increase while 
implementing the asymmetric encryption techniques (Nanda 
et al.,2017). 
From the above studies the requirement to develop a novel 
protocol considering the size of data, computation time, 
cryptography key to ensure data security and reliability 
within the wireless ad-hoc networks is observed. 

B. Objectives 

This paper focus here on three objectives: 
1. To determine the mechanisms by which malicious nodes 

disobeys the routing regulations. 

To develop a novel optimal routing protocol for a reliable 
wireless ad-hoc network with the aid of double encryption 
mechanism 

2. To establish a secure and low power consumption routing 
protocol. 

III. RESEARCH METHODOLOGY 

This study will develop an efficient methodology to ascertain 
the security measures in order to protect the wireless ad-hoc 
networks from heterogeneous attacks. In this study, initially 
the behavior executed by the attackers will be analyzed to 
develop a trust-based routing protocol. In addition, the 
existing AODV routing protocols of wireless ad-hoc network 
were found to be exploited by the attackers. T 
hus, the deficiencies of the conventional protocols will be 
realized to develop an efficient defense mechanism against 
the attackers to ensure the data security.  
Furthermore, Geo Location Oriented Routing (GLOR) was 
postulated in the previous studies as a hybrid routing protocol 
which was designed to support large, dynamic networks such 
that there is no compromise on the reliability and security of 
the network and the devices related. 
The DNA cryptography approach was found to be emerging 
as a promising approach in the development of defense 
mechanisms in wireless network.  
Thus, this research will develop a cryptographically secure 
communication protocol by integrating the Geo Location 
Oriented Routing (GLOR) based on a Hybrid DNA-based 
Cryptography (HDC).  
This technology will be employed for sophisticated wireless 
ad-hoc network as it will require lesser computational power, 
bandwidth and memory. The steps involved in the 
methodology of the proposed method are described as 
follows: 

A. Stage1 

1. Node Addressing 

This stage determines the instantaneous position of each node 
by using GPS and addresses the location of the nodes. 
Detailed process shown in Fig 1.  

2. Data Packets 

The packet header will be designed to contain the required 
information’s to calculate the path in order to carry more data 
and reduce the overhead. Packet transmission is in store and 
forward manner through wireless multi hop connection. 
Packet consists of source n destination node identification 
and other information related to routing. 
As the size of packets increases means data contains in packet 
increases and overhead bits reduces. Real time video or any 
multimedia data transmission in wireless environment is 
noisy and data loss is unavoidable. So need to retransmit the 
corrupted packets.  
When packet size is more, it will affect throughput, delay and 
data dropped. We can apply proactive routing protocol 
OLSR (Optimized link state routing). It shows less delay but 
packet fragmentation has to be taken care. Small packet size 
consideration gives better throughput and very less delay for 
real time application.  
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Fig 1: Node addressing using geographic forwarding 

B. Stage 2 

This model is developed by focusing the authentication and 
encryption aspects of routing and is implemented through 
different network levels. In the authentication stage the data is 
initially analyzed by the authenticated node and is compared 
with the data collected by its neighboring nodes from the 
device. Thus, further analysis is performed by the web register 
and monitors the network conducted by the web register. 
The asymmetric encryption throughout the network is used to 
secure the data transmitted through the nodes. As the node is 
authenticated, the data transmitted through the node will be 
encrypted. The encryption technique used in this research is 
RSA algorithm. This process is defined as a DNA assembled 
public key encryption scheme that provides an effective 
storage method of cipher text and public key in the DNA 
strand. Furthermore, this system provides double encryption 
which was found to be difficult for adversary to break the 
cryptosystem. 

C. Stage 3 

The integrity of the data is verified and authenticated by 
employing hybrid DNA based cryptosystem by utilizing both 
the public and private key-based schemes. Thus, integrity and 
confidentiality will be achieved by symmetric encryption 
while the node authentication will be performed by 
asymmetric encryption. 
Therefore, the implementation of this research work will 
provide enhanced security, less overhead computation and 
better performances of wireless ad-hoc network.  

IV. CONCLUSION 

The node addressing in WANET will be determined by 
Spanning tree & GPS localization algorithms. Once the node 
addressing has been determined, the designing of data packets 
is done by fragmenting larger data packets into smaller ones. 
Then, the smaller data packets are transmitted to their 

destination using OLSR algorithm. Finally, the double 
encryption is achieved by applying double encryption model 
to these transmitted data packets using Hybrid DNA 
algorithm. 
 This paper will provide a safe and seamless performance of 
the wireless ad-hoc networks by finding a universal solution 
for the emerging routing attacks. In addition, this research 
also considers numerous factors such as key management, 
cryptography and diverse security techniques to ensure secure 
routing protocol which will minimize the security impact on 
the network in order to deliver an acceptable network 
performance of a wireless data network. 
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