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Abstract: The Internet of Things (IoT) has revolutionized 

various industries, but its rapid expansion has also exposed a vast 

attack surface, making it vulnerable to cyber threats. Traditional 

cybersecurity measures often struggle to keep pace with the 

dynamic and diverse nature of IoT devices. Artificial Intelligence 

(AI) has emerged as a powerful tool in cybersecurity, offering the 

potential to revolutionize threat detection, anomaly detection, 

intrusion prevention, and secure authentication in IoT 

environments. This review paper explores the latest advancements 

in AI techniques for IoT security, discusses the challenges and 

limitations of existing approaches, and highlights future research 

directions. By examining the intersection of AI and IoT security, 

this review aims to contribute to the development of more effective 

and resilient cybersecurity solutions for the ever-expanding IoT 

landscape. 

Keywords: Artificial Intelligence, Cybersecurity, Generative 

Adversarial Networks, Internet of Things 

I. INTRODUCTION

The Internet of Things (IoT) has transformed our lives,

connecting billions of devices and creating unprecedented 

opportunities for innovation and efficiency [42][50]. 

However, this rapid expansion also exposes a vast attack 

surface, making IoT ecosystems prime targets for cyber 

threats [1]. Traditional cybersecurity measures often struggle 

to keep pace with the dynamic and diverse nature of IoT 

devices, leading to vulnerabilities that malicious actors can 

exploit [2]. 

The IoT encompasses a wide range of devices, from smart 

home appliances and wearables to industrial sensors and 

critical infrastructure components [3]. This heterogeneity, 

coupled with the often resource-constrained nature of IoT 

devices, poses unique challenges for cybersecurity. Security 

vulnerabilities in IoT devices can have far-reaching 

consequences, ranging from privacy breaches and data theft 

to disruptions in essential services and physical harm [4]. 

Artificial Intelligence (AI) has emerged as a powerful tool 

in the fight against cyber threats, offering the potential to 

revolutionize cybersecurity practices [5][47]. Machine 

learning algorithms, in particular, can analyze vast amounts 
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of data to identify patterns, detect anomalies, and predict 

potential attacks [6][46]. AI-powered cybersecurity solutions 

can adapt to evolving threats, learn from past incidents, and 

provide real-time protection for IoT ecosystems. 

The convergence of AI and IoT security presents a 

promising avenue for addressing the complex challenges 

facing IoT ecosystems. AI can enhance threat detection, 

vulnerability assessment, incident response, and proactive 

security measures [7]. Recent shifts from encoder-only to 

more versatile encoder-decoder configurations in machine 

learning models also reflect broader trends in AI 

development impacting IoT security strategies [43]. 

However, integrating AI into IoT security also raises new 

challenges, such as ensuring the robustness and reliability of 

AI models, addressing potential biases, and safeguarding the 

privacy of sensitive data [8][9]. 

This review aims to provide a comprehensive overview of 

the current state of AI-powered cybersecurity for IoT. 

Additionally, the latest advancements in AI techniques for 

threat detection, anomaly detection, intrusion prevention, and 

secure authentication in IoT environments are examined. 

Finally, the challenges and limitations of existing 

approaches, as well as future research directions, are 

discussed. 

By examining the intersection of AI and IoT security, this 

review aims to contribute to the development of more 

effective and resilient cybersecurity solutions for the rapidly 

expanding IoT landscape. 

II. BACKGROUND

The IoT ecosystem presents a complex and ever-evolving 

landscape of security threats and vulnerabilities. IoT devices, 

due to their often limited computational resources, diverse 

operating systems, and insecure communication protocols, 

are inherently susceptible to cyberattacks [2]. Common 

threats include unauthorized access, data breaches, malware 

infections, denial-of-service (DoS) attacks, and botnet 

formation [1]. Vulnerabilities can arise from weak 

authentication mechanisms, insecure software 

configurations, unpatched vulnerabilities, and inadequate 

security protocols [4]. Additionally, the massive scale and 

distributed nature of IoT networks make it difficult to 

monitor and secure individual devices, creating opportunities 

for attackers to exploit vulnerabilities and compromise the 

entire ecosystem [3].  
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AI offers a transformative approach to cybersecurity by 

enabling intelligent systems to learn from data, adapt to new 

threats, and automate security tasks. Several core AI concepts 

play a crucial role in enhancing IoT security: 

1) Generative AI: Generative models, such as Generative 

Adversarial Networks (GANs) and Variational 

Autoencoders (VAEs), can be used to generate synthetic 

data for training cybersecurity models, simulating attack 

scenarios, and testing the robustness of security systems 

[10]. 

2) Reinforcement Learning: Reinforcement learning 

algorithms enable agents to learn optimal actions 

through trial and error, making them well-suited for 

tasks such as intrusion detection, adaptive security 

policies, and automated incident response [6]. 

3) Explainable AI (XAI): XAI techniques provide 

transparency and interpretability to AI models, allowing 

security analysts to understand the reasoning behind 

decisions, identify potential biases, and build trust in 

AI-powered security solutions [11]. 

These AI concepts, when combined with other machine 

learning techniques like supervised and unsupervised 

learning, form a powerful toolkit for addressing the diverse 

cybersecurity challenges in IoT environments. 

III. GENERATIVE AI FOR THREAT MODELING 

Generative Adversarial Networks (GANs) are a class of 

machine learning frameworks that consist of two neural 

networks, a generator and a discriminator, engaged in a 

competitive game [12]. The generator learns to create 

synthetic data samples that mimic real data, while the 

discriminator learns to distinguish between real and 

generated samples. Through this adversarial training process, 

GANs can develop highly realistic data that can be used in 

various applications, including cybersecurity. 

In the context of cybersecurity, GANs have shown promise 

in several areas, including malware detection, intrusion 

detection, and data augmentation for training security models 

[13]. By generating synthetic malware samples, GANs can 

help security analysts understand the characteristics of new 

threats and develop effective countermeasures. Moreover, 

GANs can generate adversarial examples to test the 

robustness of machine learning models used in security 

systems, identifying potential vulnerabilities and improving 

their resilience [14]. 

A. Generative AI in Threat Scenario Generation 

Techniques and Approaches 

Threat modelling is a crucial process in cybersecurity, 

designed to identify potential threats, vulnerabilities, and 

attack vectors within a system. Generative AI, particularly 

GANs, can play a vital role in threat scenario generation by 

simulating realistic attack scenarios and generating diverse 

attack patterns. This enables security analysts to assess the 

security posture of IoT systems proactively, identify potential 

weaknesses, and develop mitigation strategies before attacks 

occur [15]. Several techniques and approaches have been 

proposed for utilizing generative AI in threat scenario 

generation. One approach involves using GANs to generate 

synthetic network traffic data that mimics real-world attack 

patterns [16]. This data can be used to train intrusion 

detection systems, evaluate the effectiveness of security 

measures, and identify potential vulnerabilities in network 

protocols. Another approach involves using GANs to 

generate adversarial inputs that can fool machine learning 

models used in security systems, revealing their weaknesses 

and guiding their improvement [17]. 

B. Case Studies and Examples of Generative AI for 

Threat Modelling in IoT 

The application of generative AI for threat modelling in 

IoT has been demonstrated in several case studies and 

examples. For instance, researchers have used GANs to 

generate synthetic data for anomaly detection in IoT 

networks, improving the accuracy and robustness of anomaly 

detection systems [18]. Additionally, GANs have been 

employed to generate adversarial examples for testing the 

resilience of IoT security systems against various attacks, 

such as jamming and spoofing [19]. 

C. Challenges and Limitations 

Despite the promising results, generative AI for threat 

modelling in the IoT sector faces several challenges and 

limitations. One major challenge is the need for large 

amounts of high-quality training data to effectively train 

GANs. In many cases, obtaining real-world attack data is 

difficult or infeasible, limiting the applicability of GANs in 

specific scenarios. Another challenge is the potential for 

misuse of GANs by malicious actors to generate 

sophisticated attack tools and techniques [20]. Ensuring the 

responsible and ethical use of generative AI in cybersecurity 

is crucial to mitigate these risks. 

D. Future Directions 

The field of generative AI for threat modelling in IoT is 

still in its early stages, and there are numerous future 

directions and research opportunities to explore. One 

promising direction is the development of more efficient and 

scalable GAN architectures that can handle the large and 

diverse datasets generated by IoT devices. Another direction 

is the investigation of novel techniques for developing more 

realistic and diverse attack scenarios that incorporate domain 

knowledge and expert insights. Additionally, research on 

explainable AI (XAI) for GANs can enhance the 

interpretability and trustworthiness of threat modelling 

results, facilitating their adoption by security analysts and 

decision-makers. 

IV. REINFORCEMENT LEARNING FOR ADAPTIVE 

SECURITY 

Reinforcement Learning (RL) is a machine learning 

paradigm where an agent learns to make sequential decisions 

by interacting with an environment [21]. The agent receives 

feedback in the form of rewards or penalties based on its 

actions, and its goal is to maximise cumulative rewards over 

time. RL is particularly relevant to cybersecurity due to its 

ability to adapt to dynamic and unpredictable environments, 

learn optimal strategies from experience, and make real-time 

decisions in response to evolving threats [22]. 
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In the context of IoT security, RL can be employed to 

develop intelligent agents that continuously monitor the IoT 

environment, detect anomalies, and trigger appropriate 

security responses. These agents can learn from past 

experiences, adapt to new attack patterns, and proactively 

defend against emerging threats. RL also enables the 

development of self-learning security mechanisms that can 

automatically optimize security policies and configurations, 

enhancing the overall resilience of IoT systems [23]. 

A. Reinforcement Learning for Dynamic Threat 

Detection and Response in IoT 

RL algorithms have been successfully applied to various 

tasks in IoT security, including intrusion detection, anomaly 

detection, malware detection, and resource allocation for 

security optimization [24]. For instance, RL-based intrusion 

detection systems can learn to identify malicious activities in 

network traffic by continuously monitoring network data and 

receiving feedback based on the accuracy of their detection. 

Similarly, RL-based anomaly detection systems can learn to 

detect unusual behaviour in IoT devices by analyzing sensor 

data and adapting their detection thresholds based on 

feedback from the environment [25]. 

RL can also be used to develop dynamic threat response 

mechanisms that automatically adapt to changing attack 

patterns. For example, RL agents can learn to allocate 

security resources, such as bandwidth and computing power, 

based on the severity and frequency of attacks, ensuring 

optimal protection while minimizing resource consumption 

[26]. Furthermore, RL-based security mechanisms can be 

trained to detect and respond to zero-day attacks, which are 

previously unknown threats that traditional security systems 

may not be able to identify [27]. 

B. Self-Learning Security Mechanisms: Algorithms and 

Frameworks 

Several RL algorithms and frameworks have been 

proposed for developing self-learning security mechanisms 

in IoT. Q-learning, a classic RL algorithm, has been used to 

build intrusion detection systems that can learn optimal 

policies for classifying network traffic as usual or malicious 

[28]. Deep Q-learning, an extension of Q-learning with deep 

neural networks, has been applied to anomaly detection in 

IoT, enabling the system to learn complex patterns and 

relationships in sensor data [29]. 

Other RL algorithms, such as SARSA 

(State-Action-Reward-State-Action) and actor-critic 

methods, have also been explored for various IoT security 

tasks. These algorithms offer different trade-offs between 

exploration and exploitation, enabling the development of 

security mechanisms that can balance the need for learning 

new information with the need for taking practical actions 

[30]. Furthermore, RL frameworks like Ray RLlib provide 

standardized environments and tools for developing and 

evaluating RL-based security solutions, facilitating research 

and collaboration in this field [31]. 

C. Real-World Applications of Reinforcement Learning 

in IoT Security 

The real-world applications of RL in IoT security are 

diverse and growing. RL-powered intrusion detection 

systems have been deployed in various domains, including 

smart homes, industrial control systems, and healthcare 

networks, demonstrating their effectiveness in detecting and 

preventing cyberattacks [32]. RL-based anomaly detection 

systems have also been used to identify faulty sensors, detect 

unauthorized access attempts, and prevent data breaches in 

IoT environments [33]. 

D. Challenges and Limitations 

RL for adaptive security in IoT faces several challenges 

and limitations. One major challenge is the need for carefully 

designed reward functions that accurately reflect the system's 

security objectives and constraints. Poorly designed reward 

functions can lead to suboptimal or even harmful behaviour 

in RL agents. Another challenge is the scalability of RL 

algorithms to large and complex IoT networks, as the number 

of states and actions can grow exponentially with the size of 

the network [34]. Furthermore, ensuring the robustness and 

security of RL agents against adversarial attacks is crucial, as 

attackers may try to manipulate the learning process or 

exploit vulnerabilities in the agent's decision-making [35]. 

E. Future Directions 

RL holds great promise for adaptive security in the IoT, 

with ample research opportunities and practical applications. 

Key advancements will likely involve developing more 

sophisticated RL algorithms that can navigate complex, 

ever-changing environments, learn from limited data, and 

adapt to new situations. Combining RL with other AI 

methods, such as deep learning and explainable AI, could 

enhance the performance, transparency, and reliability of 

security measures. Further research into establishing 

standardized benchmarks and evaluation metrics for 

RL-based security solutions would also be beneficial for 

measuring progress and comparing different approaches. 

V. EXPLAINABLE AI FOR SECURITY 

DECISION-MAKING 

AI-powered cybersecurity systems have demonstrated 

significant potential in detecting and mitigating threats in IoT 

environments. However, the inherent complexity and "black 

box" nature of many AI models pose challenges for security 

analysts and decision-makers who need to understand the 

rationale behind security alerts and recommendations [11]. 

Explainable AI (XAI) addresses this issue by providing 

transparency and interpretability to AI models, allowing 

users to understand how and why decisions are made. 

Explainability is crucial in security decision-making for 

several reasons. First, it enables security analysts to validate 

the accuracy and reliability of AI-generated alerts, reducing 

false positives and ensuring appropriate responses. Second, it 

facilitates the identification of potential biases and 

vulnerabilities in AI models, enhancing their robustness and 

fairness. Third, it fosters trust and acceptance of AI-powered 

security solutions by stakeholders, as they can understand the 

reasoning behind automated decisions and have confidence 

in their effectiveness [36]. 
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A. Explainable AI Techniques and Their Application in 

IoT Security 

Various XAI techniques have been developed to provide 

explanations for AI models in different contexts. Some 

common approaches include: 

1) Local Interpretable Model-Agnostic Explanations 

(LIME): LIME provides local explanations for 

individual predictions by approximating the complex 

model with a simpler, interpretable model in the vicinity 

of the instance being explained [37]. 

2) SHapley Additive exPlanations (SHAP): SHAP 

assigns importance values to features based on their 

contribution to the model's output, providing a global 

understanding of feature importance and interactions 

[38]. 

3) Counterfactual Explanations: Counterfactual 

explanations generate hypothetical scenarios that would 

have resulted in a different outcome, helping users 

understand the factors influencing the model's decision 

[39]. 

These XAI techniques can be applied to various aspects of 

IoT security. For example, LIME can explain why a 

particular network traffic pattern was classified as malicious, 

while SHAP can reveal the most important features 

contributing to an anomaly detection alert. Counterfactual 

explanations can show how slight changes in sensor readings 

would have prevented a security breach, guiding proactive 

security measures.  

B. Building Trust and Transparency in Automated 

Security Decision 

Explainable AI plays a vital role in building trust and 

transparency in automated security decisions. By providing 

clear and understandable explanations, XAI enables security 

analysts to assess the validity of alerts, identify potential 

biases, and make informed decisions based on AI 

recommendations [40]. This transparency fosters a 

collaborative relationship between humans and AI, where 

humans can leverage the insights provided by AI while 

retaining ultimate control and responsibility for 

decision-making. 

To further enhance trust, XAI should be integrated into the 

entire security lifecycle, encompassing data collection, model 

training, deployment, and monitoring. This ensures that 

explanations are available at every stage, allowing for 

continuous validation and improvement of the security 

system. Moreover, involving domain experts and 

stakeholders in the development and evaluation of XAI 

systems can help ensure that explanations are relevant, 

understandable, and actionable [41]. 

C. Case Studies and Examples of Explainable AI for IoT 

Security 

Several case studies and examples demonstrate the 

successful application of XAI in IoT security. In one study, 

researchers used LIME to explain the decisions of a deep 

learning model for intrusion detection in IoT networks, 

providing insights into the features contributing to malicious 

traffic detection [18]. In another study, SHAP was employed 

to analyze the importance of different sensor readings in a 

smart home security system, helping users understand the 

factors influencing anomaly detection alerts [44]. 

D. Challenges and Limitations 

A significant challenge for XAI for IoT security is the 

trade-off between explainability and model performance. 

Some XAI techniques may sacrifice accuracy for 

interpretability, while others may require additional 

computational resources. Striking a balance between these 

competing factors is crucial for practical applications [45]. 

Another challenge is the need for standardized evaluation 

metrics and benchmarks for XAI in security, as the quality of 

explanations can be subjective and context-dependent.  

E. Future Directions 

The potential for Explainable AI (XAI) to revolutionize 

IoT security is vast. Future advancements are likely to see the 

development of XAI techniques that provide nuanced 

explanations, combining insights from both individual data 

points and broader patterns. Integrating XAI with other AI 

methodologies, like reinforcement learning and generative 

AI, could lead to comprehensive security solutions that are 

not only effective but also transparent. Additionally, research 

on the ethical and social ramifications of XAI in security is 

crucial to ensure responsible and fair use of AI-powered 

security systems. 

VI. COMPARATIVE ANALYSIS AND DISCUSSION 

A. Strengths and Weaknesses of Each AI Approach 

Each AI approach discussed in this review—Generative 

AI, Reinforcement Learning, and Explainable AI—brings 

unique strengths and weaknesses to the table in the context of 

IoT cybersecurity. Generative AI, such as Generative 

Adversarial Networks (GANs), excels in threat modelling 

and simulation, data augmentation, and vulnerability 

assessment. It can generate realistic attack scenarios and 

adversarial examples to test the robustness of systems. 

However, it requires large amounts of high-quality training 

data, is computationally intensive, and has the potential for 

misuse in malicious activities. Reinforcement Learning (RL) 

adapts well to dynamic environments, learns optimal 

strategies through trial and error, and can automate 

decision-making processes. It is particularly effective for 

intrusion detection, anomaly detection, and resource 

allocation. Nevertheless, designing appropriate reward 

functions can be challenging, scalability to large networks 

can be problematic, and RL systems are susceptible to 

adversarial attacks. Explainable AI (XAI) enhances the 

transparency and interpretability of AI models, builds trust in 

security decisions, and facilitates collaboration between 

humans and AI. It can also identify biases and vulnerabilities 

in AI models. However, XAI may introduce a trade-off 

between explainability and model performance, require 

standardised evaluation metrics, and can be computationally 

expensive for complex models. 

B. Suitability of Different AI Techniques for Specific 

IoT Security Challenges 

The choice of AI technique for a particular IoT security 

challenge depends on the specific 

requirements and 

characteristics of the problem 

at hand. 
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Generative AI is well-suited for threat modelling, 

vulnerability assessment, and testing the robustness of 

security systems. It can generate diverse attack scenarios and 

adversarial examples, which can expose potential 

weaknesses and guide the development of effective 

countermeasures. Reinforcement Learning is ideal for 

dynamic threat detection and response, where the security 

system needs to adapt to evolving threats and make real-time 

decisions. It can learn optimal strategies for intrusion 

detection, anomaly detection, and resource allocation based 

on feedback from the environment. Explainable AI is 

essential for building trust and transparency in automated 

security decisions. It provides explanations for AI-generated 

alerts and recommendations, allowing security analysts to 

understand the rationale behind decisions and validate their 

accuracy. 

C. Hybrid and Integrated Approaches Combining 

Multiple AI Methods 

Combining multiple AI methods in hybrid or integrated 

approaches can leverage the strengths of each technique and 

address their limitations. For example, a hybrid approach 

could use GANs to generate synthetic attack data, which can 

then be used to train an RL-based intrusion detection system. 

The RL agent can learn to detect and respond to these attacks 

in real-time, while XAI techniques can provide explanations 

for the agent's decisions, ensuring transparency and 

accountability. 

Another example could involve using RL to optimize the 

parameters of a GAN model for generating more realistic and 

diverse attack scenarios. The XAI component could then 

explain the impact of different parameters on the generated 

scenarios, helping security analysts to fine-tune the model 

and improve its effectiveness. 

D. Hybrid and Integrated Approaches Combining 

Multiple AI Methods 

The use of AI in cybersecurity raises critical ethical 

considerations and potential risks. One concern is the 

potential for bias in AI models, which can lead to 

discriminatory outcomes or unfair treatment of specific 

individuals or groups [51]. Ensuring fairness and equity in 

AI-powered security systems is crucial to avoid perpetuating 

existing biases and discrimination [48]. 

Another concern is the potential misuse of AI by malicious 

actors to develop more sophisticated attacks or to evade 

detection. The development of adversarial AI, which aims to 

deceive or manipulate AI systems, poses a significant 

cybersecurity threat. Robustness and security of AI models 

against adversarial attacks are essential to ensure the integrity 

and effectiveness of AI-powered security solutions [49]. 

VII. CONCLUSION 

This review has highlighted the significant potential of AI 

in transforming IoT security. AI-powered solutions have 

demonstrated promising results in threat detection, anomaly 

detection, intrusion prevention, and secure authentication. 

Generative AI, particularly GANs, has proven valuable for 

threat modelling and simulation, while reinforcement 

learning has shown effectiveness in dynamic threat detection 

and response. Explainable AI has emerged as a crucial 

component for building trust and transparency in automated 

security decisions. As AI continues to advance, we can 

expect to see even more sophisticated and effective 

AI-powered security solutions for IoT. Future research 

should focus on developing more efficient and scalable AI 

models, addressing the challenges of adversarial attacks and 

bias, and exploring the integration of multiple AI techniques 

for comprehensive security solutions. Additionally, research 

on the ethical and societal implications of AI in IoT security 

is crucial to ensure the responsible and equitable deployment 

of these technologies. 

Practitioners should consider incorporating AI-powered 

security solutions into their IoT ecosystems to enhance threat 

detection and response capabilities. Researchers should 

continue to explore novel AI techniques, develop 

standardised benchmarks and evaluation metrics, and 

collaborate with industry partners to translate research 

findings into practical, real-world solutions. 

DECLARATION STATEMENT 

Funding No, I did not receive. 

Conflicts of Interest 
No conflicts of interest to the best of our 

knowledge. 

Ethical Approval and 

Consent to Participate 

No, the article does not require ethical 

approval or consent to participate, as it 

presents evidence that is not subject to 
interpretation. 

Availability of Data 
and Materials 

Not relevant. 

Authors Contributions I am the sole author of the article.  

REFERENCES 

1. Xu, L., He, W., & Li, S. (2014). Internet of Things in Industries: A 
Survey. IEEE Transactions on Industrial Informatics, 10, 2233-2243. 

https://doi.org/10.1109/TII.2014.2300753 

2. Hernandez-Ramos, J. L., Martinez, J. A., Savarino, V., Angelini, M., 
Napolitano, V., Skarmeta, A. F., & Baldini, G. (2021). Security and 

Privacy in Internet of Things-Enabled Smart Cities: Challenges and 
Future Directions. IEEE Security & Privacy, 19(1), 12–23. 

https://doi.org/10.1109/msec.2020.3012353  

3. Deep, S., Zheng, X., Jolfaei, A., Yu, D., Ostovari, P., & Bashir, A. K. 
(2020). A survey of security and privacy issues in the Internet of Things 

from the layered context. Transactions on Emerging 
Telecommunications Technologies, 33(6). 

https://doi.org/10.1002/ett.3935  

4. Meneghello, F., Calore, M., Zucchetto, D., Polese, M., & Zanella, A. 
(2019). IoT: Internet of Threats? A Survey of Practical Security 

Vulnerabilities in Real IoT Devices. IEEE Internet of Things Journal, 6, 
8182-8201. https://doi.org/10.1109/JIOT.2019.2935189 

5. Sarker, I. H., Kayes, A. S. M., Badsha, S., AlQahtani, H., Watters, P. A., 

& Ng, A. (2020). Cybersecurity data science: an overview from a 
machine learning perspective. Journal of Big Data, 7(1). 

https://doi.org/10.1186/s40537-020-00318-5  

6. Messaoud, S., Bradai, A., Bukhari, S. H. R., Quang, P. T. A., Ahmed, O. 

B., & Atri, M. (2020). A survey on machine learning in Internet of 

Things: Algorithms, strategies, and applications. Internet of Things, 12, 
100314. https://doi.org/10.1016/j.iot.2020.100314  

7. N. Manchanda, G. Kaur, S. Chauhan and N. Kaur, "Artificial 
Intelligence Based Techniques for Anomaly Detection in IoT: A 

Comparative Analysis," 2023 3rd International Conference on 

Technological Advancements in Computational Sciences (ICTACS), 
Tashkent, Uzbekistan, 2023, pp. 87-92, doi: 

https://doi.org/10.1109/ICTACS59847.2023.10389873 
8. Aruna, S., Mohana Priya, S., Reshmeetha, K., Salai Sudhayini, E., & 

Ajay Narayanan, A. (2023). Blockchain Integration with Artificial 

Intelligence and Internet of Things Technologies. 2023 7th International 
Conference on Intelligent Computing  

and Control Systems (ICICCS), 
688-694. 

https://doi.org/10.35940/ijitee.G9911.13070624
https://doi.org/10.35940/ijitee.G9911.13070624
http://www.ijitee.org/
https://doi.org/10.1109/TII.2014.2300753
https://doi.org/10.1109/msec.2020.3012353
https://doi.org/10.1002/ett.3935
https://doi.org/10.1109/JIOT.2019.2935189
https://doi.org/10.1186/s40537-020-00318-5
https://doi.org/10.1016/j.iot.2020.100314
https://doi.org/10.1109/ICTACS59847.2023.10389873


 

Artificial Intelligence in IoT Security: Review of Advancements, Challenges, and Future Directions 

19 

Published By: 

Blue Eyes Intelligence Engineering 
and Sciences Publication (BEIESP) 

© Copyright: All rights reserved. 

Retrieval Number: 100.1/ijitee.G991113070624 

DOI: 10.35940/ijitee.G9911.13070624 
Journal Website: www.ijitee.org 

 

https://doi.org/10.1109/ICICCS56967.2023.10142527 
9. Zikria, Y.B., Ali, R., Afzal, M.K., & Kim, S.W. (2021). 

Next-Generation Internet of Things (IoT): Opportunities, Challenges, 

and Solutions. Sensors (Basel, Switzerland), 21. 

https://doi.org/10.3390/s21041174 

10. Dutta, I.K., Ghosh, B., Carlson, A.H., Totaro, M.W., & Bayoumi, M.A. 
(2020). Generative Adversarial Networks in Security: A Survey. 2020 

11th IEEE Annual Ubiquitous Computing, Electronics & Mobile 
Communication Conference (UEMCON), 0399-0405. 

https://doi.org/10.1109/UEMCON51285.2020.9298135 

11. Gohel, P., Singh, P., & Mohanty, M. (2021). Explainable AI: current 
status and future directions. ArXiv, abs/2107.07045.  

12. Goodfellow, I.J., Pouget-Abadie, J., Mirza, M., Xu, B., Warde-Farley, 
D., Ozair, S., Courville, A.C., & Bengio, Y. (2014). Generative 

Adversarial Nets. Neural Information Processing Systems. 

13. Hu, W., & Tan, Y. (2017). Generating Adversarial Malware Examples 
for Black-Box Attacks Based on GAN. ArXiv, abs/1702.05983. 

14. Xiao, C., Li, B., Zhu, J., He, W., Liu, M., & Song, D.X. (2018). 
Generating Adversarial Examples with Adversarial Networks. ArXiv, 

abs/1801.02610. https://doi.org/10.24963/ijcai.2018/543 

15. Huang, A., Al-Dujaili, A., Hemberg, E., & O’Reilly, U. (2018). 
Adversarial Deep Learning for Robust Detection of Binary Encoded 

Malware. 2018 IEEE Security and Privacy Workshops (SPW), 76-82. 

https://doi.org/10.1109/SPW.2018.00020 

16. Ring, M., Wunderlich, S., Scheuring, D., Landes, D., & Hotho, A. 

(2019). A Survey of Network-based Intrusion Detection Data Sets. 
Comput. Secur., 86, 147-167. 

https://doi.org/10.1016/j.cose.2019.06.005 
17. Wang, D., Li, C., Wen, S., Nepal, S., & Xiang, Y. (2018). Defending 

Against Adversarial Attack Towards Deep Neural Networks Via 

Collaborative Multi-Task Training. IEEE Transactions on Dependable 
and Secure Computing, 19, 953-965. 

https://doi.org/10.1109/TDSC.2020.3014390 
18. Zixu, T., Liyanage, K.S., & Mohan, G. (2020). Generative Adversarial 

Network and Auto Encoder based Anomaly Detection in Distributed 

IoT Networks. GLOBECOM 2020 - 2020 IEEE Global 
Communications Conference, 1-7. 

https://doi.org/10.1109/GLOBECOM42002.2020.9348244 
19. Sagduyu, Y.E., Shi, Y., & Erpek, T. (2019). IoT Network Security from 

the Perspective of Adversarial Deep Learning. 2019 16th Annual IEEE 

International Conference on Sensing, Communication, and Networking 
(SECON), 1-9. https://doi.org/10.1109/SAHCN.2019.8824956 

20. Usama, M., Asim, M., Latif, S., & Qadir, J. (2019, June). Generative 
adversarial networks for launching and thwarting adversarial attacks on 

network intrusion detection systems. In 2019, the 15th International 

Wireless Communications & Mobile Computing Conference (IWCMC) 
(pp. 78-83). IEEE. https://doi.org/10.1109/IWCMC.2019.8766353 

21. Sutton, R.S., & Barto, A.G. (1998). Reinforcement Learning: An 
Introduction. IEEE Trans. Neural Networks, 9, 1054-1054. 

https://doi.org/10.1109/TNN.1998.712192 

22. Adawadkar, A.M., & Kulkarni, N. (2022). Cyber-security and 
reinforcement learning - A brief survey. Eng. Appl. Artif. Intell., 114, 

105116. https://doi.org/10.1109/COMST.2021.3073036 
23. Chen, W., Qiu, X., Cai, T., Dai, H., Zheng, Z., & Zhang, Y. (2021). 

Deep Reinforcement Learning for Internet of Things: A Comprehensive 

Survey. IEEE Communications Surveys & Tutorials, 23, 1659-1692. 
https://doi.org/10.1109/COMST.2021.3073036 

24. Wang, X., Wang, C., Li, X., Leung, V.C., & Taleb, T. (2020). Federated 
Deep Reinforcement Learning for Internet of Things With 

Decentralized Cooperative Edge Caching. IEEE Internet of Things 

Journal, 7, 9441-9455. https://doi.org/10.1109/JIOT.2020.2986803 

25. Mnih, V., Kavukcuoglu, K., Silver, D., Rusu, A.A., Veness, J., 

Bellemare, M.G., Graves, A., Riedmiller, M.A., Fidjeland, A.K., 
Ostrovski, G., Petersen, S., Beattie, C., Sadik, A., Antonoglou, I., King, 

H., Kumaran, D., Wierstra, D., Legg, S., & Hassabis, D. (2015). 

Human-level control through deep reinforcement learning. Nature, 518, 
529-533. https://doi.org/10.1038/nature14236 

26. Mao, H., Alizadeh, M., Menache, I., & Kandula, S. (2016). Resource 
Management with Deep Reinforcement Learning. Proceedings of the 

15th ACM Workshop on Hot Topics in Networks. 

https://doi.org/10.1145/3005745.3005750 
27. Nguyen, T.T., & Reddi, V.J. (2019). Deep Reinforcement Learning for 

Cyber Security. IEEE Transactions on Neural Networks and Learning 
Systems, 34, 3779-3795. 

https://doi.org/10.1109/TNNLS.2021.3121870 

28. Alavizadeh, H., Jang, J., & Alavizadeh, H. (2021). Deep 
Q-Learning-based Reinforcement Learning Approach for Network 

Intrusion Detection. Comput., 11, 41. 
https://doi.org/10.3390/computers11030041 

29. Al-amri, R., Murugesan, R.K., Man, M.B., Abdulateef, A.F., Al-Sharafi, 
M.A., & Alkahtani, A.A. (2021). A Review of Machine Learning and 

Deep Learning Techniques for Anomaly Detection in IoT Data. Applied 

Sciences. https://doi.org/10.3390/app11125320 

30. Li, Y. (2017). Deep Reinforcement Learning: An Overview. ArXiv, 

abs/1701.07274. 
31. Liang, E., Liaw, R., Nishihara, R., Moritz, P., Fox, R., Gonzalez, J., 

Goldberg, K., & Stoica, I. (2017). Ray RLLib: A Composable and 
Scalable Reinforcement Learning Library. ArXiv, abs/1712.09381. 

32. Tharewal, S., Ashfaque, M.W., Banu, S.S., Uma, P., Hassen, S.M., & 

Shabaz, M. (2022). Intrusion Detection System for Industrial Internet of 
Things Based on Deep Reinforcement Learning. Wireless 

Communications and Mobile Computing. 
https://doi.org/10.1155/2022/9023719 

33. Tharewal, S., Ashfaque, M.W., Banu, S.S., Uma, P., Hassen, S.M., & 

Shabaz, M. (2022). Intrusion Detection System for Industrial Internet of 
Things Based on Deep Reinforcement Learning. Wireless 

Communications and Mobile Computing. 
https://doi.org/10.1155/2022/9023719 

34. Hüttenrauch, M., Šošić, A., & Neumann, G. (2018). Deep 

Reinforcement Learning for Swarm Systems. J. Mach. Learn. Res., 20, 
54:1-54:31.  

35. Huang, S.H., Papernot, N., Goodfellow, I.J., Duan, Y., & Abbeel, P. 

(2017). Adversarial Attacks on Neural Network Policies. ArXiv, 

abs/1702.02284. 

36. Samek, W., & Müller, K. (2019). Towards Explainable Artificial 
Intelligence. ArXiv, abs/1909.12072. 

https://doi.org/10.1007/978-3-030-28954-6_1 
37. Ribeiro, M., Singh, S., & Guestrin, C. (2016). “Why Should I Trust 

You?”: Explaining the Predictions of Any Classifier. Proceedings of the 

22nd ACM SIGKDD International Conference on Knowledge 
Discovery and Data Mining. https://doi.org/10.1145/2939672.2939778 

38. Lundberg, S.M., & Lee, S. (2017). A Unified Approach to Interpreting 
Model Predictions. Neural Information Processing Systems. 

39. Wachter, S., Mittelstadt, B.D., & Russell, C. (2017). Counterfactual 

Explanations Without Opening the Black Box: Automated Decisions 
and the GDPR. Cybersecurity. https://doi.org/10.2139/ssrn.3063289 

40. Adadi, A., & Berrada, M. (2018). Peeking Inside the Black-Box: A 
Survey on Explainable Artificial Intelligence (XAI). IEEE Access, 6, 

52138-52160. https://doi.org/10.1109/ACCESS.2018.2870052 

41. Doshi-Velez, F., & Kim, B. (2017). Towards A Rigorous Science of 
Interpretable Machine Learning. arXiv: Machine Learning. 

42. R. Prabha, Balakrishnan S, S. Deivanayagi, V.K.G. Kalaiselvi, D. 
Pushgara Rani, Aswin G, A Review of Classification Algorithms in 

Machine Learning for Medical IoT, International Journal of 

Pharmaceutical Research. Jan - Mar 2021, Vol. 13, Issue 1, pp. 3000 – 
3007. https://doi.org/10.31838/ijpr/2021.13.01.448  

43. Sridhar, P. K., Srinivasan, N., Arun Kumar, A., Rajendran, G., & 
Perumalsamy, K. K. (2024). A Case Study on the Diminishing 

Popularity of Encoder-Only Architectures in Machine Learning Models. 

In International Journal of Innovative Technology and Exploring 
Engineering (Vol. 13, Issue 4, pp. 22–27). Blue Eyes Intelligence 

Engineering and Sciences Publication - BEIESP. 
https://doi.org/10.35940/ijitee.d9827.13040324  

44. Gunning, D., Stefik, M., Choi, J., Miller, T., Stumpf, S., & Yang, G. 

(2019). XAI—Explainable artificial intelligence. Science Robotics, 4. 
https://doi.org/10.1126/scirobotics.aay7120 

45. Guidotti, R., Monreale, A., Turini, F., Pedreschi, D., & Giannotti, F. 
(2018). A Survey of Methods for Explaining Black Box Models. ACM 

Computing Surveys (CSUR), 51, 1 - 42. 

https://doi.org/10.1145/3236009 

46. S. Vasu, A.K. Puneeth Kumar, T. Sujeeth, Dr.S. Balakrishnan, “A 

Machine Learning Based Approach for Computer Security”, Journal of 
Advanced Research in Dynamical & Control Systems. Vol . 10, 

11-Special issue, 2018, pp. 915- 919. 

47. Rajendran, G., Arun Kumar, A., Sridhar, P. K., Perumalsamy, K. K., & 
Srinivasan, N. (2024). A Comprehensive Approach for Enhancing 

OSINT through Leveraging LLMs. International Refereed Journal of 
Engineering and Science (IRJES), 13(2), 61–66. 

https://www.irjes.com/Papers/vol13-issue2/H13026166.pdf 

48. Barocas, S., & Selbst, A.D. (2016). Big Data's Disparate Impact. 
California Law Review, 104, 671. https://doi.org/10.2139/ssrn.2477899 

 
 

 

 
 

 
 

 

https://doi.org/10.35940/ijitee.G9911.13070624
https://doi.org/10.35940/ijitee.G9911.13070624
http://www.ijitee.org/
https://doi.org/10.1109/ICICCS56967.2023.10142527
https://doi.org/10.3390/s21041174
https://doi.org/10.1109/UEMCON51285.2020.9298135
https://doi.org/10.24963/ijcai.2018/543
https://doi.org/10.1109/SPW.2018.00020
https://doi.org/10.1016/j.cose.2019.06.005
https://doi.org/10.1109/TDSC.2020.3014390
https://doi.org/10.1109/GLOBECOM42002.2020.9348244
https://doi.org/10.1109/SAHCN.2019.8824956
https://doi.org/10.1109/IWCMC.2019.8766353
https://doi.org/10.1109/TNN.1998.712192
https://doi.org/10.1109/COMST.2021.3073036
https://doi.org/10.1109/COMST.2021.3073036
https://doi.org/10.1109/JIOT.2020.2986803
https://doi.org/10.1038/nature14236
https://doi.org/10.1145/3005745.3005750
https://doi.org/10.1109/TNNLS.2021.3121870
https://doi.org/10.3390/computers11030041
https://doi.org/10.3390/app11125320
https://doi.org/10.1155/2022/9023719
https://doi.org/10.1155/2022/9023719
https://doi.org/10.1007/978-3-030-28954-6_1
https://doi.org/10.1145/2939672.2939778
https://doi.org/10.2139/ssrn.3063289
https://doi.org/10.1109/ACCESS.2018.2870052
https://doi.org/10.31838/ijpr/2021.13.01.448
https://doi.org/10.35940/ijitee.d9827.13040324
https://doi.org/10.1126/scirobotics.aay7120
https://doi.org/10.1145/3236009
https://www.irjes.com/Papers/vol13-issue2/H13026166.pdf
https://doi.org/10.2139/ssrn.2477899


International Journal of Innovative Technology and Exploring Engineering (IJITEE) 

ISSN: 2278-3075 (Online), Volume-13 Issue-7, June 2024  

20 

Published By: 

Blue Eyes Intelligence Engineering 
and Sciences Publication (BEIESP) 

© Copyright: All rights reserved. 

Retrieval Number: 100.1/ijitee.G991113070624 

DOI: 10.35940/ijitee.G9911.13070624 
Journal Website: www.ijitee.org 

 

49. Papernot, N., McDaniel, P., Goodfellow, I.J., Jha, S., Celik, Z.B., & 
Swami, A. (2016). Practical Black-Box Attacks against Machine 

Learning. Proceedings of the 2017 ACM on Asia Conference on 

Computer and Communications Security. 

https://doi.org/10.1145/3052973.3053009 

50. S. Balakrishnan, Taxonomy and Architecture of Internet of Things: An 
overview of Disruptive Technology, CSI Communications magazine, 

Volume No. 44, Issue No. 1, April 2020, pp. 8-10. 
51. Srinivasan, N., Perumalsamy, K. K., Sridhar, P. K., Rajendran, G., & 

Arun Kumar, A. (2024). Comprehensive Study on Bias In Large 

Language Models. International Refereed Journal of Engineering and 
Science (IRJES), 13(2), 77–82. 

https://www.irjes.com/Papers/vol13-issue2/J13027782.pdf  

AUTHOR PROFILE 

Nitin Srinivasan is a Software Engineer III at Google, 

California. He has made significant contributions to 
prominent ML Frameworks such as TensorFlow, 

improving CI build speeds and expanding its 

accessibility and usability across various platforms. He 
holds a master’s degree in computer science from the 

University of Massachusetts Amherst, where his focus 
was on deep learning and natural language processing. 

 

 

Disclaimer/Publisher’s Note: The statements, opinions and 

data contained in all publications are solely those of the 

individual author(s) and contributor(s) and not of the Blue 

Eyes Intelligence Engineering and Sciences Publication 

(BEIESP)/ journal and/or the editor(s). The Blue Eyes 

Intelligence Engineering and Sciences Publication (BEIESP) 

and/or the editor(s) disclaim responsibility for any injury to 

people or property resulting from any ideas, methods, 

instructions or products referred to in the content. 
 

 
 

https://doi.org/10.35940/ijitee.G9911.13070624
https://doi.org/10.35940/ijitee.G9911.13070624
http://www.ijitee.org/
https://doi.org/10.1145/3052973.3053009
https://www.irjes.com/Papers/vol13-issue2/J13027782.pdf

