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Smishing Detection: Combating SMS Phishing
Attacks by Utilizing Machine-Learning Algorithms

Agsa Shaikh, Mariya Shaikh, Srivaramangai R.

Abstract: With the rapid uptake of mobile communications,
cybercriminals have increasingly resorted to using SMS (Short
Message Services) in the guise of phishing attacks commonly
referred to as smishing (SMS phishing). Phishing SMS messages
impersonate trusted organizations to persuade users into clicking
malicious links, providing personal credentials, or installing
malware. This paper reviews the latest advancements in machine
learning for smishing detection, drawing on insights from various
studies on the subject. It examines critical machine learning
models, including Deep Learning models (CNN, LSTM), Logistic
Regression, Random Forest, Support Vector Machines (SVM),
and Gradient Boosting, to classify messages as spam, phishing, or
legitimate. It examines feature extraction techniques such as TF-
IDF, N-grams, and natural language processing (NLP) in the
hope of improving detection accuracy. In this way, it also examines
how cyber threat intelligence and real-world datasets, such as
SpamAssassin, the UCI Machine Learning Repository, and
PhishTank, can be utilised to develop robust models. The results
show that ensemble learning and hybrid deep learning techniques
are more effective at identifying objects than traditional methods,
and they achieve this without increasing the number of false
positives. Challenges such as adversarial SMS attacks,
multilingual phishing messages, and limitations in real-time
detection remain plausible. Future work needs to explore
adaptability to real-time models, CTI-based threat analysis, and
transparent Al (XAI) detection. Applying machine learning-driven
smishing detection enhances the overall solution's intelligent,
automated approach and adaptive defence mechanisms against
evolving mobile phone phishing threats, resulting in increased
security for mobile devices and, consequently, their users.
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TD-IDF: Term Frequency Inverse Document Frequency
OFVA: Optimal Feature Extraction Algorithm
IndRNN: Independent Recurrent Neural Network
CapsNet: Capsule Network

RF: Random Forest

CTI-MURLD: Cyber Threat Intelligence-based Malicious URL
Detection

LSTM: Long Short-Term Memory

BoW: Bag-of-Words

MLP: Multilayer Perceptron

CNN: Convolutional Neural Networks

Al Artificial Intelligence

URL: Uniform Resource Locator

MTD: Mobile Threat Defence

QML: Qt Modelling Language

NLP: Natural Language Processing

I. INTRODUCTION

The onslaught of scamming is inescapable, what with us

using our phones for everything these days. Smishing (SMS
phishing) is one of the scariest threats. This involves attackers
sending fraudulent messages that appear to come from trusted
organisations, such as banks, delivery services, and
government agencies. Such short messages either harass the
receivers into clicking on malicious links or solicit sensitive
information that opens a door to financial fraud, identity theft,
or even malware infection. There is a need to detect such
scams as they become more sophisticated over time.
Conventional smishing detection approaches, such as
blacklisting and rule-based filters, are no longer practical
since attackers have learned to update their arsenal
continually. Machine learning (ML) algorithms are now
being employed as robust tools to combat the significant issue
of smishing message detection. ML models can learn from
past evidence to identify patterns in smishing messages and
detect suspicious ones, all while enhancing their capabilities
through continuous learning.

Therefore, the main emphasis of this paper is on:

A. How machine learning can help in the detection of
smishing messages.

B. A comparison of different ML models and their relative
performance in detecting phishing.

C. The issue of detecting new attacks and reducing false
positives.

D. Recommendations for the future development of Al-based
SMS phishing detection with real-time data analysis.

The work is concerned with using "machine learning," a
sub-parcelling of Al incorporation, in the detection of
smishing messages. This paper provides a detailed review of
various machine learning methods for smishing detection.
The proposed methods include

neural networks, support

vector machines (SVMs),

deep  learning  models,
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random forests, and decision trees for comparing their
efficiencies in distinguishing phishing messages. The paper
discusses various methods of feature extraction, including
text-based methods (TF-IDF, N-grams), URL analysis, and
behavioural analysis, which contribute to improving the
accuracy of detection levels. We will discuss various
machine-learning methods and their applications in
combating such text message schemes. In doing so, we aim
to give a detailed overview of how this technology can be
used against smishing and what challenges remain.

II. LITERATURE REVIEW

According to Timko et al. [1], the study evaluated users'
ability to differentiate between genuine messages and
smishing messages through an online survey involving 187
participants. The implications of the findings suggest that
attention and security behavioural scores significantly affect
users' accuracy when identifying smishing messages. The
author states that the accuracy of fake messages was 67.1%,
while the accuracy of real messages was 43.6%, indicating
the difficulty in the matter concerning user awareness.
Mahmood and Hameed [2] note an increasing threat of
smishing, which involves phishing via SMS messages in the
mobile communication sector. The study proposes a method
to detect smishing that utilises a combination of URL
inspection by Google Engine and VirusTotal, along with an
analysis of the content in the SMS. The research employed
four machine-learning classifiers, building on the
classification of messages into legitimate versus smishing,
using Support Vector Machine (SVM), Random Forest (RF),
Adaptive Boosting (AdaBoost), and Extreme Gradient
Boosting (XGBoost). The model thereby attained an accuracy
of 98.5%, which is superior to existing methods concerning
smishing message detection. Ankit et al. [3] note that
smishing—a growing threat to Cybersecurity—deceives
users into installing malicious software. The approach is a
two-phase machine learning methodology for spam and
smishing text detection: first, spam is differentiated from
ham, and subsequently, smishing detection is performed on
spam. Achieving 96% accuracy with different classifiers,
notably neural networks. The study confirms the importance
of unique phishing features and information gain values for
improved classification quality. Sharif et al. [4] note that
detection of suspicious text is a vital subject in cybersecurity,
particularly in Bengali language processing. In his studies, he
proposed a machine-learning-based model for classifying text
as either suspicious or non-suspicious. With a collection of
7,000 Bengali text documents, the model, which
encompasses classifiers such as logistic regression and
random forest, achieved an accuracy of 84.57%. His study
emphasizes that both unigram and bigram features are
significant for enhancing classification performance.
Mohanty et al. [5] identify that identifying cyber threats
posed by suspicious URLs is crucial for internet security. It
also creates unique models of multi-class ML-based
classification to recognise instances of spam, phishing,
defacement attacks, and malware. A model utilising
classifiers such as decision trees and logistic regression can
achieve an accuracy of 94.1% by leveraging lexical features
of URLs. It is demonstrated that feature extraction and
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classification techniques can significantly enhance the
current state of threat detection. Sohn et al. [6] have taken
spam filtering a step further by incorporating stylistic features
beyond plain content-based filtering. This study examines the
effectiveness of stylometric features, including the use of
special characters, word length, part-of-speech n-grams, and
frequency of function words, in distinguishing between spam
and legitimate messages. Using a machine-learning model,
their method enhances detection accuracy by minimising
false negatives while maintaining a very low false-positive
rate. Thus, the results indicate that the inclusion of writing
style patterns has considerably improved the performance of
SMS spam filters. Schlette et al. [7] note that Cyber Threat
Intelligence (CTI) is crucial for managing security incident
responses and their associated threat data in an organised
manner within an organisation. The study evaluates the six
CTI formats identified as key concepts for increased
efficiency in incident response. This involves discussing
playbooks, automation, and standardising the format in
cybersecurity defence. The results suggest that using multiple
CTI formats enhances response capability, enabling
organisations to mitigate cyber threats more effectively.
Chong et al. [8] note that malicious URL detection is
necessary because the increasing use of mobile devices has
led to the evolution of web vulnerabilities. Their efforts
involve combining machine learning with URL lexical
features, JavaScript source code features, and payload size to
identify malicious URLs. Using an SVM with a polynomial
kernel, they achieved 81% accuracy and a 74% F1 score. The
work discusses the reassurance provided by real-time
detection of malicious URLSs, highlighting how features such
as URL patterns and JavaScript obfuscation markers can
significantly bolster security. Jain et al. [9] note that spam and
phishing attacks are critical threats in cybersecurity. His work
proposes machine learning-based detection of spam messages
and phishing links. The model is built using datasets of
known phishing sites and spam messages for newly incoming
content, which are classified based on unique features.
Various algorithms, including Random Forest and Support
Vector Classifier, were evaluated and exhibited high
capabilities in detecting threats. Jaiswal and Raut [10] note
that cybersecurity presents URLs as a significant threat due
to scams, data theft, and the spread of malicious programs.
Hence, the study suggests machine learning to detect and
block URLs. The proposed model enhances detection by
analysing content through web crawling and sentiment
analysis. The study highlights a pressing need for enhanced
detection methodologies, as the changes in the cyber world
are also evolving the threats. Aljabri et al. [11] have noted
that malicious URLs pose an increasing threat to
cybersecurity, resulting in phishing, malware, and data
breaches. The review examines machine learning techniques
for detecting these threats, analysing various types of
features, detection methods, and the limitations of the
datasets. The study argues that traditional blacklists are
unable to identify new threats, and that supervised learning
and deep learning models show promise in detecting
malicious URLs. The paper also
discusses the challenges of
dataset quality and the
evolving nature of attacks,
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emphasising the need for detection techniques that can learn
and adapt to these changes. Tamal et al. [12] note that the
growing nature of phishing attacks poses an ever-increasing
cybersecurity threat due to their evolving nature and the
inertia of existing detection techniques. This study aims to
present the OFVA (Optimal Feature Extraction Algorithm) as
a potential means of improving the existing phishing
detection using supervised machine learning (ML). After
analysing 274,446 URLs, 41 important intra-URL features
were extracted from the model, and multiple classifiers were
applied; among these, random forests achieved an accuracy
of 97.52%. The study argues for the need for adaptive
detection methods to wage an efficient war against phishing
attacks. Rifah et al. [13] note that URL detection is crucial in
safeguarding against a spectrum of cyber threats, including
phishing and malware attacks. They propose a machine
learning detection framework based on logistic regression for
classifying URLs as safe or unsafe. The system relies on
analysing URL structure and behaviour to effectively identify
links that may pose a threat, without relying on webpage
content. This method protects cyberspace via rapid and
effective threat detection. Li and Dib [14], propose a new
machine-learning architecture for detecting both known and
unknown malicious URLSs in real-time. The system classifies
URLs into three major classes: phishing, malware, and others,
utilising tree-based algorithms and CL-K-means. It achieves
92.54% accuracy in detecting zero-day attacks, completing a
single classification in under 14 milliseconds. Yuan et al. [15]
proposed a model for parallel neural joint detection of
malicious URLs. The above system converts URLs into word
embeddings and grayscale images, then extracts semantic and
visual features and processes them with IndRNN and
CapsNet with an attention mechanism. This achieves a very
high classification accuracy and outperforms traditional
techniques. Xuan et al. [16] propose a machine learning-
based method to detect malignant URLs. The system extracts
features from lexical features, host-based features, and
correlated groups to create new URL attributes for training
Random Forest, SVM, etc., to categorise them as safe or
malignant. The outcome demonstrated that the Random
Forest Model can achieve high accuracy on larger datasets,
making this approach not only efficient but also practical.
Ravindra et al. [17] note that phishing poses a significant
security threat in cybersecurity by deceiving users into
divulging sensitive information. The study presents a
Random Forest machine learning-based detection system that
classifies a URL as either legitimate or phishing. The system
analyses URL features, including length, suspicious
characters, and subdomains, to enhance detection accuracy.
With a dataset of 4000 URLs, this model has achieved an
accuracy of 86%, providing effective identification and
blocking of phishing threats. Cao and Caverlee [18] Note
That Social media spam URL detection is important in
mitigating phishing and malware attacks. The research
describes a type of detection based on behaviour that
examines the posting patterns of URLs, along with user
interactions with those URLs. By measuring and evaluating
fifteen behavioural features using a dataset of seven million
URLs, the approach achieves the highest accuracy, with 86%
precision and recall. This method strengthens spam detection
beyond the traditional techniques that rely on blacklists.
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Reyes-Dorta et al. [19] evaluated ML and QML techniques
for detecting fraudulent URLSs in their study. More than 90%
true positive rates were achieved using classical ML
algorithms like decision trees, logistic regression, and neural
networks. Subsequently, QML was explored through
methods such as the Variational Quantum Classifier, yielding
promising results that seem to match those achieved by
classical models. The authors highlight the promise of QML
in cybersecurity, albeit limited due to the constraints of
current quantum hardware and datasets. Sonowal [20]
suggests that improving smishing message (SMS phishing
detection) can be achieved through feature selection and
machine learning. Conducted five different ranking
algorithms and concluded that the one with the best
performance is Kendall rank correlation with an AdaBoost
classifier, which showed the highest accuracy of 98.40% by
reducing the feature set to 61.53%. Thus, indicating an
efficient method for improving smishing detection. Canali et
al. [21]. In essence, the goal of Prophiler is to quickly filter
out malicious web pages in the most efficient manner
possible. This system utilises static analysis techniques to
identify malicious features within the HTML content,
JavaScript code, and URL structure of a specific site. The
classification mechanism distinguishes between benign and
malicious web pages using machine learning classifiers.
Prophiler significantly reduces the workload of dynamic
analysis tools by filtering approximately 85% of benign
pages. The study demonstrates how Prophiler achieves high
accuracy in detecting actual threats while maintaining a low
false negative rate. This makes it truly usable for large-scale
web security. Tabassum et al. [22] note that malicious URLs
pose threats to cybersecurity due to phishing websites and
malware. Traditional blacklisting methods have proven to be
ineffectively slow at best when it comes to addressing new
threats. It is against this backdrop that the study investigates
machine learning for better accuracy in the detection of
harmful URLs. Its findings indicate that Random Forest and
Neural Networks achieve an accuracy of above 90% in
various tests. Regarding the research's findings, it also
highlighted the evolving nature of threats and challenges
posed by zero-day attacks, as well as proposed adaptations
for future improvements. Ghaleb et al. [23] Note That
Malicious websites pose a significant cybersecurity threat,
often used for phishing, malware, and fraud. It's extremely
challenging to detect new types of attacks using traditional
detection approaches. In this paper, we present Cyber Threat
Intelligence-based Malicious URL Detection (CTI-
MURLD), an ensemble learning-based model to improve
detection accuracy. It extracts URL-based cyber threat
intelligence (CTI) and Whois-based features based on a web
search. The best classification improves detection accuracy
through a two-stage classification process that combines
Random Forest (RF) and Multilayer Perceptron (MLP).
Improvement in accuracy is 7.8%, with a 6.7% decrease in
false positives compared to previous methods. Das Gupta et
al. [24] note that an increase in the instances of SMS being
used as an avenue for fraud or sending unsolicited messages
has made this study relevant.
Conventional rule-based
methods of detection often
fail to deal with new spam

Published By:
Blue Eyes Intelligence Engineering

Exploring Innovation

© Copyright: All rights reserved.


https://doi.org/10.35940/ijitee.D1068.14050425
http://www.ijitee.org/

Smishing Detection: Combating SMS Phishing Attacks by Utilizing Machine-Learning Algorithms

patterns. This study proposes the use of machine learning to
classify SMS as either spam or ham (legitimate). Several
classifiers, including Random Forest (RF), Naive Bayes, and
Support Vector Machine (SVM), were evaluated to compare
their accuracy in spam detection. The results showed that
Random Forest achieved the best accuracy in classifying
spam messages. The study points out that the success of
spam detection is influenced significantly by feature selection
and text preprocessing. Palwankar et al. [25], detected the
malicious link to mitigate phishing and malware attacks.
Traditional methods have become a hindrance, as they have
been unsuccessful in keeping pace with emerging threats.
This research proposes an approach based on machine
learning, utilising logistic regression and random forest
models. The system will be URL-based and not rely on the
page's content. Improvements in operational efficiency will
also involve integrating VirusTotal and GNews APIs for real-
time verification and updates. The results yield improvements
in both accuracy and security, making browsing safer.

III. OBSERVATIONS

A. Increasing Smishing Attacks Threatening Growth

Smishing/SMS  Phishing—With serious cyber-attack
potential, smishing also employs social engineering to coerce
users into divulging sensitive information, downloading
malware, or visiting malicious websites. In the modern world,
where mobile communication is increasingly becoming an
integral part of daily life, such cybercriminals rely more on
trust in text messaging services rather than targeting
individuals.  Attackers often impersonate legitimate
communications to appear as if they are from banks,
governments, delivery services, or well-known brands,
thereby establishing trust with users. Mobile banking and
online transactions have only accelerated the ease with which
financial scams, identity theft, or ransomware attacks can
target new victims. Some mainstream rule-based detection
methods, such as blacklists and keyword-based filtering, do
not effectively capture the latest, evolving attack strategies.
This fact renders them practically ineffective against so-
called sophisticated phishing schemes.

B. Machine Learning Role in the Efficiency of Smishing
Detection

Machine Learning (ML) is a powerful and streamlined
mechanism for combating smishing cases, as it enables the
use of automated and intelligent detection schemes that are
adaptable to new threats. ML models, based on analysing
message content, URLs, the sender's behaviour, and
metadata, improve security through their in-depth scrutiny of
suspicious messages. It is a reality that supervised learning
models, such as support vector machines, random forests,
decision trees, and neural networks, have consistently
delivered highly accurate results in smishing detection.
Convolutional Neural Networks (CNNs) and Long Short-
Term Memory (LSTMs) are deep learning models that have
achieved excellent success rates in understanding language
patterns and providing contextual information for messages,
thereby positively impacting the classification of phishing
messages. Combined with ensemble learning and deep
learning, these hybrid approaches integrate different
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techniques, exhibiting superiority over unimodal approaches
by reducing false positives and increasing detection rates. Al-
backed, real-time dynamic detection systems, combined with
reinforcement learning, are set to ensure dynamic protection
by enriching knowledge bases with updated phishing
patterns.

C. Feature Engineering and Data Analysis Significance

Extracting and analyzing relevant features extracted from
text messages, URLs, and sender information is a
fundamental aspect of improving detection rates for
smishing.

» Lexical Feature Extraction: TF-IDF, N-grams, or Bag-of-
Words (BoW) would perform extremely effective feature
extraction, helping ML models analyse the structure of an
SMS to detect abnormalities associated with phishing
messages.

»  URL Inspection: Analysis reveals details from I[P address,
domain age, and WHOIS information, utilising URL-
based features that can also help classify fraudulent and
abusive links embedded in SMS messages.

»  Behavioural Analysis: Tracking message patterns,
response frequencies from senders, and behaviour will
enable ML models to distinguish between potential
phishing attempts and simple communication.

»  Threat intelligence: CTl—Integrating with external
databases on cybersecurity threats from VirusTotal,
PhishTank, and Google Safe Browsing will further
enhance the ability of detection systems to identify
malicious URLSs or phishing attempts.

D. Challenges in Smishing Detection

Nonetheless, some challenges remain, even with the
successful deployment of machine learning-based smishing
detection.

»  Adversarial SMS  Attacks: Attackers constantly
metamorphose their SM'S messages to evade detection by
ML. They employ various obfuscation techniques,
including character replacement, addition of spaces, and
word variation.

»  Multilingual Contextual Issues: Many phishing messages
are written in multiple languages, making it challenging
for models to generalise well if they are trained on specific
linguistic features.

» Real-Time Processing Constraints: Detect smishing
messages in real-time while achieving high detection
accuracy with low rates of false positives for security
systems on mobile devices.

» Privacy and Data Security Issues: For training machine
learning models using SMS data, one needs to access user
messages, which raises concerns about privacy and
compliance with various data protection regulations, such

as the GDPR.

E. Future Research and Emerging Trends

Future research will focus on
further developing security
measures that are
increasingly smarter,
adaptable, and dynamic.
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Explainable AI: Making Interpretable decision-making in
an ML model will help flag a message as malicious,
allowing security teams and users to understand why
something is flagged as malevolent.

Federated Learning for Detection and Preservation of
Privacy: SMS data will not be stored in a centralised
database for training;, models will train locally on the
user's device, making it safer than a centralised system.

Adaptive and Self-Learning Models: Reinforcement
learning techniques will support continuous learning and
adaptation to new phishing attack patterns.

Mobile Threat Defence (MTD): Smishing detection can
then be combined with broader cyber strategies, including
endpoint protection, fraud detection, and behavioural
biometrics, to provide comprehensive round-the-clock
security solutions.

Automated Incident Response: Integrating mobile security
applications will speed up and automate the remediation
of smishing.

IV. CONCLUSION

Smishing attacks pose a serious risk to cybersecurity,

necessitating countermeasures that are far more advanced
than traditional filtering techniques. Machine-learning-based
approaches have demonstrated high accuracy in detecting
smishing using deep learning, behavioural analysis, and real-
time threat intelligence. Machine learning models, namely

supervised,

unsupervised, and deep learning-based

techniques, have successfully found application in the
detection and mitigation of smishing attacks. Several
methodologies for feature extraction, including NLP, URL

analysis,

and behavioural monitoring, have improved

specificity for false positives. Nevertheless, the issues posed
by adversarial evasion attacks, multilingualism, and the need
for real-time processing availability constrain continuous
model improvement and research over time. The combination
of explainable Al, cyber threat intelligence, and adaptive
machine learning models constitutes the cornerstone for
designing a robust, scalable, and transparent detection
mechanism for smishing. By enhancing the research agenda
on innovative threat detection, the cybersecurity fraternity
can genuinely move the needle in mitigating the risk that
SMS phishing poses and in improving mobile security
overall.
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