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Abstract: Digital twin (DT) technology combined with 

artificial intelligence (AI) is becoming a key enabler for 

resilient and self-optimising electrical power networks that 

are increasingly digitalised. A digital twin is a continuously 

updated virtual representation of a physical grid asset or network 

that uses real-time sensor, phasor measurement unit (PMU), and 

Internet of Things (IoT) data to closely mirror its physical 

counterpart. Digital twins become predictive, prescriptive, and 

self-healing decision-support systems when machine learning 

(ML) and deep learning (DL) algorithms are integrated into this 

virtual-physical feedback loop. This review aims to bring 

together the recent literature (2020-2025) on the field of AI-

powered digital twins under four thematic areas: (i) architectural 

foundations and enabling technologies, (ii) real-time monitoring 

and state estimation, (iii) predictive control and maintenance, and 

(iv) cybersecurity monitoring and threat mitigation. Tables 

summarise enabling technologies, predictive-control case studies, 

and case studies of cyber-threat countermeasures reported in the 

literature. The review also pinpoints open research challenges 

such as interoperability standards, federated and privacy-

preserving learning, explainability of AI-driven decisions on the 

grid, and quantum-assisted twin computation. It suggests a 

research roadmap for further work. The synthesis signals that 

while AI-powered digital twins can tangibly reduce unplanned 

downtime, improve forecasting precision, and boost cyber-

physical attack resilience, standardisation, data governance, and 

trustworthy AI remain to be addressed to enable widespread 

adoption. 
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Nomenclature: 

DT: Digital Twin 
AI: Artificial Intelligence 
PMU: Phasor Measurement Unit 

DL: Deep Learning 
IoT: Internet of Things 
DOI: Digital Object Identifier 
GRU: Gated Recurrent Units 
RNN: Recurrent Neural Networks 
STLF: Short-Term Load Forecasting 
LSTM: Long Short-Term Memory 

I. INTRODUCTION 

The electrical power grid is shifting from a centralised, 

bidirectional system to a decentralised system with high 

penetration of distributed renewable energy resources, 

electric vehicles, and distributed generation. This shift, 

known as the smart grid paradigm, requires technologies that 

can handle ever-growing complexity, variability and cyber 

risk. The digital twin has been proposed as a useful solution, 

providing a virtual representation of the grid's assets that can 
be interrogated, simulated, and optimised in real time without 

interrupting physical grid operations [1]. The digital twin 

concept, coupled with AI, extends beyond 3D visualisation 

to predictive and prescriptive capabilities: AI models 

informed by historical and real-time operating data can 

anticipate future states, suggest control actions, and identify 

anomalies that indicate equipment degradation or tampering 

[2]. 

Three closely related key grid functions are especially 

significant for the impact of AI and digital twins. First, deep 

learning frameworks such as recurrent and convolutional 
neural networks increasingly combine multiple disparate 

measurement streams into a comprehensive grid state over 

time, even when the data is incomplete or corrupted.[3] 

Second, predictive control and maintenance use 

artificial intelligence (AI) to anticipate asset degradation, 

load and renewable generation, and proactively schedule 

maintenance and optimise asset dispatch to minimise 

unplanned outages and maximise asset life [4-6]. Third, a 

cybersecurity monitoring system provides a safe, high-

fidelity environment to train, test, and continuously validate 

cybersecurity use cases such as intrusion detection and 

anomaly detection models for developing cyber-physical  
threats that affect the operational   

grid without risking harm to   

the real grid [7,8]. Although 

it is gaining popularity, the 

literature is still divided and 
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has not been synthesised across domains, especially between 

power engineering and computer science/cybersecurity. This 

review brings together recent (2020–2025) peer-reviewed 
work into a cohesive narrative based on monitoring, control, 

and security, and ends with a forward-looking research 

agenda. Section 2 describes the review methodology; 

Section 3 outlines digital twin architecture and enabling 

technologies; Section 4 addresses AI-enabled real-time 

monitoring; Section 5 examines predictive control and 

maintenance; Section 6 reviews cybersecurity applications; 

Section 7 discusses open challenges and future research 

directions; and Section 8 concludes the review. 

II. METHODOLOGY 

This review used a structured approach based on systematic 

review patterns and a narrative-synthesis method (e.g., 

broadly following PRISMA screening logic) to search for, 

screen, and synthesise peer-reviewed literature on AI-

enabled digital twins for smart grids between January 2020 

and January 2025. 

A. Search Strategy 

We collected literature from IEEE Xplore, ScienceDirect 

(Elsevier), MDPI (Applied Sciences, Energies, Electronics), 

the ACM Digital Library, and Springer Nature Link, and 

used citation chaining in Google Scholar to identify recent 
conference proceedings. Search terms included the core 

concept "digital twin" AND "smart grid" OR "power system" 

OR "microgrid", which was then further intersected with 

domain-specific terms: "artificial intelligence", "machine 

learning", "deep learning", "real-time monitoring", "state 

estimation", "predictive maintenance", "predictive control", 

"federated learning", "cybersecurity", and "intrusion 

detection". Boolean operators (AND/OR) and truncation 

broadened the search results, and the publication period was 

limited to 2020-2025 to ensure the results were current. 

B. Inclusion and Exclusion Criteria 

Records were considered if they: (i) were published in a 

peer-reviewed journal or peer-reviewed conference 

proceedings between 2020 and 2025; (ii) mentioned digital 

twin technology in the context of smart grids, microgrids or 

power system elements; (iii) contained an AI, machine 

learning or deep learning element within the digital twin's 
monitoring, control or security function; and (iv) included a 

verifiable digital object identifier (DOI) and full 

bibliographic metadata. We excluded records that were 

preprints without peer review, publications not in English, 

editorials/opinion pieces lacking technical content, or 

records whose bibliographic details (authorship, journal, 

volume, DOI) could not be reproduced independently from 
data provided by the publisher or the database used for the 

citation. 

C. Screening and Data Extraction 

We first screened titles and abstracts for topical relevance 

to the three thematic pillars of this review (real-time 
monitoring, predictive control/maintenance, and 

cybersecurity). We conducted full-text screening for 

inclusion/exclusion according to the aforementioned criteria. 

We retrieved the following information for each eligible 

record: publication year, journal/venue, AI technique(s) 

used, grid asset or scope addressed, and the main goal or 

benefit reported. This extraction is the basis for the 

comparative synthesis in Tables 1–3. After full-text screening 

and DOI verification, 17 studies that met all inclusion 

criteria were included in the final synthesis, with no attempt 

to prioritise or exclude studies based on reference count. 

D. Synthesis Approach 

Because of the diversity of study design, measurement, and 

reported outcomes, we used a narrative and thematic 

synthesis instead of pooling data through meta-analysis. The 

included studies were organised around the four themes 

introduced in Section 1 (architecture/enabling technologies, 

real-time monitoring, predictive control/maintenance, and 

cybersecurity), and cross-cutting observations were used to 

identify open challenges and future research directions in 

Section 8. 

III. DIGITAL TWIN ARCHITECTURE AND ENABLING 

TECHNOLOGIES 

A typical grid digital twin is comprised of three layers: the 
physical layer consisting of sensors, meters, physics-based 

models and data-based models replicating the network 

topology, equipment state and load/generation profile, and 

the connection layer consisting of communication protocols 

and middleware that synchronise the physical and virtual 

layers in near real-time [1,2]. Recent frameworks add a 

fourth, "cognitive," layer that uses AI models such as 

forecasting networks, reinforcement-learning agents, and 

anomaly detectors on the virtual layer's data to produce 

predictive and prescriptive outputs [3,9]. Table I summarises 

the main enabling technologies, covering data acquisition, 
communication, modelling, and AI/analytics. 

 

Table I: Technologies to Enable Smart Grid Digital Twins with AI 

Technology Layer Representative Technologies Primary Function in the Digital Twin Key Reference(s) 

Physical / sensing PMUs, smart meters, IoT sensors, SCADA High-resolution data acquisition for state replication [1,3] 

Connectivity/middlew

are 
5G, MQTT/OPC-UA, edge– cloud architectures 

Low-latency, bidirectional physical–virtual 

synchronisation 
[2,9] 

Virtual modelling 
Physics-based network models, co-simulation platforms, 

real- time digital simulators 
High-fidelity replication of topology and dynamics [3] 

AI/analytics 

(cognitive layer) 

LSTM/GRU/CNN forecasting, reinforcement learning, 

federated learning 

Prediction, optimisation, and privacy-

preserving learning 
[4,5,10,11] 

Security layer Blockchain, intrusion-detection ML, cyber-range twins 
Attack simulation, detection, and resilient 

response 
[7,8,14-16] 

 
The layered architecture can be used at the microgrid scale 

to demonstrate its practical application: digital twins of 

distributed energy resources 

can be used to co-simulate 
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the variability of renewables, storage dispatch, and demand 

response before resorting to physical control actions, which 

enables operators to enhance resilience and economic 

efficiency of an islanded and grid-connected operation [2]. 

At the transmission and distribution level, a growing number 

of inverter-based resources are causing faster and more erratic 

dynamics in the network, and state replication, scalable by 

using modular and real-time simulator-based twins, is 

becoming more critical where communication bandwidth or 

measurement density is limited [3]. 

IV. AI-ENABLED REAL-TIME MONITORING AND 

STATE ESTIMATION 

Real-time monitoring is the digital twin's bottom-line 

function. Without an accurate, up-to-the-minute snapshot of 

how the grid is running, downstream predictive and 

prescriptive functions cannot be relied upon. However, as 

modern measurement streams grow in volume, velocity, 

and, in some cases, incompleteness, classical state-

estimation techniques cannot handle this scale of data, 

motivating the incorporation of deep learning into the state-

estimation pipeline [3]. Hybrid architectures that combine 

convolutional feature extraction with long short-term 

memory (LSTM) sequence modelling have also shown 

strong performance in the short-term load forecasting 

(STLF) problem, which is closely related to real-time 

monitoring because the forecasting error feeds directly into 

the state-estimation confidence intervals [4]. Likewise, an 

ensemble of stacked gated recurrent units (GRU) and 

recurrent neural networks (RNN) has been applied to jointly 

predict renewable electricity generation and load for smart 

grid operation, further enhancing the digital twin's ability to 

predict short-horizon deviations between predicted and 

measured states [5]. 

Beyond forecasting, AI-powered digital twins are now 

used to estimate grid state even when some measurements 

are lost or damaged due to communication failures or 

malicious interference. Attention-based or reinforcement 

models that fuse data can fill in missing grid data, creating a 

plausible state from partial observability [3]. 

This ability is especially useful in distribution networks, 

where measurement density has historically been lower than 

in transmission networks and where the rising adoption of 

distributed generation makes 24/7, high-confidence 

situational awareness more important. To show the closed-

loop information flow between the physical grid, the AI-

empowered virtual twin, and the human/automated operator, 

Figure 1 depicts the data flow between these components. 

 

[Fig.1: Closed-Loop Architecture of an AI-Enabled 

Smart Grid Digital Twin for Real-Time Monitoring] 

Source: Conceptual synthesis based on the three/four-

layered digital twin architectures as described in references 

[1,2,3,9]. 

V. AI-DRIVEN PREDICTIVE CONTROL AND 

MAINTENANCE 

Predictive control takes digital twin monitoring one step 

further into the temporal plane. It involves planning 

maintenance, dispatching, and controlling actions before a 

failure, based on AI-generated predictions. Predictive 

maintenance based on digital twin technology has been 

shown to deliver significant improvements over 

conventional calendar- or threshold-based maintenance, such 

as increased accuracy of fault diagnosis in manufacturing, 

power and aerospace sectors, and a decrease in unplanned 

downtime in the power sector, especially given the critical 

need to avoid transformer and generator outages in that field 

due to the high cost of such events [6]. Digital twins of 

specific renewable assets, such as parabolic-trough solar 

collector assets, have been used to track thermal and 

electrical performance against physics-based and data-

driven models in real time, to detect performance 

degradation before it reaches an unplanned degradation state 

[7]. 

A specific sub-theme in predictive control that has gained 

significant interest is deep reinforcement learning (DRL), 

which enables the digital twin to be used in a safe training 

and validation environment, where control policies can be 

learned through simulated trial and error before deployment 

on the physical asset. To show the twin's ability to act as a 

forecaster, simulator, and policy trainer in the same closed 

loop, a recent micro-grid digital twin using DRL and real-

time optimisation was shown to deliver better battery 

scheduling and load-balancing performance than purely 

rule-based control [9]. Researchers have also developed 

digital twins of wind turbines, based on machine learning–

based predictive modelling, to predict component wear and 

schedule maintenance tasks under variable wind conditions, 

minimising maintenance costs and generation losses [8]. 

Table II briefly summarises representative predictive-

maintenance and predictive-control case studies from the 

surveyed literature, detailing the AI technique used, the 

targeted grid asset, and the reported operational gain. Figure 

2 shows the AI-powered predictive maintenance and control 

processes in a digital twin loop. 
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Table II: A Set of AI-Based Predictive Control and Maintenance Case Studies from Representatives (2020-2025) 

Study Grid Asset / Scope AI Technique Reported Benefit 

Zhong et al. (2023) [6] 
Cross-sector power, 

manufacturing, aerospace assets 

ML/DL-based fault prediction framework 

(PdMDT) 

Improved fault-diagnosis accuracy; 

framework for predictive maintenance 

scheduling 

Machado et al. (2023) [7] Fresnel solar thermal collector Physics-informed data-driven digital twin 
Early detection of thermal/electrical 

performance degradation 

Fahim et al. (2022) [8] Wind turbine components 
Machine learning-based predictive 

modelling 

Improved remaining-useful-life estimation 

and maintenance scheduling 

Ozkan, Kök & Özdemir 

(2024) [9] 

Microgrid battery storage and load 

balancing 

Deep reinforcement learning-supported 

digital twin (Deep Twin) 

Improved energy efficiency and load-

balancing over rule-based control 

Xia et al. (2021) [5] 
Distribution-level 

renewable and load forecasting 
Stacked GRU–RNN ensemble 

Improved short-term load and renewable 

generation forecast accuracy 

 

 

[Fig.2: AI-Enabled Predictive Maintenance and Control 

Workflow Within a Digital Twin Loop] 

Source: Conceptual synthesis of the predictive maintenance 

and reinforcement-learning control loops reported in 

references [6,8,9]. 

VI. CYBERSECURITY MONITORING AND 

RESILIENCE 

This real-time connectivity that enables digital twin 

functionality also increases the smart grid's cyber-attack 

surface, prompting a growing body of work to use the digital 

twin itself as a cybersecurity tool. Federated learning is one 
of the most significant enabling techniques, as it allows AI 

models used to predict loads and detect anomalies to be 

trained collaboratively on edge devices without sending raw 

consumer energy data to the central server, which would 

otherwise create high communication loads and privacy 

risks [10,11]. Edge–cloud collaborative federated learning 

frameworks have been shown to preserve forecasting 

accuracy similar to centralised training while significantly 

reducing the risk of individual household energy-

consumption data breaches [10], and communication-

efficient federated schemes have extended this private-by-

design paradigm to energy-prediction tasks relevant to 
digital twin synchronisation [11]. 

On the detection side, recurrent neural network-based 

classifiers have been applied to detect false data injection 

attacks in a DC microgrid, detecting tampered electrical 
measurements based on their temporal correlation in the 

electrical sensor data and setting the tampered ones aside to 

prevent the digital twin state estimation from being incorrect 

[12]; at the same time, cryptographically secured metering-

data aggregation protocols offer complementary protection 

from tampering during transmission from the smart meters 

to the data layer of the digital twin [13]. A few recent studies 

directly use the digital twin as a cyber-physical test range by 

creating a digital twin instrumented with open-source 

security information and event management tooling to 

continuously monitor the cybersecurity of a distribution 
system, compliant with the EU NIS2 directive [14] 

(FIWARE-based architecture); and by using the same digital 

twin to specifically evaluate the detection accuracy for 

cyber-attack scenarios reproduced in the virtual environment 

[15]. 

Complementary work in the field of hardware-in-the-loop 

digital twin designs an explicit digital twin to test and 

evaluate a grid's detection countermeasures under realistic 

attack conditions before they are implemented on the 

operational grid [16]; meanwhile, digital twin-based 

resilience studies show how resilient microgrid control is 

against denial-of-service conditions and how maintaining an 
accurate virtual state helps control systems maintain 

acceptable performance when communication channels are 

actively degraded by an adversary [17]. Table III shows the 

main cyber threat categories and corresponding AI/digital 

twin-based cyber countermeasures from the reviewed 

literature. Figure 3 presents the cybersecurity monitoring 

framework for smart grids using a digital twin. 

 

Table III: Cyber-Physical Risks and Countermeasures to Smart Grids Using AI/Digital Twin Technology 

Threat Category Attack Vector / Description AI / Digital Twin Countermeasure Key Reference(s) 

False data injection (FDI) 
Manipulation of sensor/measurement values to 

corrupt state estimation 

RNN-based temporal anomaly classifiers; twin-based 

cross-validation of measurements 
[12] 

Metering data tampering 
Interception or alteration of smart-meter data 

in transit 

Cryptographic batch-verification and secure 

aggregation protocols 
[13] 

Denial-of-service (DoS) 
Disruption of communication channels 

supporting twin synchronization 

Digital twin-sustained state estimation and resilient 

microgrid control during degraded connectivity 
[17] 

Multi-stage / advanced 

persistent threats 

Coordinated intrusion across IT/OT 

boundaries 

Cyber-physical digital twin test ranges for detection-

rule validation and countermeasure evaluation. 
[15,16] 

Privacy leakage from 

consumption data 

Exposure of granular household energy-use 

patterns 

Federated and edge–cloud collaborative learning 

without raw data centralisation 
[10,11] 

Regulatory / infrastructure-wide 

monitoring gaps 

Fragmented visibility across distributed 

critical infrastructure 

FIWARE-based digital twin with integrated SIEM for 

continuous compliance-aligned monitoring 
[14] 
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[Fig.3. Digital Twin-Enabled Cybersecurity Monitoring 

Framework for Smart Grids] 

Source: Conceptual synthesis of digital twin cybersecurity 

monitoring approaches reported in references [10-17]. 

VII. CHALLENGES AND FUTURE RESEARCH 

DIRECTIONS 

While AI-powered digital twins in smart grids have made 

significant strides, challenges still limit widespread 

adoption. Although AI-powered digital twins in smart grids 

have come a long way, they still face several obstacles to 

widespread adoption. First is the lack of interoperability: 

virtual models are often built on a particular platform using 

a specific data schema, making it difficult to integrate with 

multi-vendor equipment and across transmission–

distribution boundaries [1,3]. Second, communication 

overhead, non-independent and identically distributed 

(non-IID) data across nodes, and vulnerability to poisoning 

attacks remain open problems that require new algorithms in 

federated and privacy-preserving learning approaches 

[10,11]. Third, explainability of AI-based predictive and 

control decisions is still not mature enough for safety-critical 

grid operations: operators should understand the logic 

behind AI-based predictions and recommendations before 

they can trust them in safety-critical scenarios. Finally, the 

cyber security literature shows that digital twins are not 

merely a defensive measure but also a potential new attack 

surface; an inaccurate or compromised digital twin can 

mislead operators, requiring mechanisms to verify twin 

integrity in addition to threat detection [14-17]. 

Four research avenues are particularly promising for the 

future. (ii) Uniform digital twin data models and application 

programming interfaces would significantly reduce 

integration costs and facilitate cross-utility benchmarking of 

AI models. (iii) Explainable and uncertainty-aware AI, such 

as probabilistic forecasting and interpretable reinforcement 

learning, would increase operator confidence and regulatory 

acceptability of AI-recommended control actions. 

(iii) Federated and edge-native learning architectures can 

be scalable and communication-efficient, enabling the 

training and updating of digital twins across thousands of 

distributed assets, while maintaining consumer privacy and 

not overloading the communication infrastructure [10,11]. 

The quantum-assisted optimisation paradigm and hybrid 

classical–quantum digital twin system are emerging 

concepts which may ultimately solve the combinatorial 

problem of real-time optimal power flow and contingency 

analysis at a national grid scale, but are currently physically 

unfeasible and therefore in a nascent phase. Based on these, 

Figure 4 outlines a proposed research roadmap that 

combines these directions into a structured plan. 

 

[Fig.4: Research Roadmap for Next-Generation AI-

Enabled Smart Grid Digital Twins (2025–2030+)] 

Source: Author’s proposed synthesis derived from open 

challenges discussed across references [1,3,10,11,14-17]. 

VIII. CONCLUSION 

AI-powered digital twins are a developing yet maturing 

technology for smart grid modernisation, offering a holistic 

solution for real-time monitoring, predictive control, and 

cybersecurity resilience. The evidence presented here shows 

that integrating machine learning and deep learning models 

into the virtual-physical feedback loop through the digital 

twin yields measurable operational benefits, such as better 

forecasting, earlier fault detection, and improved detection 

of cyber-physical threats. Despite this, challenges of 

interoperability, explainability, privacy-preserving 

scalability, and twin-integrity assurance remain unresolved. 

They will shape research and deployment over the next decade. 

The value of AI-powered digital twins, as shown in these 

pilot projects, must be scaled up and integrated into future 

smart grids through continued cross-disciplinary 

collaboration among power systems engineers, AI 

researchers, and cybersecurity experts. 
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