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Abstract—Steganography is an art of hiding some data into
another data. Steganography is a very ancient technique which is
used to send secret messages inside a simple message e.g. message
written through invisible ink etc. Image steganography is a
science of hiding secret data i.e. text, audio, video etc. inside an
image. In this paper, an image steganography algorithm is
proposed which uses secret key and gray codes to hide the secret
file inside the cover image. This algorithm takes image of any
format like .jpeg, .gif, .bmp etc. as a carrier and converts it into
.bmp format. As .bmp image uses lossless compression techniques
so compression of .bmp image doesn’t lose any information.
Although this paper will not emphasis on image compression.
Then the secret data bits are encrypted using gray codes and then
this encrypted file is hidden in the LSB of carrier image. The main
aim is to prevent the identification of presence of secret data in the
carrier image. But use of key increases the security of the secret
data
Index Terms— Steganography, Cryptography, Secret Key, LSB
Coding, Gray Codes.

I. INTRODUCTION
Steganography is the art and science of hiding messages
inside a carrier so that only sender and intended recipient of
the message knows about the presence of hidden message.
Steganography derived from Greek words whose actual
meaning is “hidden writing” (Greek word “Stegos” means
“cover” and “gratia” means “writing”). Steganography comes
under the assumption that if attacker has the knowledge of
presence of secret data then he/she tries to decrypt it but if
he/she doesn’t know about presence of any secret data then
how and on which he /she apply decryption. This is the basic
idea behind steganography [1, 2, 3].
Cryptography is the art and science of converting the
readable text into non readable text. This is generally done to
protect the message to read by the unauthorized user.
Unauthorized user is the user who doesn’t have the authority
to read the data. Cryptography is mainly done by two ways i.e.
Substitution and transposition [4].
Gray Code is a form of binary that uses a different method
of incrementing from one number to the next [5].
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Table I
Natural Binary
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010

Gray Code
0000
0001
0011
0010
0110
0111
0101
0100
1100
1101
1111

Table I, depicts the Decimal, Natural Binary and Gray
Code Representation. With Gray Code, only one bit changes
state from one position to another. This feature allows a
system designer to perform some error checking (i.e. if more
than one bit changes, the data must be incorrect).Gray Code is
the most popular Absolute encoder output type because its use
prevents certain data errors which can occur with Natural
Binary during state changes. For example, in a highly
capacitive circuit (or sluggish system response), a Natural
Binary state change from 0011 to 0100 could cause the
counter to see 0111. This sort of error is not possible with
Gray Code, so the data is more reliable [5].
The advantage of steganography over cryptography alone
is that messages do not attract attention of attackers.
Encrypted text, don’t matter how unbreakable it is, attacker
somehow finds a way to decrypt but if attacker don’t know
what to decrypt then in this way security of secret data is
enhanced. Therefore, whereas cryptography protects the
contents of a message, steganography can be said to protect
both messages and communicating parties [6].
II. RELATED WORK
Steganography is a very vast field and lots of work has been
done till date. Carrier in steganography can be an image,
audio or video. Every technique has some shortcoming and
some benefits.
Image steganography technique can be divided into two
groups: those in the Image Domain and those in the
Transform Domain [7]. Image domain technique embed
message in the intensity of the pixels directly. In transform
domain technique, images are first transformed and then the
message is embedded in the image [8] [9].
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Image domain techniques encompasses bit-wise methods
that apply bit insertion and noise manipulation and are
sometimes characterized as “simple system” but in the
transform domain involves the manipulation of algorithms
and image transforms [10]. The image formats that are most
suitable for image domain steganography are lossless and the
techniques are typically dependent on the image format but
many transform domain methods are independent of the
image format and the embedded message may survive
conversion between lossy and lossless compression [9][11].
Image s is the most common over internet and also at a very
large scale. So Image steganography is the most powerful and
efficient technique for carrying very sensitive and top secret
data as it is very difficult for the attacker to identify the
potential target and read the unauthorized data.

LSB coding is a technique of embedding the data bits at the
Least Significant Bit of the image pixel. Example: Inserting
the binary value for A (10000001)
We need 3 pixels.
Before hiding A:
00100111 11101001 11001000
00100111 11001000 11101001
11001000 00100111 11101011
After hiding A:
00100111 11101000 11001000
00100110 11001000 11101000
11001000 00100111 11101011
So in this way only 3 bits of the 3 pixels are changed to
embed A into the image. These 3 changed bits are shown bold
as well as underlined.
III. PROPOSED APPROACH
In the proposed approach, LSB coding is used for hiding
data in the image but before hiding data is encrypted using a
symmetric key (kS) which is known to both sender and
receiver. Data is encrypted using SN function which uses gray
code and symmetric key. The main advantage of SN function
is that it can encrypt the plain text as well as decrypt the cipher
text with small changes. So in this way SN function is very
easy to understand and implement.
A. Encryption

Fig. 1: Category of Image Steganography
Five main techniques of image steganography i.e. LSB in
BMP, LSB coding in GIF, Patchwork, Spread Spectrum,
JPEG can be compared on different parameters. These
techniques have some advantages and disadvantages and are
shown in the form of a table. We can easily compare these
techniques. Out of these techniques LSB coding in BMP
image is the simplest one with great invisibility and payload
capacity. Other techniques may be stronger than LSB in BMP
in some context but these techniques are very complex to
understand and difficult to code.
Table II
Characteristics
Invisibility

LSB in LSB in
BMP
GIF

Fig. 2: Encryption Process
B. Decryption

JPEG
Patch
Spread
Compression Work Spectrum

High

Medium

High

High

High

Payload Capacity High

Medium

Medium

Low

Medium

Low

Medium

High

High

Fig. 3: Decryption Process
Encrypting and Embedding Process:

Robustness
Against
Statistical
Attacks

Low

Robustness
Against Image
Manipulation

Low

Low

Medium

High

Medium

Independence of
File Format

Low

Low

Low

High

High

Unsuspicious File Low

Low

High

High

High

1.
2.
3.
4.
5.
6.
7.

Take image of any format as an input.
Convert this input image into .bmp image format.
Take a data file (Text, Image, audio, Video) as an input.
Take a symmetric key as an input.
Extract every single byte of data file.
Apply SN function on it.
Take every single pixel of
.bmp image.
8. Extract its RGB.
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9.

Hide information of data file like name, type, size etc.
into the LSB of right most bottom pixels.
10. Hide the encrypted data bits into the LSB of RGB of
the rest of the pixels.
11. Send this .bmp image file to the receiver.
Extracting and Decrypting process:
1.
2.
3.
4.
5.
6.
7.
8.

Take the received .bmp image as an input.
Take symmetric key of 8 bit as an input.
Take every single pixel of input image.
Extract its RGB.
Extract data bits from LSB of RGB.
Arrange these extracted bits into group of 8 bits i.e. byte.
Apply SN function on these bytes.
Extract the data file information from the rightmost
bottom pixels of the received image.
9. Create and view the encrypted hidden file.

Example of SN Decryption Function:
Cipher Text- 00101111
Key
- 10011001
Decryption:
Binary code for 00101111 is 00110101
Now, (Cipher Text) XNOR (Key)
00110101
XNOR 10011001
01010011
So our required plain text is 01010011
IV. EXPERIMENTAL WORK AND RESULTS
It is very helpful to look at the screenshots of the software
developed using this approach. The developed software is
used for both i.e. hiding the secret information and extracting
it. These snapshots easily describe the process of hiding and
extraction.

Fig. 4: SN Encryption Function
Example of SN Encryption Function:
Plain Text- 01010011
Key
- 10011001
Encryption: (Plain Text) XNOR (Key)
01010011
XNOR 10011001
00110101
Gray code for 00110101 is 00101111
So our calculated cipher text is 00101111

Fig. 6: Encode Form
A. Hiding Process at Sender Side
 There are two browse buttons. One loads the source file
while another loads the carrier file.
 Image information is shown at the top right corner.
Image information includes size in KB, height and
width in pixels, can save in KB.
 Secret key ensures the confidentiality of the secret
message.

Fig. 5: SN Decryption Function
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Output image is saved at the defined position.

B. Extraction Process at Receiver Side
 There are two browse buttons. One browse button loads
the source image while another browse button loads
the position where we wants to save the secret file
which will be extracted from source file.
 Secret key is required to extract this secret file.

Fig. 9: Stego Image
V. COMPARISON
It is clear from the approach that use of asymmetric key
increase the robustness of secret information against
statistical attacks. Also, the presence of gray codes enhances
the robustness against image manipulation. Taking cover
image of any format makes this approach independent of file
format.
Table III
JPEG
CharacterThis
LSB in LSB in
Patch
Spread
Compressi
istics
Approach BMP
GIF
Work Spectrum
on
Invisibility

Fig. 7: Decode Form
Result:
Cover file: sny.bmp (2728.17 KB)
Secret File: SNY.doc (30.5 KB)
Key Used: 12352274
Output File (Stego Object): 2728.17 KB (SAME SIZE)

High

Payload
High
Capacity
Robustness
Against
High
Statistical
Attacks
Robustness
Against
Image
Medium
Manipulatio
n
Independenc
e of File
High
Format
Unsuspiciou
High
s File

High Medium

High

High

High

High Medium Medium

Low

Medium

Low

Low

Medium

High

High

Low

Low

Medium

High

Medium

Low

Low

Low

High

High

Low

Low

High

High

High

VI. CONCLUSION AND FUTURE WORK

Fig. 8: Original Cover Image

This approach eliminates the previous shortcoming of LSB
coding in BMP images like low robustness against statistical
attacks, low robustness against image manipulation by using
very efficient SN function cryptography. Problems of
dependency of file format is also corrected by this approach
as this approach takes image of any format as an input and
then converts it into .bmp format.
Gray coding is the most popular absolute encoder technique
which helps in preventing most data errors which can occur
with natural binary numbers. So this is a very secure
technique.
The conceptual idea and implementation has been
discussed in this paper. Future work focuses on making this
approach secure, robust and
efficient in terms of hiding
capacity, embedding and
extraction time.
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