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Abstract: Wireless Sensor Networks (WSNs) are gaining
popularity with each passing day because of their wide range of
applications [1]. WSNs consist of sensor nodes, which are small
in size and have wireless communication capability [2]. To
increase the efficiency of the network, the sensor nodes are
grouped in the form of Cluster, such a network of clusters is
known as Clustered Wireless Sensor Network. In Clustered WSN,
the base station keeps and maintains the record of all the sensor
nodes in the network hence the load on the base station is more
than any other sensor node in the network. This paper attempts to
reduce the workload of base station, reduce memory consumption
and maintains secure connectivity by using the concept of
Exclusion Basis System (EBS) matrix. The paper is organized in
five sections. Section | & 11 gives the overview of background and
literature review. Section 11l explains the system architecture
which gives the description of proposed scheme. Section 1V
describes the performance evaluation. Section V explains the
future scope.
Index Terms: WSN, Exclusion

management, secure group communication.
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l. INTRODUCTION

Background Terminology

» Sensor nodes: The sensor node is an important
component of Wireless Sensor Network (WSN). The
sensor nodes are responsible for performing following
functions: data gathering, sensing, routing, data
processing, etc.

» Clusters: To improve performance and life of the
network, the large sensor networks are divided into
small groups. Each group is called a cluster and behaves
as hierarchical unit for WSN.

» Cluster Head (CH): Each cluster has a leader or head
of the cluster. CHs are responsible to control and
organize the activities of the cluster. It performs data
aggregation, organizes and maintains  the
communication schedule of the cluster.

» Base Station (BS): The Base Station (BS), also known
as sink or command node, provides the link for
communication between the sensor network and the end
user.

» End User: End user is responsible for generating
queries. It performs a wide range of applications based
on the data received from the sensor network.
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Clustered Wireless Sensor Network:

The system architecture for clustered WSNs is shown in Fig.
1.1. The network includes the Base Station (BS), gateways,
and sensor nodes. Sensor nodes can communicate with each
other if they are within certain range.

Sensor Node

* Cluster Head

Base Station

Fig. 1.1 Architecture of Clustered WSN

In clustered sensor networks, some sensors are elected as
cluster heads (CHs) for each cluster created. Sensor nodes
collects data in each cluster and transmit their data to the
respective CH and the CH aggregates data and forwards to a
sink node i.e. base station. Clustering provides the efficient
utilization of limited energy of sensor nodes and hence
extends life time of network. Clustering is proposed because
of its network scalability, energy saving and network
topology stability. Clustering schemes reduce the
communication overheads among the sensor nodes [6].
Base Station is assumed to be secure and trusted by all the
nodes in the network. Moreover, it is assumed that sensor
and gateway nodes are stationary and all nodes are assumed
to be aware of their position information.

1. LITERATURE REVIEW

A. Key Management in WSN

Key management is the set of techniques and procedures
which support the establishment and maintenance of keying
relationships between authorized parties, and covers the
following:
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» initialization of system users within a domain
» generation, distribution, and installation of keying
material
» control over the use of keying material
» updating, revocation, and destruction of keying
material
» Store, backup/ recovery and archival of keying
material.
The fundamental function of key management schemes is
the establishment of keying material, which in turn can be
subdivided into agreement on a key and transport of this
key.
A WSN key management scheme consists of three main
components:
1) Key establishment
2) Key refreshment
3) Key revocation

Key establishment is about creating a session key between
the parties that need to communicate securely with each
other. Key refreshment prolongs the effective lifetime of a
cryptographic key, whereas Key revocation ensures that an
evicted node is no longer to able to decipher the sensitive
messages that are transmitted in the network.

1. IMPROVED KEY MANAGEMENT SCHEME

A.  System Architecture

This section explains the architecture for clustered WSN and
proposed ROMCOB scheme. The system architecture
represents the research work which includes the
methodology adopted to reduce memory consumption as
well as reduce overhead on base station while maintaining
desired security.
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Fig. 1.2 Memory Status of Base Station

In Fig. 1.2, Base station (also known as Command node) is
connected to the clusters, these clusters consists of tiny
sensor nodes. Each cluster has a head of the cluster known
as Cluster Head (CH). CHs are responsible to control and
organize the activities of the cluster. The base station can
reach each of the sensor nodes via cluster heads (gateway
node). BS maintains two matrices:
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(i) Matrix 1: store the ids of cluster heads (CH 1 to CH
N) and sensor nodes (A1, A2, B1, etc.) within
each cluster.
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(if) Matrix 2: store the keys assigned to each sensor
node in the network using Exclusion Basis
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System (EBS(10,6,4)). Keys are A,B,C,.....,J.
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Fig. 1.3 Memory Status of Cluster Head

As shown in Fig. 1.3 the cluster head is assumed to consist
of four sensor nodes (this range can be much larger in
actual). The cluster head stores two matrices:

(i) Matrix 3: to store the ids and assigned keys of sensor
nodes within that cluster.

(i) Matrix 4: to store the ids and assigned keys of few most
recently communicated nodes of other clusters.(Hence
the memory consumption is reduced as the CH has to
store only few most communicated nodes instead of all
the nodes)

All matrices are interconnected to tha tables stored at Base
Station. After fixed time intervel when the keys are
reshuffled (for security reasons) at the matrix 2 (Base
Station), the corresponding matrices will be updated
accordingly.

Cluster head keeps the details of ids and assigned keys of

its sensor nodes. It also maintains the ids and key details of

most recently communicated nodes of other clusters.

Whenever a sensor node wants to communicate with another

sensor node it sends the request message to its CH for

connection establishment. The format for request message is

REQ(source id, destination id, message). The CH receives

the REQ message, it checks the source id and destination id,

if the source node and destination node share the same

cluster then there is no need of matching the keys for intra-
cluster communication. If the destination id is inter-cluster
then CH check the Matrix-4, if the destination id exists in
the most recently and regularly communiacted nodes then

retrieves the keys from the matrix 4, if the destination id

does not exist in the matrix 4, only then CH refers to the BS.

After retrieving keys from the BS, key details of destination

id are stored in matrix-4 by replacing the key details of least

recently communicated node. The keys of destination id

and source id are matched at the CH of destination cluster,

hence reducing the overhead at BS. In previous key
management schemes the keys are matched at BS but in
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proposed scheme the BS doest not participate in key
matching.

If the keys are matched then CH sends the
‘Key Matched ACK’ acknowledgement to the source node
and establishes the connection between the source and
destination nodes. If the keys do not match the CH will send
a negative acknowledgement, NACK, to the source node
and discards the request message.

In previous key management schemes CH keeps the
details of all the sensor nodes of each cluster, hence the
memory consumption at each CH is very large. The
proposed scheme reduces the cost of memory consumption
by minimizing the size of table by only keeping the details
of recently communicated nodes of other clusters. The idea
is taken from the mobile phones and chat messangers, as the
mobile phones and chat messangers consists the most
recently communicated name/number/id in  recent
conversations. The phonebook and address list is refered
only if the required name/number/id doesnot exist in the
recent conversations. Hence the cost of memory
consumption at CH is reduced by maintaing the details of
few sensor nodes (most recently communicated). The same
procedure is done at other CHs

V. PERFORMANCE MATRICES

This is the performance diagram of improving the memory
consumption. The observation includes:
» The keys are assigned according to EBS matrix.
» Node receive unique combination of keys.
» The node sends request to the
communication with the destination node.

CH for
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» CH checks the keys and as the authorized nodes
can communicate if they have at least two shared
keys. If the keys are not matched then the
authentication of communication is discarded.

The graph shows the comparison of proposed scheme with
previous key management schemes in terms of memory
consumption and reduced overhead on base station.
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Fig.1.4. Proposed scheme (in terms Cost of memory
consumption)

As shown above the blue line shows the result of proposed
scheme with reduced memory consumption. Following is
the comparison of Previous key Management schemes and
the proposed improved key management scheme.

ROMCOB LEACH Schemes
Reduced Memory
consumption: The memory
consumption is reduced in | More Memory
this scheme as there is only | consumption: The

one main table at the base | memory consumption is

station which includes the | more as each cluster

key assignment details and | head stores the details of

node details in the network. | all the nodes of the

The tables at cluster head | network, whether they

include only the recently | are needed for the

used communication details | communication or not.
instead of complete details

of all the nodes.

Reduced overhead on Base | More overhead on Base

Station: In this scheme the | Station: The matching of

matching of keys is done at | keys is done at Base

Cluster head of respective | Station and hence every

cluster, therefore, for key | time if there is a request

matching the reference of | (by sensor nodes) of

Base station is reduced and | connection establishment
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22

the cluster head refers to
the

hence the overhead too.

base station for

matching of keys.

Proposed scheme Vs Previous key management scheme

V. FUTURE WORK

The future work includes the Self-healing of lost keys,
recover data, and detection of compromised keys in
clustered wireless sensor network. The main property of
self-healing key distribution is that the sensors are capable
of recovering lost session keys by itself, without requesting
additional transmissions from the cluster head or Base
station. The objective is to determine the key which may be
lost during transmission. The data can be recovered which
was lost during the sleep mode of node or during the session
when key was lost. In case any of the nodes is found to be
compromised, the keys of the compromised node needs to
be detected and regenerated. Hence the future scheme can
provide a hybrid of  secure communication, and self-
healing of lost keys.
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