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The way they are applied decides the importance of each
and every feature. A set of criteria are proposed to define
the invisibility of an algorithm. The criteria are as follows:

Abstract: Real-time image and video Steganography applications
usually belong to the range between soft and firm real-time
applications. Secret Data embedding in image and video
mediums introduce additional real-time requirements except the
basic Steganography’s. Multimedia is a common target for
hiding and transmitting information. Specifically, the methods of
audio hiding discussed until now include methods like LSB. This
paper includes the proposal of specific case models such as
Steganography of the total of Visual Cryptography schemes of
black and white images. They provide security robustness and
higher capacity, by definition, under the correct use.

 Invisibility
The imperceptibility of a Steganography technique is the
most important necessity, since the quality of
Steganography lies in its capacity to be unseen by the
naked eyes.
 Payload Capacity
Steganography techniques used aim at hiding the
embedded secret data and also maximize the amount of
information embedded. The amount of information that is
hidden is called payload capacity.

Keywords: Steganography, Specifically, Methods Like LSB,
Cryptography Schemes of Black and White Images.

I.

INTRODUCTION

 Hiding Capacity
Concealing capacity is nothing but the size of data that
could be concealed with respect to the size of the cover
object. A vast concealing capacity permits the use of
smaller cover images and thus decreases the data
transmission needed to broadcast the stego image.

The

science which deals with the hidden
communication is called Steganography. There are
different kinds of stenographic techniques which are
complex and which have strong and weak points in hiding
the invisible information in various file formats. The
innocent carriers are the possible cover carriers which will
hold the hidden communication. A Steganography method
is admirably secure only when the statistics of the cover
information and the stego information are similar with each
other. In other words it conveys the meaning that the
relative entropy between the cover information and the
stego information is zero. The LSB embedding technique
suggests that data can be hidden in such a way that even the
naked eye is unable to identify the hidden information in
the LSBs of the cover file.
Steganography is an alternative method for privacy and
security. Instead of encrypting, we can hide the messages
in other innocuous looking medium (carrier) so that their
existence is not revealed. Among the several advantages
for employing the Steganography, secretly transmitting the
secret information from source to destination is one. In this
chapter, different approaches towards implementation of
image Steganography have been thoroughly and clearly
discussed. Among several techniques, Masking and
Filtering, Algorithms and Transformations and LSB
insertion are some of the methods to achieve
Steganography. Among these techniques, LSB insertion is
a very simple and commonly applied technique for
embedding data in a cover file. Steganography is a kind of
technique which can embed a message inside a cover
object. There are a number of features that characterizes
the merits and demerits of the embedding techniques.

 Perceptual Transparency
The inability of an eavesdropper to detect hidden data is
referred by Perceptual transparency.
For a 24-bit RGB image, every RGB component requires
8 bits of memory. The range of every RGB component
value is in between 0 to 255 where 255 represent brightest
shade of the color and 0 represents darkest shade of the
color. All different colors could be produced with the
combination of these ranges. Subsequently, the test image
is represented by integer matrix. Every pixel is a mix of
RGB values.

Fig a. Share Creation

Fig. b. 2 Combining the Shares
A. LSB
The easiest way to embed secret information within the
cover file is called LSB insertion. In this technique, the
binary representations of the secret data have been taken and
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the LSB of each byte is overwritten within the image. If 24bit color images are used, then the quantity of modification
will be small. As an example, supposing that we have three
neighbouring pixels (nine bytes) with the following RGB
encoding:
01101010
11110010
00110110
01101001
11110000
00110101
01100000
11101111
00110100
Now if we wish to embed the following 9 bits of
compressed secret information:
010010011.
If we insert these 9 bits over the LSB of the 9 bytes above,
we get the following sequence of bits (where bits in red color
have been modified):
01101010
11110011
00110110
01101000
11110001
00110100
01100000
11101111
00110101
Note that we have successfully hidden 9 bits but at a
cost of only modifying 5, or roughly 50% of the LSB bits.

Step-1: Choose two different random prime numbers p and
q.
Step-2: Compute n = p*q.
nis used as the modulus for both the private and
public keys.
Step-3: Compute φ (n) = (p-1) (q-1). (φ is Euler’s totient
function).
Step-4: Choose an integer e such that 1 < e < φ (pq), andgcd
(e,
φ(n))=1
Step-5: Compute d =e-1 mod [φ (n)]
Step-6: Publish the public encryption key: (e; n)
Step-7: Keep secret private decryption key: (d; n)
Encryption:
The steps required to encrypt information at sender
are as follows:
Step-1: Obtain public key of recipient (e; n)
Step-2: Represent the information as an integer m in [0, n-1]
Step-3: Compute c = me mod n

B. RSA Algorithm
In Cryptography, RSAis an algorithm for public-key
Cryptography. The RSA algorithm involves three steps: Key
generation, encryption and decryption.

Decryption:
The steps required to decrypt information at
receiver side are as follows:
Step-1: use private key (d; n)
Step-2: compute m = cd mod n

Key Generation: The keys for the RSA algorithm are
generated in the following way:
II.

RESULTS

Fig-3 Secret Image
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Fig-4 Visual Cryptography Image Shares

Fig-5 Cover Image

Fig-6 Stego Image
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Fig-7 Visual Cryptography Output
III.

9.

CONCLUSIONS

The proposed method is very useful technique for secure
communication over the Internet. In the process of
Steganography, the message which is hidden is invisible.
An attempt has been made to implement encryption and
decryption techniques on the data to be hidden into the
carrier files, so that this will provide additional security to
the data. The sender and receiver only know how to hide
and unhide the data into the carrier files. No other
intermediate person will even know that there is a second
message inside the carrier file. The sender and receiver
only know the commands to hide and unhide.
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