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Abstract: Wireless Sensor Network (WSN) is one of the budding 

fields of technology. It is mainly used for Environmental 

monitoring and Data accumulation. Due to the limited energy in 

WSNs, it faces many practical difficulties. The main challenge is 

the security issues. Objective of this project is to provide security 

against clone attack in a WSN that are arranged in cluster 

topology. In this paper, a method to implement three important 

security measures namely i) Master – Key Pre-distribution 

solutions, ii) Super imposed disjunct matrix code and iii) 

Multipath key reinforcement scheme is discussed. One method 

complements the advantage of other method and thus provides 

high security. The final analysis shows that the computational 

overhead is minimum.  

Key words: WSN, Data accumulation, super imposed disjunct 

matrix code, Multipath key. 

I.  INTRODUCTION 

    Wireless Sensor Network consists of many small sensor 

nodes arranged in indefinite topology. The location of each 

sensor node with respect to its neighbour is calculated only 

after its deployment with the help of HELLO messages. The 

sensor nodes are helpful in collecting information from areas 

in which human access is not possible. They also have their 

use in defence. When used in such applications importance 

must be given for security [2]. The data collected by a sensor 

network must not be accessible to intruders or enemies. For 

this purpose many encryption and authentication schemes are 

used.      Before choosing a security scheme for WSN, its 

topology, condition under which it is deployed and energy / 

lifetime of the network has to be taken into consideration. 

The sensor node has limited battery backup, so any security 

measures that are chosen must not deplete the energy of the 

sensors. The next important parameter to be considered is the 

memory. They have very low memory capacity which is 

often susceptible to override. Mostly pre-distribution 

schemes are preferred for WSNs since they reduce half of the 

computations. The aim of pre-distribution schemes is to 

establish secure network communication [1]. The main 

evaluation metrics are resilience against node capture, 

resistance against node replication and computational 

overhead. 
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In the first section the paper discusses about the various 

methods that are already available to provide security for 

WSNs. The second section gives the details that are shared in 

each sensor node before deployment. The third section gives 

information about topology in which the method is 

implemented and analysed. The consecutive sections 

describe how the above mentioned three schemes are one by 

one executed in the given topology. 

II. RELATED WORK 

 Many works has evolved around pair-wise key pre-

distribution scheme. Yen – Hua Liao et.al explained about 

the use of tame pool based pair-wise key pre-distribution for 

large scale sensor networks. In this scheme a mathematical 

function called Tame automorphism is implemented for 

WSN. Bulent Yener and Seyit A.Camptepe described about 

various key distribution schemes available for Wireless 

sensor Networks[1,6]. That paper included details for both 

the distributed and hierarchical wireless sensor networks. 

From these papers the various key distribution schemes 

available for WSNs are evident. Though the main 

concentrations were on pair-wise keys the master keys have 

the advantage of memory. A single key is enough. Even 

though the key is not kept as a secret, they provide high 

security. 

III. TOPOLOGY 

 The topology considered for analysis is the cluster 

topology. Initially after deployment of the sensor nodes each 

sensor transmits a Hello message. If there is any sensor node 

nearby that hears this hello message, then it replies to the 

sender by transmitting its details as a response. Then the first 

sensor node which started the Hello message updates the 

information about the replied node in its Routing table. If it 

doesn’t receive any reply after waiting for a particular period 

it again transmits another hello message. This process is 

continued till the whole topological information is gathered 

by a node (either directly or through the neighbours). Each 

sensor node is given an ID.  Normally clustering of 

Sensor nodes is done to save energy. In a cluster topology, 

all the information is conveyed to the base station only 

through the Cluster Head. The network is divided into many 

small groups. Each group elects a leader called Cluster Head 

(CH). The main function of CH is fusion and aggregation. 

CHs are frequently re-elected in order to prevent the 

depletion of energy in Single Node [11]. 
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Fig.1.Clustered Architecture. 

IV. PRE-DEPLOYMENT DETAILS 

      Prior to deployment the following details must be stored 

in each and every sensor nodes  

➢ Authentication key ai 

➢ Key generation key bi and 

➢ Super imposed j disjunct matrix. 

where i is the ID of the sensor node. There is a single master 

key which is given to all the sensor nodes. Since all these 

details are given prior to deployment half of the computation 

is reduced and the details stored are highly confidential [5]. 

V. AUTHENTICATION PHASE 

     The first phase after deployment and selection of CH is 

the authentication phase[3]. In this phase the base station 

first authenticates all the cluster heads. Base station uses the 

master key and the authentication key to authenticate the 

Cluster Head.  For instance consider the following scenario: 

Master key = X 

Base station = B it has the nonce RB 

Cluster Head = CH1 it has the nonce RCH1 

They share the nonce value with each other. Then 

each individually calculate the authentication key as follows, 

     k (B,CH1) = PRF(X/RB/RCH1)                          (1) 

If the key generated in both the base station and the CH is 

same then the first step of authentication is done. If not then 

the CH is considered as an intruder, because only the 

genuine nodes knows about the master key.  

 The same step is repeated in every cluster. Here 

each cluster head authenticates its group members. They 

share their nonce and calculate the authentication key. After 

this first step of verification we go for generation of session 

between the nodes with the help of super imposed disjunct 

matrix and multipath key reinforcement scheme. 

VI. SESSION KEY GENERATION 

 The session key is generated with the help of 

superimposed matrix. As it is said earlier, each sensor node 

is provided with a super imposed matrix. Here we are using 

superimposed j disjunct matrix. j is nothing but the 

maximum number of possible paths that can be available 

between two sensor nodes that needs to have the session. Let 

the super imposed matrix be denoted by λ[12]. 

λi =   [
Si(1,1) Si(1,2)      Si(1,3) ⋯ Si(1, j)

⋮ ⋱ ⋮
Si(j, 1) Si(j, 2)       Si(j, 3) ⋯ Si(j, j)

] 

where i is the ID of the sensor node.The matrix λi is a m*n 

binary matrix. Each value in the row and column can be 

defined as 

        ∑ 𝑆(𝑖, 𝑗) = 𝑎
𝑗
𝑖=1                                                   (2) 

Consider that two nodes U and V have to establish a 

session key between them. Let there be j number of paths 

between U and V. The number of links in each oath may 

vary. If there is more than j number of links in a single path 

then the path insecurity increases. The following equations 

explain the calculation in single path. 

  Path 1=(U,N1), (N1,N2), (N2,N3)….. (Nj-1,Nj),(Nj,V)  (3) 

Then each link shares the values in the first row. 

Similarly all the rows are shared between the j paths. If there 

are more than j numbers of links in a single path then the row 

is again repeated from the first. When all the values are 

shared between both the nodes the key is generated as 

In path 1, 

K1= A1(Si(1,1) XOR Si(1,2) XOR Si(1,3) XOR …Si(1,j))      (4) 

In path 2, 

K2= A1(Si(2,1) XOR Si(2,2) XOR Si(2,3) XOR … Si(2,j))     (5) 

and so on up to path j that is Kj. 

The session key between the node U and V is given by, 

 K= K1 XOR K2 XOR K3 XOR …… Kj                                   (6) 

The secrecy of the session key is protected by all 

the Ki values. It is practically impossible to track all the 

paths and calculate the path key and use the path key to 

generate the session key. 
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If the probability of compromising one link in any path is q, 

then the probability of breaking a path is given by 

                      q' = q(jq-qj)j
                                                             (7) 

Where j is the number of links in a path. Thus the probability 

of breaking a session key between U and V is, jq’ if there 

were j paths. 

VII. RESULTS AND DISCUSSION 

 The paper mainly concentrates on the security of 

WSNs. Thus the probability of being captured or breaking a 

link is calculated using the above given formula. The energy 

consumed for all these computations and efficiency of the 

system is also calculated. The efficiency of the system 

increases when multipath method is used. The number of 

path in the topology doesn’t affect the efficiency. They are 

simulated using NS2 software. The scenario is tested for a 

network considering 100 nodes. 

 

Fig.2.Probability of compromising a session key for different 

number of paths between two nodes 

 

Fig.3. Energy consumed for computations in three paths with 

8 links 

 

Fig.4. Efficiency of the system for paths with 8 links 

VIII. CONCLUSION AND FUTURE WORK 

 The results show that the proposed method has 

improved the security considerably. It is impossible to break 

the hybrid super imposed j disjunct matrix code and 

multipath key reinforcement method. The energy 

consumption of the method is also low since the 

computations used are only simple additions and 

multiplications. There are around almost j(j+1)additions 

required in every path. These operations are very simple and 

do not take much energy from the sensor nodes and at the 

same time they provide a very high security. The project can 

be modified in such a way to reduce the number of 

communications between the nodes. This will further reduce 

the energy consumption. 
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