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Abstract: IOT is one of the standard data transfer technique used in 

day today applications like health monitoring, industrial data 

collection and in home security system. Security in data 

transmission is one of the major concerned research area in IOT. 

The existing methodologies is secure data transmission is not 

provided full fledge privacy for data collection and transmission. 

Hence, this paper proposed a new methodology to compute and 

secure the valuable data. The methodology to optimize the data 

collection is achieved in two different steps. The noise is added to 

original data in the first step to secure the original data. In second 

step different nodes in the network/clustered average data will be 

computed.  Later the research methods is implementing to minimize 

the data loss. To show the performance of the optimal data 

collection and secure transmission we simulate different 

constraints of the network parameters and compared with existing 

methods. The developed algorithm proved that it is one of the better 

data collection technique.    

 

Index Terms: IoT, Security, Data Collection, Throughput.  

I. INTRODUCTION 

  As internet technology evolution, IOT is also trending the 

technology and market. Through the internet any devices can 

be controlled in real time. IoT can be able to connect smart 

phones, Wearable Devices etc. IoT is capable of 

interconnecting the world wide objects to collect the data and 

sends the data too. Architecture of the IoT mainly divided 

into four blocks. 

Sensors: Sensors are used to sense the data for the required 

applications. 

IoT Gateways: An intermediate component work between 

internal and external to the network. Gateway collects the 

information from network and forward the same to global. 

Cloud server/storage: During large data collection huge 

amount of storage required. Storing the data physically is 

more economic. Hence cloud storage is used. 

End User: User can able to access and retrieve the data at 

any place using electronic devices like mobiles, personal 

computers etc. the accessed information is in the form of pie 

chart and bar graph. 

IoT makes the data collection as more convenient. Sensor 

sense the data and process the data to next level. IoT having a 

feature to provide data tracking and monitoring. In several 
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application like military and national issues IoT efficiently 

secure the data. Figure 1 shows the architecture of IOT. 

 
Figure 1: Architecture of IOT. 

The cloud reserves the data for future use, and it will be 

utilized through the internetwork.   

The methodologies in the past research have not an 

algorithm to secure the data efficiently and effectively. A 

privacy algorithm is require to secure the data at end- to- end. 

The authorization of channel is need to develop in future in 

this algorithm development.  

II. LITERATURE 

The IoT challenges and framework for industrial issues are 

discussed in [14]. The legal enforcement, privacy, trust and 

confidential issues are discussed in [15]. Many of the existing 

methodologies focused to detect the network layer and 

application factors [5] [4]. The clustering and statistics trust 

management is achieved through event of interest mechanism 

[8, 9].    

The proposed algorithm in [13] explains the methods for 

analyze the malicious nodes and its performance. The spatial 

pattern is designed with the help of linear aggregation and 

distribution of non-homogenous measurements. The method is 

not efficiently work for multiple event attacks. RCDA method 

proposed a method to collect the data in multi event, but the 

communication cost is too high. The data encoding is very 

complex task. 

Differential fast transfer method proposed a method to 

overcome RCDA issues. Instead of sending raw data different 

data is sent to the cluster head [16]. 

 

a. Contribution of this research: 

The aim of the research is to develop a methodology for 

sharing the data among the user using IOT. 

The proposed methodology working on two phase 

calculation and aggregation.  

1. Addition of noise to secure the data. 

2. Data computation using average of all the data in the 

field.  
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3. Proposing the improvised method to optimized the 

clusters issues. 

4. Minimize the computation cost. 

The paper is organized in such a way as follows: first 

discussion on background of IoT, data collection and its 

security. Secondly, discussion on literature on the existing 

methodologies. In third section we are discussing the 

proposed methodology and its related expressions. Further, 

the performance analysis of the proposed method. Lastly, the 

summary of the paper, future work of the project is explained. 

Then, it followed by the references. 

III.  PROPOSED METHODOLOGY 

a. Network Model:  

Consider the network which is connected as well as 

undirected graph, these graph are mainly composed of 

 various clusters  , is 

denoted using  the digit variable such as . Let’s 

assume that any graph .Moreover in order to 

describe the network, here = { } and all the 

network are described through . Moreover in case 

there exist any CE (Connection edge) in the given network 

between   and  then  is the neighbor of . The 

neighbor is denoted by  

            = { }.  

The average value computed in all the nodes is 

.Computation process is parted into two steps as 

Data collection and Average Computation. In first step the 

clusters gathers the data from  and Data Node is 

represented as: ∈ Real number,  

                                                          (1) 

Z=     is used as a vector 

for representing the data from  and the equation 

represented as: 

              =                                           (2) 

Let’s assume that all these clusters have finished data 

collection before the equation 2 and equation 3 is Initial time 

of second steps.  

                                                                (3) 

 

     (4) 

Equation 3 depicts the start of second steps   the equation 4 

shows the initial value of the set   at . 

        (5) 

The equation 5 presents the updated states of the equation at 

the   . And  are the weights.  

 

Let’s assume the weights , , which 

satisfies the below criteria such that there exist any positive 

constant  so that  below three condition are 

satisfied. 

•  

•  is greater than 0 and it implies greater than  

• , , ,  

 

b. Secure data reporting: 

Due to the security concern, nodes refuses to send the raw 

data to the Clusters. Hence the intention is to provide the 

security by preserving the information. The noise is added 

with original information/data even soon after transmitting 

information to the cluster: 

                                                           (6) 

 is the Gaussian noise whose mean value is zero  variance 

is . 

                                                (7) 

 

c. Security analysis:  

When the data collection takes place the node collects and 

process the noisy data to the clusters. The Gaussian noise is 

used for creating the noisy data. In case if any outer body tries 

to interfere the data privacy of  the information regarding 

the noisy data can be determined through the Gaussian noise. 

In order to analyze the noisy process random function 

 to the data  of node   

                            (8) 

      is randomized function. 

 

d. Improvised methodology:  

The improvised data computation and security is signified 

with the expression. The method provide better accuracy with 

minimum radius.  

             (9) 

 

,  and  are the positive constant, hence the 

optimization problem gets transferred to finding the  

Optimal solution i.e. minimization of  

Improvised methodology is given as  

                                      (10) 

IV. PERFORMANCE EVALUATION 

The working of algorithm is verified with various network 

parameters and constrains to simulate the desired result. 

Malicious nodes are introduced from 10 to 40 with the 

simulated nodes of 100. Figure 2 shows the energy 

consumption versus simulation time graph. 
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Figure 3 shows the average number of dead nodes present 

when we introduce the malicious nodes. We can clearly 

observe from the graph if more quantity of malicious node in 

the network which will improves the energy consumption. 

 

 
Figure 2: Energy consumption. 

 

The analysis is the reflection of betterment in proposed 

methodology.  

 
Figure 3: Average number of dead nodes. 

 

i. Comparative analysis: 

The comparison of existing method with the proposed 

method is analyzed in figure 4 and in figure 5. We can 

observe the packet identified by the earlier methods for 10 to 

40 malicious nodes.  In the proposed method 60 to 70 

malicious nodes respectively.  

The comparison is done based throughput, the rate of 

successful message delivered over the communication 

channel is high. The throughput is measured in bit per 

second. In proposed method the throughput is 0.555, to 

0.1672. These values proved our suggested technique 

provides better performance. 

 

 
Figure 4: Comparison of malicious nodes. 

 
Figure 5: Throughput comparison. 

IV. CONCLUSION 

The suggested method in the paper for security and data 

collection in optimized way using IoT is a different technique 

compared to traditional techniques. The method is performed 

in two steps, in the primary steps addition of noise with 

average computed data in the cluster, secondly it transfer the 

data to the neighbored using the proposed algorithm securely. 

The performance is evaluated with consideration of 

malicious nodes and dead nodes. The throughput also 

compared with existing methodology and the proposed 

methodology performed better in it. All the performance 

parameters are plotted in graph. Though our algorithm 

performs very well when the malicious nodes are induced 

still it is interesting to observe that how it performs when 

more number of nodes are considered and how it performs 

with the other constraints.  
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