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Abstract: Healthcare is an application where the Wireless 

Body Area Network (WBAN), the emerging field of Wireless 

Sensor Network (WSN), can give assistance to the person in case 

of detection of abnormal activities of the human body without 

demanding the presence of the doctor. The small-sized sensors 

can be deployed for continuous monitoring of the physical 

activities of the human body. In the case of abnormal activity, the 

sensors will alert the person as well as share the data with the 

health expert. The information to be sent is very critical so the 

routing nodes selection must be done in such a manner that the 

malicious nodes will not get the information. There are various 

factors which we can count as the selection parameters for taking 

a node as part of the route. The Trust of the sensor node is very 

important as if the node is not trustworthy the chances of 

delivering correct data to the destination node are very less. This 

may lead to a threat to a person’s life. In this paper we are 

presenting a routing algorithm which will count the trust of the 

node as an important factor and update the path if it found any 

malicious node in between the route. 

Index Terms: Wireless Body Area Networks, Quality of 

Service, routing challenges, routing protocols in WBAN, 

applications of WBAN 

I. INTRODUCTION 

  Healthcare is most a promising application of Wireless 

Body Area Networks as it concerns with the physiological 

parameters as well as psychological conditions of the person. 

With the availability of the deployable tiny sensors during 

the hectic lifestyle and the costly healthcare, the sensors 

which can help in health monitoring are preferred to assist 

the human in the absence of the health expert. Various 

sensors are available which are of tiny size and can be easily 

deployed/implanted on human body for observing the 

activities of a person on regular basis. The device through 

which the person is getting the information sent by the sensor 

nodes will help to improve his health condition. The 

physiological parameters which can be monitored by these 

sensor nodes are heart rate, body temperature, glucose level, 

and blood pressure of the person. These parameters can be 

useful in observing and detecting the health condition and 

the behavior of the person. The tiny sensors, which are 

capable of sensing the activities of the human body, will be 

deployed on the body and communicate with each other as 

well as with the health center through a wireless medium. 

 
 

Manuscript published on 30 August 2019. 
*Correspondence Author(s) 

Prabhjot Kaur, Department of Computer Science & Engineering, 

Chandigarh University, Mohali, India. 
Sandeep Singh Kang, Department of Computer Science & Engineering, 

Chandigarh University, Mohali, India. 

 
© The Authors. Published by Blue Eyes Intelligence Engineering and 

Sciences Publication (BEIESP). This is an open access article under the 

CC-BY-NC-ND license http://creativecommons.org/licenses/by-nc-nd/4.0/ 
 

 

This will create a wireless body area network where the 

nodes deployed on the human body communicate with each 

other and sharing the information with the health center. 

Figure 1 represents the Wireless Body Area Network 

(WBAN) where the small sized nodes are deployed on 

human body and they are communicating with each other for 

sharing the information they have collected to the control 

unit or to medical centre. For communication, the topology 

used in WBAN is Star Topology. The central node is 

deployed on the human body and it will collect the 

information from the nodes deployed at a distance of 1.5m 

away from the central node. 

 

Figure 1: Wireless Body Area Network 

The central node is the master node to which rest of the 

nodes, the slave nodes, will send the information collected. 

The central node can be a Personal Digital Assistant device 

to which nodes will pass the information and the device will 

share this information with the external medical server. This 

device is equipped with computational capabilities, enough 

energy resources, and memory space to operate 

efficiently.    The areas of applications are very wide when 

we discuss Wireless Body Area Networks. There are various 

applications like healthcare, rehabilitation, military, 

interactive gaming, etc. Healthcare is one of the important 

applications of WBAN. The deployed sensors will assist the 

person in the absence of a health expert. Similarly, in 

Rehabilitation the sensor nodes can play an important role. 

The sensor nodes can alert a person about exercise he 

requires to recover to his normal routine. In the military, the 

sensor nodes can continuously monitor the health condition 

of the person and can alert the person to take appropriate 

action on time [14]. Similarly, for making gaming more 

interactive, the sensor nodes can be deployed on the person’s 

body for visualizing during the game [15]. The routing of the 

information is a challenge in Wireless Body Area Networks. 

The routing algorithms used in WSN cannot be used for 

routing in WBAN as the architecture and application model 

of WBAN is different from WSN.   
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As the nodes are to be implant in the human body, it is not 

easy to change the sensors again and again by operating the 

person. So the sensors must be energy efficient that is the 

node must use its energy efficiency to share the information 

by observing the distance between the nodes, the importance 

of the data, etc. Another challenge for routing in WBAN is 

the Fault tolerance ability of the sensor. As the data sensed 

by the sensor node is very critical to the link failure can cause 

harm to the person’s life. So, the node must be able to handle 

the link failure if any there.     

Secure and reliable communication between the nodes is 

another major challenge in WBAN. The unattended and 

unsupervised nature of the nodes can lead the nodes to be 

attacked or captured physically. The data must be handed 

over to the trustworthy node as the data is very critical and 

private. If the node is not trustworthy, there is no surety of 

transmission of the correct data to the destination. While 

sharing the information, the node must verify whether the 

next node is trustable or not. The next node may possibly 

drop the packets during forwarding the packets or pass the 

packets to another misbehaving node with false intentions. 

As the data transmitted in WBANs is of sensitive and critical 

nature so any threats, vulnerabilities in these networks are of 

main concern.             

The traditional encryption methods are not suggested to be 

used for securing the information in these networks as the 

algorithms require more computational power as well as 

more energy to encrypt the information which can diminish 

the lifetime of the nodes and the network. It is preferable to 

detect the misbehaving nodes before passing the information 

directly to the next node. It can reduce the chance of 

manipulation of information until it reaches the destination. 

In this paper, we are proposing a hybrid routing algorithm 

which considers the trust, temperature factor while 

transmitting the data and mobility parameter to deal with the 

link failure. The node as a forwarder node will be selected in 

such a manner that it will hand over the data only to the 

trustworthy node and can keep in count the temperature of 

the node. To deal with the link failure due to the mobile 

nature of nodes, the node will re-route the path and transmit 

the data through another path instead of discarding the 

packets.  

The rest of the paper is organized as follows: In section II, 

the related work studied is discussed. In section III, the 

proposed scheme is discussed. In section IV, discussion 

about results is done and the last section concludes the 

discussion made in the above sections. 

II. LITERATURE REVIEW 

 Routing is an important aspect of WBAN as the data 

collected by every the sensor node is very critical and it is 

important to share the collected information with the sink 

node as well as with the medical server on the time but by 

keeping the routing constraints in focus. In [28] various 

routing challenges for routing like power supply issues, 

quality of service, reliability of data, the lifetime of network 

etc. are discussed. 

The On-Demand routing protocols basically work in three 

phases: Trust estimation phase- checks for the 

trustworthiness of the node, route discovery- looks for the 

reliable route for transmission of data and route maintenance 

phase- deals with the link failure. There are various routing 

algorithms proposed to improve the network’s performance 

by including the various factors like temperature, mobility, 

trust factor, and energy consumption of the sensor nodes. 

 Ahmed, A., Bakar, K. A., Channa, M. I., Haseeb, K., 

& Khan, A. W. [23], proposed a Trust and Energy aware 

routing protocol. The trust, both direct and indirect, of each 

node is calculated on the basis of the packet forwarding 

behavior and the estimated positive probability. The value of 

this composite function will choose which node can 

participate in routing. The composite function includes the 

node’s trust value, the residual energy and the number of the 

hops in between to calculate the value. The two conditions 

are considered which can cause link failure during routing. 

The first one is the residual energy of the node. If the node’s 

remaining energy is not enough to forward the packet. The 

second case is when the misbehaving nature of the node is 

detected. Then the source node is notified about this and 

re-routing is done.  

Alshamsi, A. Z., & Barka, E. S. [24], proposed an energy 

efficient routing algorithm which covers the security of the 

data while routing by using lightweight encryption algorithm. 

The data during transmission will be in encrypted form and 

only the end nodes can decrypt that information. The use of 

encryption algorithms can consume the more energy of the 

node for encrypting and decrypting the data.  

Al-Janabi, S., Al-Shourbaji, I., Shojafar, M., & 

Shamshirband, S. [5], gives a review on the various 

challenges like technology selection, routing challenges, 

security issues etc. for Wireless Body Area network. For the 

accurate communication the selection of appropriate 

technology is an important task. The routing challenges can 

be there while designing the routing protocol on the basis of 

various parameters like energy efficiency, temperature factor, 

trust, Quality of Service etc.     

Bhangwar, A. R., Kumar, P., Ahmed, A., & Channa, 

M. I. [17], proposed a routing protocol which selects the 

route by counting on the temperature and the trust value of 

the node. A threshold value is set for both the trust and 

temperature of the node. If the trust is below the threshold 

and the temperature is above the threshold, then the node will 

not be allowed to take participate in routing. By using this 

algorithm the chances of misleading/misguiding the data is 

very less as it will allow only the trustworthy nodes to 

participate in the routing. The temperature factor will help in 

selecting the nodes whose temperature is lower than the 

threshold temperature specified to avoid the tissue damage of 

the human body. This will help in reducing the participation 

of misbehaving/ faulty nodes in the routing. 

Javaid, N., Ahmad, A., Nadeem, Q., Imran, M., & 

Haider, N., [29] a mobility supportive routing algorithm is 

proposed by the authors. The movement of the can cause the 

reorganization of the network topology which can utilize the 

more energy of the nodes. For source to destination data 

transmission, multi-hop communication is used. The sink 

shares its location with the rest of the nodes of 

the network.  
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A cost function is calculated on the basis of the distance of 

sink from the sender node and the residual energy of the 

sender node. The node with the least cost function value will 

be selected by the sink as the forwarder node. When the node 

moves towards the sink node, it will create link with the sink 

or the forwarder node and if it moves away from the sink, the 

path loss is very high.    

Javaid, N., Abbas, Z., Fareed, M., Khan, Z., & Alrajeh, 

N. [23], proposed a protocol named M-ATTEMPT which 

supports the mobility of nodes. The nodes were deployed in 

descending manner of their data rates. The nodes with high 

data rate can send the data directly and can easily collect the 

data from the node having lower data rates and pass it to the 

sink node. If the node gets disconnected from its parent node 

and goes to the coverage range of other parent node then it 

will send a join-request to the parent node. The parent node 

will check if the child nodes of it are less than 3 then it will 

accept the join-request of the node otherwise reject it. The 

stability period of network is improved as compare to the 

multi-hop communication. 

Kim, B.-S., Kim, K., & Kim, K.-I.[31], gives a review on 

the significance of the mobility in WBAN various mobility 

models are discussed which provides the information about 

the different movement patterns and the location changes 

with the movement of the human body. 

 The human body can’t be in same position for long time, 

motion is always there. So when the nodes are to be deployed 

on the body, the mobility factor must be considered as due to 

the mobility there can be link failure during the transmission 

of data which can affect the person’s life. The data must 

reach on time to the sink node so that the appropriate actions 

can be taken. There are various routing algorithms are 

proposed by various authors which supports the mobility of 

nodes during the routing. 

 Navya, V., & Deepalakshmi, P.[27], M-TSIMPLE 

another mobility based protocol is proposed which computes 

the cost function on the basis of distance and the residual 

energy. The nodes were divided into two categories parent 

nodes and the child nodes. The parent nodes here use the 

TDMA to give time slots to the child nodes for sharing their 

data. The Parent-Child forwarder behavior reduces the 

path-loss as compared to multi-hop communication. The 

stability, throughput and lifetime of the network is improved 

as only relevant data is transmitted and redundant data is not 

transmitted.   

Roy, M., Chowdhury, C., Kundu, A., & Aslam, N. [21], 

proposed a trust based algorithm which integrates with the 

existing AODV algorithm and it calculates the trust of the 

node by using the Non-homogeneous Poisson distribution. 

The sender node sends the route request to another node and 

waits for the route reply from that node. The sender node 

pre-calculates the delay for receiving route reply packet from 

other node on the basis of distance. If the node takes more 

time as compared to the pre-computed delay then the node is 

marked as a suspected node and the sender node will not 

send the data through that node. The malicious nodes can be 

detected by using this algorithm.   

Salman, F & Atia, H [19], proposed the routing 

algorithm which uses the concept of fuzzy logic to make the 

network energy efficient. By using the residual energy, 

Received Signal Strength Indicator, and distance from 

source to destination, the base station calculates the fuzzy 

cost for each node. The node with the least fuzzy value will 

be selected as Cluster Head and rest of the nodes of the 

network will pass use TDMA method to send the 

information to the selected cluster head. It reduces the energy 

consumption of each node by avoiding the continuous 

sensing of the channel for transmitting the information.  

Sethi, D., & Bhattacharya, P. P.[22], proposed an 

Energy Efficient and Reliable Data Transfer (EERDT) 

protocol for WBAN. The transmission of critical data is done 

by single-hop communication. A cost function is calculated 

for each node and the node with high cost function value is 

elected as a parent node. The higher the cost function value is 

the higher the chances of selection as parent node. Rest of the 

nodes of the network will choose their cluster heads on the 

basis of the distance between them and the cluster head. The 

stability of the network is improved by using this protocol.  

As we reviewed many papers which check the trust value 

and temperature value of the node before passing the 

information. The trust is calculated by observing the packet 

forwarding behavior of node and the delay in the reply from 

other node. But we have observed that some nodes are not 

able to send the reply back on time due the busy channel. The 

mobility support is not included when trust and temperature 

factors are considered. So, in this we are proposing a routing 

algorithm which will support mobility while computing the 

cost function by considering trust and temperature of the 

nodes.    

III. RESEARCH METHODOLOGY 

This section is divided into two sections, first includes the 

flowchart and second section explains the proposed 

methodology of the proposed model/ There are some 

assumptions made while designing the protocol. These 

assumptions are as follow: 

1. The source and destination nodes are trustworthy nodes. 

2. The source and destination node can’t be hotspot. 

3. The source and destination has always the sufficient 

energy to send/receive the data. 

4. The source and destination node will not get affected by 

the intruder. 

The node selection for routing the data packet is done on 

the basis of the trust and the temperature factor of the node. 

The node with the more trust value and less temperature 

value will be selected for the routing. A composite function 

is calculated for all possible routes. The route with the less 

function value will be selected for routing.  

During the routing there are the chances of link failure as 

the nodes can be displaced from their actual position with the 

movement of body. In the third step the route maintenance 

phase comes under the light. Here the node which is became 

faulty node will send the error message to the predecessor 

node which again finds for the route to the destination if 

succeed, the routing continues otherwise it returns the packet 

to the source node and source node choose the new route for 

transmission.    
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 1) Proposed Methodology 

The algorithm is divided into three phases according to its 

functionality. First Phase includes the initialization of nodes. 

Second Phase includes the route discovery method and third 

phase deals with the route maintenance in case of any link 

failure.  

A) Initialization Phase   

The nodes in the network will have a unique node_id, 

location, and trust and temperature value. The sink node 

keeps the record of the nodes available in the network. In 

initialization phase the sink node broadcasts its node_id and 

location. The nodes in the network will send their 

information to the sink node. The figure 2 represents the 

broadcast of sink’s node_id and location information to rest 

of the nodes. 
 Algorithm 1: TMRP Algorithm 

 

1. Set nprec<- Predecessor node 

2. Set ncurr<- Current node 

3. Set nnext<-  Successor node 

4. Set Trthreshold<- Trust Threshold 

5. Set Tpthreshold<- Temperature Threshold 

  

6.  procedure Initialization Phase  

7. Initialize each node 

8. Broadcast node_id and location of Coordinator node 

9. end procedure 

  

10. procedure Route Discovery  

11. while node has packet to send do   

12.      if next node nnext  destination then 

13.           Send pktdata directly 

14.      end if 

15.      if relay node ncurr receives packet pktdata from nprec 

16.            Check routing table for next node nnext 

17.                if Trust of nnext < Trthreshold then 

18.                      Call procedure Route Maintenance  

19.                      while route reply not received do  

20.                             Buffer packet pktdata 

21.                      end while 

22.                end if 

23.                if Trust of nnext < Tpthreshold then 

24.                      Call procedure Route Maintenance 

25.                      while route reply not received do  

26.                             Buffer packet pktdata 

27.                      end while 

28.                end if 

29.                if node position changes then 

30.                      Call procedure Route Maintenance 

31.                      while route reply not received do  

32.                             Buffer packet pktdata 

33.                      end while 

34.                end if 

35. end while     

36. end procedure 

  

37. procedure Route Maintenance 

38.      Create Route Error Report(RERR) 
39.      Send ERROR message to predecessor node 

40.      Check routing table for other route 

41. end procedure 

 

The node if any in network has some data to share with the 

coordinator node will initialize the route discovery phase in 

which it will choose appropriate route for sending the data.  

 
Figure 2: Initialization Phase 

B) Route Discovery Phase 

The network model of proposed algorithm contains the 

biomedical sensors and the relay nodes. The proposed model 

uses the connectivity graph shown in eq. 1. 

G = (V, E, W)                                                                 (1) 

Here the V indicates the set of biomedical and relay nodes, 

such that V = {Bn}U{Rn}. The Bn represents the all 

Biomedical nodes and Rn represents all relay nodes whereas 

E represents the links between both kind of sensor nodes 

{e1,e2,……en} and W represents the link metrics. 

 

 
Figure 3: Route Selected 

The trust and the temperature of the node are also 

calculated in this phase. The trust of the node is considered in 

two ways direct trust and indirect trust. The trust is 

calculated on the basis of the packet forwarding behavior of 

the node. The direct trust is when the next node itself a 

destination node. For calculating the indirect trust of the 

node the overhearing nature of the neighbor nodes is used. 

The next node which is going to receive the packet from 

current node will keeps the record of the packet received and 

sent by the current node.  

If the current node drop some packets in between or try to 

send wrong packets then current node will be marked as 

malicious node.  

𝑇𝑟𝑢𝑠𝑡𝑁𝑖,𝑁𝑗(𝑡) = 𝐷𝑇𝑁𝑖.𝑁𝑗(𝑡) +  
𝐼𝑇𝑁𝑖𝑁𝑗

𝑁𝑘

𝑁𝑅𝑁𝑗

(𝑡) 

The Trust of nodes can be some fractional value between 0 

and 1. The figure 3 shows the Total Trust calculated for the 

node.        
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Figure 4: Link Failure                                                                                  

The TrustNi.Nj(t) indicates the total trust of node Ni over Nj at t 

time. DT indicates the direct trust of node Ni over node Nj at t 

time. IT indicates the indirect trust of the node Ni over node 

Nj obtained through node Nk at t time. The NRNj indicates the 

total number of neighbor relay nodes of the node Nj.. 

If the trust value of current node is less than equal to 0.55 

then the current node will not be considered as a trustworthy 

node. 

Similarly the temperature of the node is also considered as if 

the temperature of node increases; it may become the hotspot 

and can damage the body tissues. With the packet sharing the 

temperature rise by 0.1 every time the node send a packet. To 

avoid the participation of the hotspot node the threshold 

temperature is marked of value 7.18. If the value of 

temperature of the current node is greater than 7.18 than it 

will be considered as hotspot and can’t be selected for the 

routing. 

The composite function is calculated which considers the 

both the factors of the node i.e. the trust and the temperature 

value of the node.  The equation eq. 2 includes the composite 

function.  

𝐶𝐹 = 𝑤1 ∗ 𝑇𝑟𝑢𝑠𝑡 + 𝑤2 ∗ 𝑇𝑒𝑚𝑝𝑒𝑟𝑡𝑎𝑢𝑟𝑒                         (2)     

 The w1 is weight for the trust factor and w2 is weight for 

temperature factor for the node. The average value for 

weight is 0.47 i.e. both the factors are equally important for 

the selection of the route.     

   The algorithm 1 explains the proposed algorithm. All the 

three phases are described in this algorithm.                       

C) Route Maintenance Phase 

The unsteady nature of nodes can cause the link failure 

during the transmission of data. The location of the sensor 

nodes deployed on the human body changes with the 

movement in the human body. The following diagram Figure 

3 represents the route selected for the routing from source to 

destination. 

The three possible situations are considered for the link 

failure. First scenario considered is when the node’s trust 

value is below the threshold trust. Second scenario is when 

the temperature of the current node is higher than the 

threshold temperature. The last scenario considered is the 

link failure due to the displacement of the current node. The 

following diagram Figure 4 shows the misbehaving node N5 

where the link failure occurred.  

When the link failure occurs during the routing due to above 

mentioned situations, then to deal with it route maintenance 

phase generates a Route Error Report which contains the 

error message and sends this report to the previous node. The 

node again looks for other possible route for transmission.  

If the previous node fails to find another node the error 

report will be forwarded to the Source node where the source 

node will check for other possible route and retransmit the 

data.  

2) Flow Chart 

    The Figure 5 explains the working of the proposed 

algorithm. In the very first step when the nodes are deployed 

the sink node will send the initialization packet to the all 

deployed nodes which includes the information about the 

node. The packet includes the node_id and location of the 

sink node. After that the rest of the nodes will share their 

unique node_id and location information with sink node. 

 

 
  

 

When a node has data to send to sink node it will initialize 

the route discovery phase. So, in the second step the node 

sends the route request packet to its neighbor nodes. The 

nodes which have the path towards the destination node will 

reply back with route reply packet.  

IV. COMPARATIVE ANALYSIS 

The simulation of proposed method is done on MATLAB 

software. The used parameters in simulation are described 

here in Table 1. We have considered two circumstances here. 

First situation where the malicious node tries to attacks the 

nodes of the route. Second situation is where the nodes are 

dealing with the temperature increase in network.  

The proposed protocol is compared with the existing trust 

and temperature aware routing algorithm TTRP. 
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Initialize Route Discovery 

Include node in route 

Compute Composite Function 

If value < 

composite value 

Select Route 

Link Failure? 

Stop 

Yes 

No 

Discard Node Yes 

Yes 

No Node has 

data to send? 

No 

Yes 
Route Maintenance 

No 

Send Packet directly 
Is next node 

destination? 

If Tp. < Th. Tp. && 

Tr. > Th. Tr.  

Figure 5: Flow Chart 
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Table 1: Parameters considered 

Parameter Value 

Simulation 

area 
1m*1m 

Range 200 

Threshold 

Trust 
0.55 

Threshold 

Temp 
7.18 

Function 

Value 
2.40 

Avg, wt. 0.47 

 

The Packet Delivery Ratio is the ratio of received packets 

over the total transmitted packets. The figure 6 shows the 

comparison of packet delivery ratio of TTRP and proposed 

algorithm. The packet delivery ratio of the TTRP is low as in 

this protocol the mobility of the node is not considered while 

routing the packets. The packet drop is more in TTRP as the 

link failure occurred due to the mobility is neglected.   

 

 
Figure 6: PDR versus Packet Rate 

 

The end-to-end delay in a network is defined between a 

packet is generated at source to the time it is received by the 

destination. The presence of malicious nodes leads to the 

frequent link failures in TTRP and packet drops are more in 

this protocol which increases the average end-to-end delay. 

 
Figure 7: E2E Delay Versus Packet rate 

 
 

 

Figure 7 shows the comparison of both algorithms’ 

End-to-end delay. In propose algorithm the end-to-end delay 

is less as the link failure is handled at the predecessor node.  

Throughput is the amount of packets successfully 

transmitted from one node to another node in a given period 

of time. The figure 8 shows the comparison of throughput of 

the both algorithms. The throughput of proposed algorithm is 

more as compared to the existing TTRP protocol. As the data 

is only forwarded to the trustworthy nodes so the chances of 

packet drop are very less.  

V. CONCLUSION 

In this paper, we propose a hybrid routing protocol (HRP) 

for Wireless Body Area Networks which efficiently secures 

the network against the misbehaving nodes. This proposed 

protocol efficiently handles the link failure issue due the 

mobility factor of nodes. The node instead of dropping the 

packets notifies the previous sender node to search for other 

route for sending packets. We compare the proposed 

algorithm with the existing trust and temperature aware 

routing protocol TTRP. It is noticed that the throughput, 

packet delivery ratio is improved in proposed algorithm. The 

end-to-end delay is reduced in the proposed algorithm. Our 

future direction focus will be on the performance of the 

network during the external interference when two human 

bodies deployed with sensor nodes come in the range of each 

others. 
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