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Abstract: Cloud computing is a new paradigm which provides
cloud storage service to manage, maintain and back up private
data remotely. For privacy concerns the data is kept encrypted and
made available to users on demand through cloud service provider
over the internet. The legacy encryption techniques rely on
sharing of keys, so service providers and end users of the cloud
have exclusive rights on the data thus the secrecy may loss.
Homomaorphic Encryption is a significant encryption technique
which allows users to perform limited arithmetic on the
enciphered data without loss of privacy and security. This paper
addresses a new simple and non-bootstrappable Fully

n
Homomorphic Encryption Scheme based on QP matrices as
symmetric keys with access control.
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I. INTRODUCTION

Homomorphism is a map preserving mathematical structure
and in the field of cryptography homomorphism can be
enforced as an encryption technique which allows an
arbitrator to perform certain operations on the ciphers
without any insight of encryption algorithm and keys used.
The word homomorphism was found in the context [1] and it
has propelled the researchers to design such systems. The
Homomorphic Encryption (HE) schemes are categorized into
the following types based on the number of operations
allowed over the cipher:

e Partially Homomorphic Encryption (PHE)

e Somewhat Homomorphic Encryption (SWHE)

e Fully Homomorphic Encryption (FHE)
In an open untrusted network the data can be kept secure and
confidential using Homomorphic Encryption and the
encrypted data can be involved in some computations. Let M
is the secret message, C is the Cipher obtained by the
encryption function Encrypt (M) and Decrypt(C) repossess
M then by FHE,

G (M) = Decrypt (G (C))

Where, G is an arithmetic function.
Cloud computing paradigm provides its services to its users
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through cognate devices as pay-per-use at any time but data
security and privacy are its prominent dilemma. By
stipulating FHE schemes to bestow security and some access
control scheme to prevent the cloud users to access
everything, this problem can be fixed. This paper addresses a
symmetric FHE scheme based on Qp matrices with access

control in which access control policies are asserted in
eXtensible Access Control Markup Language (XACML).

A. Literature Survey

The Fully Homomorphic Encryption systems:

The aboriginal FHE scheme was introduced in 2009 [2] and
several variations of this scheme was found in [3]-[10] with
lattice based techniques in backdrop. They are all PHE
schemes in initial and later bootstrapped to FHE schemes
thus made them to be complex and impractical. A new FHE
scheme based on integers [11] swamped the above said
intricacy. Later many mutated integer and Linear Algebra
based schemes [12] - [17] are introduced.

Access Control:

Access control is a process of authorization and
authentication of shared resources with selective restriction
over it. The request to access a resource is either granted or
denied based on access control policies. The work found in
[18]-[20] proposes many access policy structures. An XML
based access control policy frame work is Extensible Access
Control Markup Language (XACML), is a general purpose,
flexible, powerful language with separate communication for
request and response and supports different platforms and
languages for dynamic and complex systems. The access
control policies are written and can be embedded to the
attributes which needs to be controlled from access. The
following table layouts the test attributes that can be
expressed in access policy.

Table.l Test Policy attributes and their descriptions

S.No. Attribute Description Test policy Attributes
1 A unique ID for each access | Access ID
2 Role or Name of the | Subject
accessor
3 Name of the resource Object
4 Access rights Action
5 The IP address of the | IP Address
preferred machine
6 The maximum access count | Max.Access count
7 The time elapses to access Time
8 The date elapses to access Duration
9 To restrict access based on | Location
location
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B. Our contribution
The present paper addresses a new FHE technique with Qp

matrices as symmetric keys and the homomorphic behavior is
assured by Smith Normal Form (SNF). The symmetric key of
this system exhibits a size of O (1) and the cipher text size is
also fixed regardless of the size of secret message. The access
control technique addressed in this paper is a CP-ABE
scheme in which access control policies are written in
XACML. Thus the proposed system preserves the secrecy,
privacy of the secret data and allows the cloud end user to
perform calculations on the encrypted data without
decryption. The access control system provides a controlled
access over the encrypted data thus any access which satisfies
the access policy can only gain access on encrypted data.
Thus the proposed system imparts an encrypted controlled
access over the ciphers stored in enigmatic networks.

Il. PRELIMINARIES

All the computations involved in this scheme are based on
integers in a ring Zy to operate in ring Ma(Zn), where N is a
composite number which need not be prime and it is a
product of 2m odd mutual prime numbers pi and g; such that
1<=i<=m. The plain text space is transformed into a matrix
Ms (Zn) before encryption. The system also involves two
arbitrary integers ni, n, € Zy and let P=3, where P is a
Fibonacci P-number. The n1 and nzare used to generate the
ni™ and n," Fibonacci number, they are used to construct

Q}?l and QSZ matrices and are the symmetric keys of this

system having the properties of invertible, uni modular and
square matrices.

Smith Normal Form

Smith Normal Form (SNF) can be used to solve polynomials
of invariant coefficients, linear programming involving
integers, Diophantine equations and so on.

Definition 1

A matrix D € My (Zy) is an invertible matrix if and only if
the determinant of D is not equal to 0 and GCD (determinant
of D, N) =1.

Definition 2

Let Rmxn is a set of all mxn integer matrices, the matrices a,
of Rmxnare said to be in Smith Normal Form if and only if
B=S a T where, S and T are unimodular, invertible matrices
such that S £ Ruxmand Q & Roxn.

Definition 3

If =S a T is in Smith Normal Form then a and B are said to
be equal matrices

(B~a)and oa=S*B Talso holds in Rmxn Where Stand T+
are the inverses of Sand T.

Transformation of integer to Ms (Zn)

Any secret integer TE Zy is converted into a diagonal matrix
M, and the following steps shows how this coding is
performed:
i. ris any arbitrary integer such that r € Zy.
ii. Using the values of r and T construct the linear
congruence x = x; (mod fi), y = yi (mod fi) and z = z;
(mod fi).
iii. Solve the above linear congruence equations using
Chinese Remainder Theorem and construct a diagonal
matrix D (T, X, Y, 2).
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The r value makes our system IND-CPA. The selection of r is
dependent on N but when these values thrives it do not
influence the encryption and decryption scheme. For the
same plain text T and N with different r value different
ciphers can be generated.

. SYMMETRIC FULLY HOMOMORPHIC
ENCRYPTION AND DECRYPTION

The encryption and decryption technique involves the
following algorithms and are subject to modulo N operations:
1. Key-Generation (n1, n2)

Step 1: Select any two large integers (n1, n2) mod N and

let P=3.

Step2: Find the n1™" and n2" Fibonacci numbers and

generate QN and Q32 matrices and they are the
symmetric key pairs.

2. Encrypt (D(T.x,y,z), @R! , Q%)
The encryption process is simply the matrix
multiplication of the symmetric keys and the plan text
diagonal matrix D.

Cipher C= (QEL. D (T, x, y, 2). QF?) mod N

3. Decrypt(C, (Q?i)'l, (@QF)Y)

Compute the inverses of the symmetric key pairs and the
resultant of the simple matrix multiplication is M.

T= (M) 1,1 =Decrypt ((le)'l. C. (@%*)) mod N

Performing fully homomorphic computations over the
ciphers:

Let the ciphers CP1 and CP2 of the plain text integer T1 and
T2 respectively then the FHE system provides the following
computations:

Decrypt [(CP1+CP2) mod N] = T1+ T2

Decrypt [(CP1- CP2) mod N] =T1- T2

Decrypt [(CP1xCP2) mod N] = T1x T2

IV. SYSTEM ARCHITECTURE

The system architecture is given in Fig. 1 and our system
incorporates the following entities to render encrypted data
processing without loss of privacy and confidentiality of
outsourced data.

1.Cloud Data Owner (CDO): The CDO outsources their
private data to cloud, and security and confidentiality is
retained by fully homomorphic encryption and the access
is controlled using XACML policies stored in Attribute
Server (AS).

2.Cloud Users (CU): Cloud Users are the data processing
entities. The access of a CU is controlled by the access
policies written in XACML that are stored in the Attribute
Server. Each CU is controlled through different test policy
attributes against the ciphers that they access. In addition to
a unique Access ID, Object, Subject and Action, a CU can
be controlled over Time, IP address, their location,
maximum access count or date of access.
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3. Cloud Server (CS): The fully homomorphically encrypted
data are stored in the CS which works in harmony with the
AS. The symmetric keys used for encryption are kept
secret by the CDO and are often refreshed. The CS and AS
are fully controlled by the CDO.

4.Cloud Service Provider (CSP): The CSP acts as an
interface between the Cloud and the CU. The CU registers
with the CSP whose user credentials are verified on each
logon and on successful logon they are directed to the CS
where their access credentials are verified by the AS for
each access. Thus the whole encrypted data outsourcing
and access control aspects are hidden from the CSP and
Cu.

Thus our system provides a strong security and access control
over the outsourced data.

Attribute
ribul

Y

CloudData |
Owner (CDO)

Cloud Service
Provider
csPl

Cloud User
(=i B ]

Fig.1. System Architecture

V. SECURITY AND ANALYSIS

The outsourcing and computations over the ciphers of a data
stored in a private cloud can be accredited by the FHE
schemes and it possesses the following characteristics:

e IND-CPA

o Data and computations are privacy preserving

e Compact
An encryption scheme in which two different encryptions of
the same secret data is not same is said to be semantic secure
or IND-CPA. The transformation of the secret integer 1 to a
matrix Ms (Zn) is based on the arbitrary integer r. The same
symmetric key pair and p with different r value the
encryption algorithm produces different ciphers. Thus our
scheme is IND-CPA. The CU is allowed to access and
perform operations on the encrypted data based on access
policies. Since our scheme is IND-CPA the processing entity
CU cannot speculate the plain text from the known cipher
text, thus making our system and computations over the
cipher as privacy preserving one.
The symmetric FHE scheme discussed in this paper do not
unfolds the size of the ciphers when operations are performed
over it. The plain text integer, ciphers and result of
computations over the ciphers all are 4x4 matrices in the
message space of N. The size of the ciphers is independent of
the upshot of the evaluation function thus our system is
compact.
The encryption and decryption algorithms are executed in
MATLAB having the secret integer 257 with different r and
N values and the following table shows the cipher, execution
time for encryption and decryption algorithms. Thus our
scheme is IND-CPA with different r and N values but same
plain text.
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Table. 11 Execution time of Encryption and Decryption

Algorithms
SECRET ENCRYPTION DECRYPTION
DATA r CIPHER N TIME TIME
257 292 980 1155 0.00056 0.00062
257 1046 1085 3003 0.00063 0.00065
257 37962 44308 55913 0.00063 0.00078

The following Fig.2 shows the variations in the sizes of r, N
and cipher for the secret integer 257.

Size of r, N and Cipher

60000
40000 mr
CIPHER
20000
. EN
1 2 3

Fig.2. Comparing the sizes of r, N and ciphers
Comparison with other schemes:
The present scheme is compared with the literatures ([5], [11]
and [12]) on various parameters and it is tabulated below:

Table. 111 comparison of schemes with our scheme

Parameters [5] [11] [12] Our
scheme
Cipher size O(A.d?) O(A10) O(A) 0(1)
Message Rp {0,1} N/Zx N/Zx
Space
Technique LWE Integer | Linear Matrices
used s Algebra
Public key size | O(A?) 0O(A2) NA NA
Secret key O(A19) O(A10) O(A) 0(1)
Bootstrapping | Not yes Not Not
needed needed needed
but uses
refresh
key of size
O(logA)
Type of | SWHE | FHE FHE FHE
Homomorphic
Encryption

VI. CONCLUSION

This paper introduces a new Symmetric Fully Homomorphic
Encryption scheme. It is simple, noise free, IND-CPA secure,
needs no bootstrapping with a message space Zy and the plain
text integer is encoded into a matrix M4 (Zn) using CRT. The
access policy and the cipher are controlled by the Cloud Data
Owner and are hidden from the external world. All the
computations over the cipher are in the domain of
commutative algebraic matrices.
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The access policy is expressed using XACML which makes
the scheme light weight. Thus this scheme finds its
applications even in dark networks to secure private secret
data.
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