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Abstract: Social media is become one of the most popular 

application. Commonly social media is used for communication 

and social activities. Thus a significant amount of data is 

produced in these platforms and handling of these data requires 

advance data handling techniques thus big data is used to deal 

with such huge data. On the other hand, now in these days 

attackers and phishers are also active on social media. These 

attackers create fake profiles and trap the users to still their 

confidential and sensitive information. In this context the fake 

profiles are one of the serious problems in these days in social 

media. In this presented work a new technique for detecting the 

social media anomaly profile is prepared and their 

implementation is described in this paper. In addition of that the 

experimental analysis on real twitter profiles are also performed 

for 1200 profile features. To process these data two BIG data 

utilities are used namely PIG and HIVE is used. These profile 

features are collected from the live twitter data and evaluation of 

different profiles. The experimental results are compared for both 

the utilities (i.e. PIG and Hive) to demonstrate the successfully 

identification of legitimate and anomaly profiles. 

Keywords : BIG Data, data mining, fake profile, HIVE, PIG 

,profile anomaly, social media, social spamming.  

I. INTRODUCTION 

Human is a social being, and could not leave without the 

social corporation. In old days peoples are meet each other 

and communicate each other face to face [1]. But due to 

interaction of technology and fast daily routine, a huge 

amount of people moving towards internet based 

communication and virtual meetings. As such medium the 

social media is worldwide accepted platform where users can 

communicate with their loved one, conduct conferences, 

meet with new peoples and many more. Therefore that is a 

popular and low cost social platform [2]. 

The basic problem with this platform is unwanted feed 

posts and advertisement campaigns. Due to this significant 

amount of spamming is done over the social media [3]. 

Additionally SEO and SMO based institutions are creating 

fake profiles for promoting brands and others. These profiles 

are not legitimate and can be harm someone socially and 
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financially [4]. Therefore in this presented work the efforts 

are made to find the social anomalies over the online social 

media platforms. 

The social media data is growing significantly and it is not 

possible to deal with the help of the traditional computational 

techniques. in this context the BIG data technology is used 

for handling the large amount of data. in this presented work 

the BIG data technology is used for dealing and 

demonstrating the application of the social anomaly 

detection. In addition of the two popular utilities of the big 

data is utilized namely (PIG and HIVE) to know the 

performance of the both utility in classification of legitimate 

and fake profiles.  

According to the definition of anomaly the object deviates 

from the normal behavior can be identified as anomaly 

behavior [5]. In our prospects the social user behavior that not 

works properly or genuinely is known as the anomaly of 

social user. There are two kinds of anomaly can be found 

contextual and collective. Basically the main aim of the 

social anomaly is to deploy many kinds of attacks such as 

spam, malware, social bots and identity theft and commit 

Internet crime Or creating a high risk for their users regarding 

financial fraud or defamation of a reputed public figure [6]. 

All these approaches are classical approaches of data 

mining and machine learning which works on KDD CUP 

99’s dataset [11], additionally some more data sets on social 

media are available in [12], [13]. and return class labels 

during the classification outcomes. But among most of these 

data models are not yet employed in the real world data. The 

proposed work is aimed to collect, and classify the real social 

media data for anomaly detection. Therefore this paper is 

concentrated to identify the features of anomaly social 

profile, and based on these features classify the profiles in 

terms of legitimate and anomaly groups using BIG data 

technology. 

II. PROPOSED WORK 

This section provides the detailed description about the 

proposed methodology for discovering anomaly in social 

media platform. The main aim of the proposed methodology 

is to find which peoples are working with the fake profiles in 

twitter. 
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A. System Overview 

Initially the social media platforms are designed with the aim 

of networking and communication. A significant amount of 

users are consuming their services 24X7. Additionally as the 

technology is growing the amount of social media users and 

it’s data are increasing much rapidly [14] [15]. But in this age 

the social media is becomes a platform to target a large 

amount of peoples in real time, using this availability of large 

amount of audience in a same place the business strategist, 

politicians and business owner usages this platform for 

running their promotional activities [16]. In this context they 

are creating false profiles, broadcasting their advertisements 

and others. Sometimes normal people become target of these 

social media false profile and loss their money and time [17]. 

Therefore in this work, the aim is to find some essential 

features [18] and methods [19] by which we can efficiently 

and accurately identify the anomaly in social media. In this 

context a weight based profile classification technique is 

proposed using big data analytics. The proposed technique 

consists of three main phases. First data collection and 

attribute extraction, second identification of valuable features 

and weight computation. Finally in third phase the test data is 

applied on learned model to classify the profile data in two 

class labels i.e. legitimate and anomaly. Therefore the 

proposed technique evaluate all the initial input profile data 

and compute the essential factors to calculate a threshold for 

classification. Additionally one more motive is solved using 

this experiment to find the performance comparison among 

PIG and HIVE big data utilities. This section provides the 

formal overview of the proposed anomaly classification 

technique; next section provides the detailed modeling of the 

proposed concept. 

B. Proposed Methodology 

The proposed concept of anomaly detection in social media 

more specifically in twitter is demonstrated in figure 1. 

 

Figure 1: proposed data model 

Input profile samples: the main aim of the proposed work is 

to identify the anomaly in social media profiles. Therefore 

the real twitter profile data is collected for experimentation 

and the proposed system design. The profile data can be 

extracted directly from twitter using the technique described 

in [20]. Here to host and process the data first the Hadoop is 

used which host the data streamed through the twitter. In 

further the data is parsed and preserved in PIG and Hive 

structures. 

In this context the observations are made and the following 

profile attributes are recovered from the twitter as 

demonstrated in table 1. 

Attributes  Value type (data types) 

Profile type  Business brand / personal  

Member science  In days  

Total number of twits  Real Number  

Followers  Real number  

Following  Real number  

Location  True / false (Boolean) 

Profile description  True / false (Boolean) 

Likes  Real number  

Table 1: Dataset attributes 

Feature extraction: all the above listed attributes of the 

twitter profile data is essential. Therefore we utilize all the 

given attributes for finding the weights. Therefore using the 

collected data samples the following factors are computed. 

a. Rate of twits (𝒘𝒃) : this factor indicate the rate of posting 

twits in social media. If someone posting a large quantity 

of data in twitter, then we have to find on average how 

much quantity of data is posted by the particular profile. In 

order to compute the required factor the following formula 

is used:     

𝑤𝑏 =
𝑇𝑛

𝐷
 

Where ∆𝑡 = Average twits per day, 𝑇𝑛= total twits posted by 

the profile user, D = how old a profile is in terms of days. 

b. FF ratio: that is follower Vs following ratio. If both the 

factors are not matching each other then it may possible 

profile is not trustworthy and using this profile user 

sending anonymous requests to everyone. The following 

formula is used for computing this ratio. 

∆𝐹 =
𝐹𝑟

𝐹𝑖
 

Where ∆𝐹the rate of is following other users or profile, 𝐹𝑟 is 

the total number of followers and 𝐹𝑖 is the total number of 

following for the profile  

c. Profile authenticity: sometime social media promoters 

are creating the false profile for promotional activities. 

Additionally usages the false identity and remaining 

attributes are not disclosed to anyone. Therefore in order to 

verify the profile is trustworthy or not profile’s location 

information and profile description is used. Additionally it 

is combined using the following formula.   

𝑃 =
𝐿𝑐 + 𝑃𝑑

2
 

Where 𝐿𝑐  is the location information and their values are 

decided on the basis of: 
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𝐿𝑐 = {
1       𝑖𝑓 𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛 𝑎𝑣𝑖𝑙𝑎𝑏𝑙𝑒               
0          𝑖𝑓 𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛 𝑖𝑠 𝑛𝑜𝑡 𝑎𝑣𝑖𝑙𝑎𝑏𝑙𝑒

 

And 𝑃𝑑 is the profile description and their values are decided 

on the basis of following: 

𝑃𝑑 = {
1     𝑖𝑓 𝑑𝑒𝑠𝑐𝑟𝑖𝑝𝑡𝑖𝑜𝑛 𝑎𝑣𝑖𝑙𝑎𝑏𝑙𝑒             
0      𝑖𝑓 𝑑𝑒𝑠𝑐𝑟𝑖𝑝𝑡𝑖𝑜𝑛 𝑖𝑠 𝑛𝑜𝑡 𝑎𝑣𝑖𝑙𝑎𝑏𝑙𝑒

 

d. Rate of likes: the rate of like indicate the user actually 

usages the social media or just spamming everywhere. 

Therefore to identify their active participation the rate of 

like is used. Now the rate of likes are computed using the 

following formula 

∆𝐿 =
𝐿

𝐷
 

Where the ∆𝐿 is the rate of likes, L is the total likes and D is 

the total number of days of profile building 

e. Profile type: there are two different kinds of profiles are 

possible first the user actually usages the social media for 

communication and networking. Or some company or 

band is going to be use the social media account. If the 

nature of profile is different then it may possible the 

remaining attributes and their values can be different in 

both kinds of profiles. Therefore both the kinds of data and 

the profile activities are observed on the basis of this factor. 

Therefore finally the last factor is computed on the basis of 

the profile type in the following manner: 

𝑃𝑡 = {
1 𝑖𝑓 𝑝𝑟𝑜𝑓𝑖𝑙𝑒 𝑖𝑠 𝑓𝑜𝑟 𝑏𝑢𝑠𝑖𝑛𝑒𝑠𝑠      
0   𝑖𝑓 𝑝𝑟𝑜𝑓𝑖𝑙𝑒 𝑓𝑜𝑟 𝑝𝑒𝑟𝑠𝑜𝑛𝑎𝑙 𝑢𝑠𝑒

 

After these factor computations from the initial input profile 

data samples the following factors are remain: 

∆𝑡 The rate of twits decides the spamming 

is performed with the target profile or 

not  

∆𝐹 The rate of following and follower ratio  

𝑃 Profile authenticity  

∆𝐿 Rate of likes  

𝑃𝑡 Profile type  

Table 2: extracted profile features 

Weight computation:  there are three different approaches 

are feasible, to classify the profile data using the above 

computed features. 

1. Apply any machine learning or data mining algorithm 

directly to recovered feature set: in this context two 

kinds of learning approaches are possible supervised and 

unsupervised [21]. But for using this concept need to 

define some class labels and/or need to have some 

predefined samples. That is the main restriction of the 

proposed work, we are directly consuming real world data 

as compared to dataset.   

2. Develop some rules or constrains by which these 

attributes become classifiable: it may be possible to 

design rules or constraints for classifying data but the large 

amount of data evaluation requires significant amount of 

time and other computational resources to evaluate all the 

features one by one [22].  

3. Combine all the computed factors to validate the target 

profiles: we can compute a common factor for all the 

patterns using the derived factors which can help to 

minimize the complexity of algorithm and efficiently 

classify the test patterns.  

In this experiment the weight based validation technique is 

proposed. Therefore we usages the third option and compute 

a common factor for validation of the profile. The following 

formula is used for computation. 

𝑤 = ∆𝑡 ∗ 𝑤1 + ∆𝐹 ∗ 𝑤2 + 𝑃 ∗ 𝑤3 + ∆𝐿 ∗ 𝑤4 + 𝑃𝑡 ∗ 𝑤5 

Where 𝑤1, 𝑤2, 𝑤3, 𝑤4 𝑎𝑛𝑑 𝑤5 are the weighting factors that 

regulate the computed factors, according to their importance. 

These factors are independently selected by the designer and 

the sum of all the weighting factors are 1. Such that 𝑤1 +
 𝑤2 + 𝑤3 + 𝑤4 + 𝑤5 = 1 

In this given experiment we distribute all the weighting 

factors with the equal probability therefore 𝑤1 = 0.2, 𝑤2 =
0.2 , 𝑤3 = 0.2 , 𝑤4 = 0.2 𝑎𝑛𝑑 𝑤5 = 0.2 

Trained model: after computing the weights from the 

extracted profile features the weights can be used for 

performing the profile classification. Therefore the weight 

computation phase is named here as the trained model.  

Test samples: the initial input samples are after 

preprocessing of data and feature computation is sub divided 

in two major parts i.e. test set and training set. Therefore the 

70% of the features set are used for training purpose and 

weight computation. Additionally the remaining 30% of 

samples which are randomly selected form the initial samples 

are used as the testing set. In order to validate the learned 

model the these samples are provided as input to the trained 

model and classified in two class labels namely true and false. 

Classified samples: that is the final outcome of the described 

methodology. Therefore this phase provides the class labels 

for each input test samples in terms of true or false. The true 

value demonstrates here as profile is identified as the 

anomaly and the false value shows the profile is active and 

legitimate in nature. 

C. Proposed Algorithm 

The table 3 and 4 contains the steps of above discussed 

methodology in form of algorithm steps. The following steps 

are involved for processing data. 

Input: profile samples 𝐷𝑛 Output: weight W 

Processes: 

1. 𝑅𝑛 = 𝑟𝑒𝑎𝑑𝑃𝑟𝑜𝑓𝑖𝑙𝑒𝑆𝑎𝑚𝑝𝑙𝑒𝑠(𝐷𝑛) 

2. 𝑓𝑜𝑟(𝑖 = 1; 𝑖 ≤ 𝑛; 𝑖 + +) 

a. ∆𝑡 = 𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑇𝑤𝑖𝑡𝑅𝑎𝑡𝑒(𝑅𝑖) 

b. ∆𝐹 =
𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝐹𝑜𝑙𝑙𝑜𝑤𝑖𝑛𝑔𝐹𝑎𝑐𝑡𝑜𝑟(𝑅𝑖) 

c. 𝑃 = 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑃𝑟𝑜𝑓𝑖𝑙𝑒𝐴𝑢𝑡ℎ(𝑅𝑖) 

d. ∆𝐿 = 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝐿𝑖𝑘𝑒𝑅𝑎𝑡𝑒(𝑅𝑖) 

e. 𝑃𝑡 = 𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑃𝑟𝑜𝑓𝑖𝑙𝑒𝑇𝑦𝑝𝑒(𝑅𝑖) 

f. 𝑤𝑖 = ∆𝑡 ∗ 𝑤1 + ∆𝐹 ∗ 𝑤2 + 𝑃 ∗
𝑤3 + ∆𝐿 ∗ 𝑤4 + 𝑃𝑡 ∗ 𝑤5 

3. End for 

4. Return W 

Table 3: proposed weight 

computation 
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Proposed weight computation: the weight computation 

algorithm accepts the data in a form of 2D vector which 

contains the N number of rows or instances of profile. 

Therefore the dataset is denoted using 𝐷𝑛. After reading of 

the data by the system it is stored on a temporary variable𝑅𝑛. 

In order to evaluate all the samples available in 𝑅𝑛 a for loop 

is used and from each sample the target factors are recovered 

using the previously defined formulas. Finally all the factors 

are combined in form of weights. After computing the 

weights for all the samples the classification task is carried 

out. 

Classification algorithm: the table 4 contains the profile 

classification algorithm. In this context the given algorithm 

accepts profile weights 𝑤𝑛 and the profile type 𝑃𝑡. And after 

computation/ evaluation of profiles the class labels are 

generated for all the input test samples. First of all the 

threshold values are computed using the weights. Therefore a 

loop till the end of testing set, additionally a check on the 

basis of profile type is also listed if profile type is business 

then it may be possible the frequency of twits and other 

factors are higher than personal profiles. Therefore a mean 

value for both the kinds of weights is computed where 𝑤𝑏  is 

the business based threshold and 𝑤𝑝 is personal profile based 

threshold. After computation of threshold values all the 

profile weights are compared with the computed threshold 

values if current profile weights are higher than the computed 

threshold values then the profile might be anomaly otherwise 

it is legitimate. 

Input : profile weights 𝑤𝑛, profile type 𝑃𝑡 Output: class labels 

C 

Process: 

1. 𝑓𝑜𝑟(𝑖 = 1; 𝑖 ≤ 𝑛; 𝑖 + +) 

a. 𝑖𝑓(𝑃𝑡 == 0) 

i. 𝑤𝑏 =
1

𝑚
∑ 𝑤𝑖

𝑚
1  

b. 𝑒𝑙𝑠𝑒 

i. 𝑤𝑝 =
1

𝑞
∑ 𝑤𝑖

𝑞
1  

c. 𝑒𝑛𝑑 𝑖𝑓 

2. End for 

3. 𝑓𝑜𝑟(𝑗 = 1; 𝑗 ≤ 𝑛; 𝑗 + +) 

a. 𝑖𝑓(𝑃𝑡 == 0) 

i. 𝑖𝑓(𝑤𝑗 < 𝑤𝑏) 

1. 𝐶 = 𝑙𝑖𝑔𝑖𝑡𝑖𝑚𝑎𝑡𝑒 

ii. Else 

1. C = anomaly  

iii. 𝑒𝑛𝑑 𝑖𝑓 

b. Else 

i. 𝑖𝑓(𝑤𝑗 ≤ 𝑤𝑝) 

1. 𝐶 = 𝑙𝑖𝑔𝑖𝑡𝑖𝑚𝑎𝑡𝑒 

ii. 𝑒𝑙𝑠𝑒 

1. C = anomaly  

iii. 𝑒𝑛𝑑 𝑖𝑓 

c. End if 

4. End for 

5. Return C 

Table 4: classification algorithm 

III. RESULT ANALYSIS 

The design and implementation of the proposed social media 

profile detection for twitter is discussed. In this section the 

result analysis of the proposed work is provided for both the 

techniques of data hosting namely PIG and HIVE. 

A. precision  

Precision is the fraction of relevant instances among the total 

instances classified during proposed classification system. 

That is computed using the following formula: 

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑡𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑡𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝑓𝑎𝑙𝑠𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒
 

 

Figure 2: precision  

The precision of the proposed anomaly detection system is 

demonstrated in figure 2 for both the big data utilities. In this 

diagram the X axis shows the amount of profile instances are 

produced for classification. Additionally in Y axis the 

fraction amount of correctly identified profiles are reported. 

According to the classification outcomes the performance of 

the system is varies between 0.78-0.87 for both the 

techniques of big data (i.e. PIG and HIVE) classified results. 

Therefore it is acceptable for utilizing the social profile 

anomaly detection techniques. 

B. Recall  

Recall is sometimes also called the sensitivity of the 

classification outcomes. Basically it is a fraction of data 

objects correctly classified over the entire data produced for 

classification. Therefore it is calculated using the following 

formula. 

𝑟𝑒𝑐𝑎𝑙𝑙 =
𝑡𝑟𝑢𝑒  𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑡𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝑓𝑎𝑙𝑠𝑒 𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒
 

 

Figure 3: recall 

The performance of proposed anomaly detection system in 

terms of recall rate is given in figure 3 for both the utilities 

namely PIG and HIVE. In this diagram the X axis contains 

the total instances of profile data and the Y axis contains the 

relevant measured recall rate.  
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According to the obtained results the recall rate of the 

proposed system enhances with the amount of data produced 

for classification. Therefore the proposed technique is 

acceptable for anomaly detection in social media profiles. 

Additionally both the methods are demonstrating similar 

behavior in classification methodologies.    

C. Memory Usage 

The memory usages of the algorithm are the amount of main 

memory consumed during processing of data using 

algorithm. In other terms that parameter is also known as 

memory consumption or space complexity. In JAVA 

technology the memory usages is computed using the 

following formula: 

𝑚𝑒𝑚𝑜𝑟𝑦 𝑢𝑠𝑎𝑔𝑒 = 𝑡𝑜𝑡𝑎𝑙 𝑚𝑒𝑚𝑜𝑟𝑦 − 𝑓𝑟𝑒𝑒 𝑚𝑒𝑚𝑜𝑟𝑦 

 

Figure 4: memory usage 

The memory usage of algorithm shows how much amount of 

main memory required for process input data. The memory 

usages of the system are explained in figure 4 for both the big 

data techniques namely PIG and HIVE. According to the 

obtained results of the memory usages of algorithm are 

increases with the amount of data produced for classification. 

Here the memory usages are computed in terms of KB 

(kilobytes). According to the results the PIG consumes the 

higher amount of memory as compared to HIVE. Therefore it 

is acceptable with low resource consumption. 

D. Time Consumption 

The amount of time required to process the classification data 

is measured here as the time consumption. The time 

consumption of the proposed system is evaluated using the 

following formula: 

𝑇𝑖𝑚𝑒 𝑐𝑜𝑛𝑠𝑢𝑚𝑝𝑡𝑖𝑜𝑛 = 𝑒𝑛𝑑 𝑡𝑖𝑚𝑒 − 𝑠𝑡𝑎𝑟𝑡 𝑡𝑖𝑚𝑒 

 

Figure 5: time consumption 

The time requirements of the proposed anomaly detection 

technique for social media platform are described in figure 5 

for both the implemented approaches of BIG Data namely 

PIG and HIVE. In this diagram the X axis contains the 

amount of data instances input for classification and Y axis 

shows the amount of time required for process the input data. 

The time is measured here in terms of milliseconds. 

According to the demonstrated results the amount of time is 

increases with the size of data input. Additionally the PIG 

needs additionally time during query processing for 

extracting the data from storage as compared to HIVE. 

Therefore in terms of time consumption the HIVE is more 

efficient as compared to PIG system. 

IV. CONCLUSION 

 This section provides the summary of the performed efforts 

according to the system design and experimental 

observations. In addition of that future extension of the work 

is also discussed in this section. 

A. Conclusion 

The presented work demonstrates a strategy to design and 

develop anomaly detection technique for discovering fake 

profile over social media platform more specifically for the 

twitter social media using BIG data analytics. In this context 

first more than 1500 live twitter profiles are observed and 

based on their activities a feature set is designed using PIG 

and HIVE data hosting structures. This feature set is 

consumed with a self design training and testing algorithm 

for fake profile classification. The aim of the designed 

algorithm to classify the profile feature dataset into two 

classes i.e. anomaly and legitimate. After implementation of 

the proposed technique using the JAVA technology the 

performance analysis is performed. During this 

experimentation 1500 profiles are used for training and 

testing of the proposed classification algorithm. Finally the 

results of the implemented system are evaluated that 

demonstrate the results in terms of accuracy, error rate, time 

consumption and memory consumption. The accuracy of the 

proposed data model is found between 80-90%. Therefore it 

can be recommendable for anomaly detection for twitter 

social media. 

During the experimentation it is observed the accuracy of the 

proposed data model is producing the fluctuating accuracy. 

During two times that demonstrate the low accuracy as 

compared to the previous scenarios. In this context we found 

some outliers on the data points. In addition of that the 

resource consumption of the PIG based system is higher than 

the HIVE system. Therefore for custom query processing the 

hive is efficient as compared to PIG. In near future we tried to 

rectify this issue by implementing the outlier detection 

approaches with the proposed technique of profile 

classification. In addition of that some of the future 

extensions are also suggested in the next section.     

B. Future Work 

The main aim of the proposed work is to identify the anomaly 

profiles which can be a spammer in social media. Therefore 

in this paper a basic model for classifying the profiles are 

presented. In near future the given work is extended in the 

following directions: 

1. Apply the association rule mining techniques for 

enhancing the false alarm rate of classification 

2. Applying decision trees and SVM classifiers for profile 

classification using correlation coefficient based feature 

selection technique  
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3. Comparing the performance of all the discussed data 

models for finding most appropriate data model for 

anomaly detection 
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