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   Abstract: Security has become the foremost vital facet in today’s 

banking system. As a result, banks are committed to give secured 

banking services to their customers. Considering the case of a 

joint bank locker operation, it needs a master key owned by the 

bank to open the vaults along with the key the customers have. To 

avoid using the manual operation of keys, a visual cryptographic 

scheme is proposed to operate the vaults using shares. Visual 

cryptography (VC) hides the details of the image used as a key by 

generating shares. Image steganography embeds the shares with a 

cover image, which ensures secure storage of the shares.  A 

completely secured smart joint bank locker operation using a 

single share owned by the bank is introduced. The shares 

generated by the bank for different customers are put together to 

create a unique share to open all the vaults. The proposed 

approach guarantees not only absolute security than the 

traditional locker operation but also helps bank a simplified way 

of maintaining lockers key. 

 

Keywords: PSNR, Shares, Unique share, Visual cryptography. 

I. INTRODUCTION 

Today, due to rapid growth in the field of banking system a 

high level of security is an important consideration to the 

services offered by the bank. One such service is the 

operation of a safe deposit locker. In the traditional banking 

system, which is still used in most of the banks in India, to 

operate a safe deposit box, the bank uses two keys, one kept 

with the customer and the other with the bank. However, 

there is a chance that the customer’s /officer’s key is stolen or 

lost or misused. If the customer hires the locker jointly then a 

subset of participants are present for that customer. In that 

case also the customer is given just one key. There is a chance 

that one participant might betray the other participant and 

misuse the locker facility. 

With the development of image processing technology and 

robotics, many smart locker systems have become 

operational. Most of these smart lockers use biometric 

features such as fingerprint, face recognition or iris 

recognition for opening the door to the vault room [1], [2].  

This limits the operation to a single person. When a locker is 

to be opened by the acceptance of multiple authorities such as 

a company owned by more than one person, the bank has to 

make some arrangement wherein the lock can be opened 
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when all of them put their individual keys.  Secret key sharing 

system with visual cryptography (VC) is proposed in papers 

[3]-[6]. A Collaborative VC scheme where two traditional 

schemes are merged or glued together is proposed [3] for 

binary images. A Boolean-based multi-secret sharing (MSS) 

scheme that encodes n secret images into a universal share 

and n meaningless shares, and reconstructs lossless secret 

image is proposed [4] for gray scale images. A multiple secret 

sharing of color images with no pixel expansion uses 

watermarking for the authenticity of secret images is 

discussed in [5]. VC for banking applications is discussed in 

papers [6],[7] where E-payment system using visual and 

quantum cryptography is introduced [6]. By generating 

shares using VC, details of customers are concealed and 

secure transmission of the password is done by quantum 

cryptography. Embedded VC system for safe transmission of 

bank cheque is considered [7] for the binary images. Part II of 

the paper explains visual cryptography and steganography 

concepts for the generation of shares. Part III gives details 

about the proposed system. Part IV provides the method for 

generation of unique share. Part V deals with results and 

discussions. 

II. VISUAL CRYPTOGRAPHY 

VC affords the confidentiality and security for the images 

used to prevent domination or leakage of confidential 

information by a single secret-carrier [8]. VC technique 

encodes a secret image into shares and then distributes them 

to a number of participants. Each participant gets one share 

for one secret image [9]. The visual sharing of multiple 

secrets encrypts more than one secret and thus increases 

encryption capacity when compared to a single secret.If one 

participant such as a bank, is involved in more than one 

scheme then maintaining multiple shares becomes inevitable 

for the bank. Therefore, it is desirable for the bank to 

collaborate between its customers to generate a unique share. 

Steganography is the process of hiding one image in 

another image in ways that prevent the detection of the 

hidden image from the human’s eye. Steganography requires 

two images for embedding secret image in another cover 

image. First one is a cover image that will hide the secret 

image. The Second one is the secret image. Combination of a 

cover image and secret image make a stego-image. 

III. PROPOSED SYSTEM 

In the proposed system, a gray scale image is used as a 

secret image for a joint locker operation. A smart locker 

technique based on visual cryptography is proposed.  
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All the parties involved with the locker gets a key in the 

form of an image known as a share. Shares are generated by 

decomposing the secret image by VC technique. Among 

these shares, one share is retained by the bank and others are 

distributed to the participants. The shares distributed to the 

participants are embedded in cover images to avoid hacking 

of the shares. If the customer with a subset of participants for 

one locker form scheme1 then several customers form 

scheme 2,3 ….N. Each scheme gives one share to the bank. 

Combining all shares that are retained by the bank, a single 

unique share is generated. This unique share is used to open 

all the vaults. When bank share and the shares of all the 

participants of a single locker are combined, required secret 

image to open the vault will materialize.A company with 

three partners want to have a joint locker in a bank. Bank asks 

the company to give a secret image. The bank generates four 

shares for the secret image using VC technique. One share is 

kept in the database of the bank and three shares are 

distributed to the participants involved in the joint locker 

scheme. As each participant has one share, the vault can be 

opened only when the bank receives all the three shares. This 

requires the approval of all the participants, which increases 

the security of the operation. Finally, the bank uses four 

shares to open the vault. As more companies/customers start 

using the locker systems, the database of shares in bank 
increases. Instead of using separate share for every scheme, 

the bank creates a unique share to open all the vaults. This 

unique share, when combined with their respective shares 

opens all the vaults. Fig. 1 illustrates the entire system for two 

schemes using two secret images. Customer1 and Customer2 

consists of three participants that allows the bank to create 

four shares. Unique share is generated by the bank using 

share S4 of first customer’s secret image and share P4 of 

second customer’s secret image. This unique share can be 

used to open the vault of customer1 as well as of customer 2. 

 
Fig. 1: Proposed system 

 

The steps involved in the proposed method shown in Fig. 2 

involves four identities: customer1, bank, database, and 

locker. Initially, the customer 1 consisting say of three 

participants wants to use the joint locker system. He sends the 

secret image to the bank. The bank generates four shares from 

this image and distributes three shares S1, S2, S3 to the 

participants and the fourth one S4 is kept in the bank 

database. When the customer1 wants to open the locker all 

three participants must use their shares along with the share 

stored in the database.  

A. Boolean based Visual cryptography for the Share 

creation process 

VC technique uses the Boolean operation to generate 

shares[10],[11]. The pixel values of the secret image (I) and 

random matrix (K) are used to generate the resultant matrix 

(R). The random matrix increases the security of the shares. 

Two matrices R1 and R2 are created from the resultant matrix. 

The same process repeated on R1 and R2 creates four shares 

R3, R4, R5, and R6.  

 

 
 

Fig. 2. Steps involved in the proposed scheme 

 

The resultant matrix equation is given by (1) 

 

R[i,j] = floor [ 
floor ( 

R3( i,j )

 2   
 ) + Ceil ( 

R4 (  i,j )

2
 )

2
 ] + 

               ceil [
floor ( 

R5( i,j)  

 2   
) + Ceil ( 

R6 ( i , j) 

2
)

2
 ]                               (1) 

 

Since the intensity values of the four matrices are highly 

correlated share S1 share S2 and share S3 are created by 

further manipulation of matrices R4, R5 and R6. Unique 

share is created by R3 that is deposited in the bank database 

called as S4. To make the shares meaningless they are 

converted to binary form. But the shares become vulnerable 

to attacks so they are further protected by nibble insertion 

steganography technique which achieves additional security.  
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The three shares S1, S2 and S3 are embedded in three cover  

images of the participants choice and given to the participants 

as shown in Fig.3. 

 

Fig.3. Share creation process 

B. Secret Image Recovery Process 

The recovery of the secret image involves the extraction of 

the binary shares from the cover images. Converting these 

binary values into grayscale values and stacking them 

together as in (2) reveals the original resultant matrix 

  

RE(i ,j) = {[RE3(i, j)+RE4(i, j)+RE4(i, j)+RE5(i ,j)]}           

(2) 

 

Table I. Database contents 

 

The random matrix and the resultant matrix uncovers the 

original secret image by using (3)  

 

                   I = [(K) ⊕(RE(i,j))]                                              (3) 

IV. GENERATION FO UNIQUE SHARE 

Collaboration between the two or more secret sharing 

schemes generates a unique share, so that common 

participant holds only one unique share say U1[3],[12],[13].  

Two or more secret images of the same size are considered. 

The Boolean operation based VC scheme generates shares 

for these secret images. 

The bank using VC scheme generates four shares for secret 

image 1, retains one share S4 with itself, and distributes the 

other shares S1, S2, and S3 to the individual participants. The 

same process repeats for the secret image 2. Now the bank 

has two shares say S4 and P4 from secret image 1 and secret 

image 2. This can be extended to several images. Fig. 4 

shows the process for the creation of a unique share for four 

secret images.  The share of the first customer S4 is stored in 

the database when the second customer wants to participate 

his share P4 is also stored in the database. To get the unique 
share S4 and P4 are XORed. The output is XORed with P4 to 

get a unique share. The creation of a unique share for four 

secret images is achieved by (4)  

 
U1 ={[[[((S4⊕ P4) ⊕P4)] ⊕T4) ⊕T4] ⊕N4) ⊕N4] ⊕---}  (4) 
 

 
Fig. 4. Unique share creation 

 

The database of the bank stores the step-by-step output is 

shown in Table. I along with unique share. The intermediate 

shares SP1, STI… are also stored in the database. When the 

customer wants to open the vault the bank retrieves the 

particular share from the unique share. 

For example, to recover secret image 2 the share P4 must be 

reclaimed. The unique share must be XOR-ed with 

intermediate share SP1 to recover P4. SP1 must be extracted 

from the database as in Fig.5. 

 

 
Fig. 5. Recovery of shares 

IV RESULTS AND DISCUSSIONS 

A. Experimental Analysis 

The experimental results of the proposed scheme are 

shown in Fig. 6 in which the secret image and the random 

image are of the same size. The shares S1, S2, S3, S4 are 

obtained from Boolean-based VC technique.  
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These shares are secured by embedding them in four cover 

images to form meaningful shares. Stacking three shares 

together (S1+S3+S4) or (S2+S3+S4) or (S1+S2+S3) etc., 

will not give the secret image. The results of this stacking 

show that the random image emerges slightly but not the 

secret image. 

 Similarly, if two shares (S2+S3) or (S2+S4) or (S1+S3) are 

stacked together the random image is seen more clearly but 

the secret image is completely hidden. If and only if all the 

four shares are stacked together, the secret image is recovered 

without any loss. . 

.

 

The analysis of the shares generated for different 

combinations is displayed. The PSNR values for the different 

combination of the shares for Fig.6 are shown in Table II. The 

PSNR values show that three shares combined will give an 

image that looks identical but the PSNR values show they are 

not 

Table II. PSNR for different shares for one secret image 

 

Fig.6. Experimental results for one secret image 

 

 

 

share share PSNR in dB 

S1+S3+S4 S2+S3+S4 26.37 

S2+S3+S4 S1+S2+S3 25.47 

S1+S2+S3 S1+S3+S4 32.75 

S2+S3 S2+S4 26.65 

S2+S4 S1+S3 23.88 

S1+S3 S2+S3 27.15 

S1+S2+S3+S4 Secret Image1 ∞ 

http://www.ijitee.org/
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Fig. 7. Experimental results for two secret images using unique share 

 

 

The experimental results of 2 schemes using two different 

secret images are shown in Fig. 7. The bank provides four 

shares to each secret image. S1, S2, S3, S4 of secret image 1 

and P1, P2, P3, P4 of secret image 2. Unique share is 

generated by using two shares from each secret image. Fig. 7 

also shows that the combination of different shares from both 

images will not yield the secret image. The unique share with 

the three shares of the first image (S1+S2+S3+U1) gives 

back the first secret image. Similarly, the unique share with 

the three shares of the second image (P1+P2+P3+U1) gives 

back the second secret image. 

 

 

 

For two secret images, the PSNR values for the different 

combination of the shares are considered in Table III. It 

shows that the PSNR values decrease when compared to a 

single image If two shares from each secret image are 

considered the value of PSNR is around 9-10 dB which 

indicates that these shares differ from one another. If three 

from one secret image and one from the second image is 

considered the PSNR is about 11-12dB. These results show 

that even if the hacker gets M-1 shares out of M shares the 

locker cannot be opened.
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Table III. PSNR for different shares for two secret 

images 

 

share share PSNR 

S1+S2+P1+P3 S1+S2+S3+P4 9.93 

S1+S2+S3+P4 S3+S4+P2+P4 9.88 

S3+S4+P2+P4 S4+P1+P2+P3 11.62 

S4+P1+P2+P3 S1+S2+P1+P3 11.58 

S1+S2+S3+U1 Secret Image1 ∞ 

P1+P2+P3+U1 Secret Image2 ∞ 

B. Performance Evaluation 

The method provides a significant improvement in security 

compared to the conventional method of using keys. In the 

proposed method VC method is used to hide the information 

of the gray scale secret image by converting them into shares 

which becomes unrecognizable. Use of steganography makes 

sure that these shares are hidden in cover images, which 

prevents the hacker from misusing these shares. Consider a 

hacker gets one share but he cannot use it to open the locker 

since it requires all the shares of the particular secret image to 

open the locker. Suppose the hacker gets the secret image 

even then he cannot guess the method used to generate the 

shares. It also overcomes the burden of the bank to maintain 

several shares by generating unique share in collaboration 

with the customers. Thus the method warranties complete 

security using visual cryptography, steganography, unique 

share generation method. 

V. CONCLUSION 

In this paper, a novel method of using unique share for 

joint locker operation for banking application is proposed. 

This system based on visual cryptography and unique share 

delivers unconditional security by allowing the user to 

choose a random image along with the input image. 

Steganography used safeguards the binary shares before 

distributing it to the participants. The simulation result shows 

the opening of the locker is solely dependent on the lossless 

reconstruction of the original secret image. This is 

substantiated by displaying different combinations of the 

shares that does not open the locker. The proposed method of 

smart locker operation can be extended to other banking 

applications as future work. 
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