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Abstract: Cloud Computing is a new way of delivering 

computing resources and services. It is a model for on-demand 

network access to a shared pool of configurable computing 

resources like, networks, servers, storage, applications, and 

services that can be provided with minimal management effort 

or service provider interaction. The cloud model is composed of 

five essential characteristics, four service models, and four 

deployment models. Healthcare is faster growing way to adopt 

cloud computing. It is very important for every individual and 

essential for every country in the Globe. Electronic healthcare 

systems in the world are moving towards a more accessible, 

collaborative and more proactive way in reaching out to the 

public. The delivering of public health solutions can lead to 

increased efficiencies in health related data. Many nations 

across the globe have launched aggressive stimulus programs 

aimed at solving public healthcare problems in efficient way. 

This review article mainly focus on different ICT based 

infrastructure facilities available in various hospitals in India, 

abroad with cost effective manner using cloud computing 

technologies, services and this will be a best solutions for 

healthcare systems in rural areas. In this paper analyzed and 

presented about various cloud service providers, investment in 

healthcare, IT adoption in Indian Healthcare sector, Major 

benefits of Cloud-based Patient Management System [PMS], 

about SADA systems, Top ten cloud storage companies in 

healthcare and Pros and Cons of EHR systems, comparison of 

Indian healthcare systems with US system, and various Cloud 

Simulators. 

 

Index Terms: Cloud Computing, Electronic healthcare 

systems, ICT based infrastructure, EHR systems, Indian 

healthcare sector, Cloud Simulators.  

I. INTRODUCTION 

  Cloud Computing refers to the set of networks of remote 

servers which are hosted over the internet. These servers help 

businesses in storing, managing, and processing data. 

Organizations back upon these servers or the cloud in total, 

thus its security remain a main concern. It is a model for 

enabling ubiquitous, convenient, on-demand network access 

to a shared pool of configurable computing resources (e.g. 

networks, servers, storage, applications, and services) that 

can be provided with minimal management effort or service 
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provider interaction. This cloud model is composed of five 

essential characteristics, four service models, and four 

deployment models. In current IT circles, the Internet is often 

referred to as the Cloud. The term “Cloud Computing” 

denotes the use of cloud or Internet-based computers for a 

variety of services. 

Cloud Computing Security refers to the set of policies 

and technologies that help us govern and protect our data on 

the cloud. Cloud security is a sub-domain of computer and 

network security. It also comprises of information security.  

Cloud Computing essential characteristics: There are 

five essential characteristics:On-demand self-service, broad 

network access, resource pooling, rapid elasticity, measured 

service. 

Cloud Computing Services: Four services provided by 

the Cloud Computing are: Software as a Service (SaaS), 

Platform as a Service (PaaS), Infrastructure as a Service 

(IaaS) and Hardware as a Service (HaaS). 

Cloud Models: Cloud computing has the following four 

development models. Such are: Public Cloud, Private Cloud, 

Hybrid Cloud and Community Cloud. 

Overview of Healthcare: Healthcare organizations are 

under tremendous pressure to make sweeping changes to 

their existing landscape due to increased regulatory 

compliance and Healthcare reform mandates. Public 

healthcare sector organizations are developing and 

delivering the best public health services, and at all level, the 

governments modernized processes and systems are 

improving citizens’ communications and overall service 

levels. To meet the responsibilities of their citizens, 

governments must focus on improving service delivery, 

operations, availability of data [11], medical education and 

improved access to healthcare. Many nations across the globe 

have launched aggressive stimulus programs aimed at 

solving public healthcare problems and moving their public 

sector to move forward.  

Cloud Computing in Hospitals: Cloud computing makes 

healthcare efficient. Storing healthcare data in one central 

location an online location can be more efficient for 

healthcare providers. When patient data are stored in the 

cloud, healthcare providers can access that data anytime and 

anywhere through a secure online portal. 
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Cloud Computing for Healthcare: Traditional healthcare IT departments are 

set up with an IT director and staff, a network infrastructure, and local data 

centers. For many years, the healthcare industry has been exchanging 

information, such as medical images and more recently electronic medical 

records, through a local network. [12, 13] 

 

Healthcare organizations use ventilators, heart monitors, ultrasound wands, 

and countless other portable medical devices. Traditionally, these devices are 

plugged into a hard-wired Internet connection, and the data is downloaded onto a 

local PC connected to a network. The data are downloaded at specified intervals, 

such as each night, or once per week. Many times the data are never used, or 

perhaps a physician will refer to the data after a problem has occurred (Refer from 

Figure.1).  

 
 

Figure.1: Impact on Healthcare. 

 

Benefits of Cloud Computing in Healthcare:  

Storing healthcare data in one central location - an online location - can be more 

efficient for healthcare providers. When patient data are stored in the cloud, 

healthcare providers can access that data anytime and anywhere through a secure 

online portal, allows for better care and cost effective (Refer from Figure.2). In the 

future, cloud technology could allow patients to see a new doctor who could access 

all of their data and patient history immediately[14]  

 

 
 

Figure.2: Summary of benefits of digitizing 

 healthcare for patients, providers and payers. 

 

 

Figure: Impact on Healthcare. 

II. LITERATURE REVIEW 

 

Dharampuriya (2016): have explained the 6 ways how 

Internet of Things is transformational.“200 more hospitals 

by the end of this year that is our goal, so it will be close to 

300, I would think and I would not be surprise if we beat this 

target considering how aggressively we are selling in the 

market,” added. Since the start of 2016, eClinicalWorks is 

focusing on the Indian healthcare market. “The focus right 

now is on the India market as well as the Middle East and 

South East Asia markets but again I have to say the majority 

of the focus at least in the Q1 has been on the India market,” 

he said. With a majority of its current 75 client base in India 

consisting of large size hospitals and clinics from Mumbai, 

Delhi, Bangalore, Ahmedabad and other urban cities, 

eClinicalWorks aim to tap the more business opportunities in 

the urban areas. 

 

March 27, 2017 - As health IT infrastructure becomes 

more advanced, organizations are adopting big data analytics 

incentives, mobile and Internet of Things (IoT) devices 

collecting information that needs to be stored. Cloud storage 

solutions in healthcare allow facilities to expand and scale 

their IT infrastructures to meet the demands set by advanced 

analytics and connected medical devices to decrease overall 

costs and save on space needed to house physical servers. 

Based on market reports from Global Industry Analysts, 

Markets and Markets, and Report buyer, 

HITInfrastructure.com presents the following list of top 

healthcare cloud storage companies and how they meet 

specific healthcare needs. 

 

India Cloud services compared with US: 

 

 “A lot of that (money) will go into the R&D, where we 

realized that Indian healthcare market is different from the 

US. And so that’s one area where we got to understand what 

the market needs and continue to enhance our products to 

make it more convenient and easy,” Dharampuriya 

explained.  

 

Improving Cloud Health IT Infrastructure for Smart 

Hospitals: 

December 11, 2017 - Many organizations are enhancing 

their health IT infrastructure with the intention of becoming 

smart hospitals by embracing digital transformation. Smart 

hospitals rely on interconnected advanced technology and 

automation to improve patient care, clinician workflow, and 

overall efficiency. Smart hospitals utilize health IT 

infrastructure technology such as mobile devices, data 

analytics solutions, and cloud computing, according to a 

recent Frost and Sullivan report. The report also predicted 

that the market opportunity for smart hospitals will reach 

revenues of $5.9 billion in 2018. 

 

Cloud Computing is coming to Indian Healthcare: [14] 

 

As health organizations transform how they serve their 

patients and partners, cloud 

computing provides a way to 

reduce costs, simplify 
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management, and improve services in a safe and secure 

manner [3]. As they seek ways to optimize their technology 

foundation to help control costs and improve access to 

information, tools, and resources, health and life science 

organizations, both public and private, are exploring the 

promise of cloud computing services. Combining security 

and reliability with a flexible range of deployment options, 

cloud computing offers benefits that can make it a 

compelling choice for your organization. 

In 2011, 4 percent of the health care industry used cloud 

computing, but that number will jump to 20.5 percent a year, 

according a report by Markets and Markets. The company 

studied the health care IT cloud market for the period 

2012-2017. In the health care cloud market, no cloud 

provider holds more than a          5 percent share, according to 

the report. Healthcare cloud vendors include Agfa Healthcare, 

Care Cloud, Dell, GE Healthcare and Merge Healthcare. 

Information and Communications Technology (ICT) goals: 

Online health and wellness tools, application development, 

data and image storage and sharing, and PC management 

and security. 

 

 

Indian healthcare to make major investments in health IT 

deployment in 2017: 

 

Initiatives  within organization in 2016, technology 

planning for 2017 and the tech investments trends across the 

Indian healthcare sector. In an interview with ETCIO, 

Arvind Sivaramakrishnan, CIO – Apollo Health Enterprise 

Ltd (AHEL) [6] talks about technologies that impacted 

overall operations and functions in 2016, new technology led 

initiatives for 2017 and his perspective on Indian healthcare 

sector and technology adoption in the next year.  

 

Sivaramakrishnan is responsible for the IT strategy and 

implementation for the entire group and its companies. As a 

CIO he also oversees change management and business 

process reengineering for enterprise wide healthcare IT 

adoption and driving efficiency, quality and excellence 

across clinical, financial, operational and service sectors of 

the organization. Further, the privately held company had 

announced a $30 million investment for business expansion 

plans and majority of this funding is expected to be used for 

strengthening business operations in India broadly in four 

areas - research and development (R&D), on-site 

implementation support for hospitals, products and services 

related support, and sales and marketing [8]. 

 

Most solutions are certified and compliant to healthcare 

regulatory bodies including National Accreditation Board for 

Hospitals & Healthcare (NABH) in India and Joint 

Commission International (JCI) globally. Today, company 

has over 4500 staff with three offices in India. Besides, it has 

six offices in the US and one in the UK, while it has an 

overall presence across 30 different countries. Last year 

eClinicalWorks’ revenue cross $400 million and it expects to 

grow revenue to $500 million by 2016 end. Analysis the 

advantages and disadvantages of various methodologies of 

healthcare data in cloud are summarized in table.1  

 

 
   

 

 

Table.1: Analysis of Healthcare data in Cloud. 

III. MATERIALS AND METHODS 

Major Benefits of Cloud-Based Patient Management 

System [8]: In today’s technological world this, not a time to 

overlook healthcare industry at any cost. A cloud-based 

patient management system is an essential requirement of 

time, as industrial growth is dependent on such 

developments. No wonder such improvement is essentially 

required by healthcare industry because record maintenance 

and management is one of most critical requirement. There 

are different healthcare portals or modules available but 

cloud-based systems are preferred due to different reasons. 

There are two types of healthcare software are available in 

the market: Cloud-based and Client-Server based. The 

cloud-based patient management system is selected because 

it is more beneficent than other traditional software 

solutions.  

 

 Advantages of Cloud-Based Patient Management 

System (CBPMS) [8]:  

 

 Data Security, Cost Effectiveness, Easy System 

Access, IT Requirements and Scalability. The PMS 

is a single module of the healthcare system. 

Undoubtedly initially it seems costly to purchase 

and implementation of a 

cloud-based system. In a 

https://solutiondots.com/blog/9-modules-hospital-management-system-developed-solutiondots-systems.html
https://solutiondots.com/blog/9-modules-hospital-management-system-developed-solutiondots-systems.html
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hospital or clinic, there is no specific time to access 

important data related to patient care and others. 

Therefore cloud-based patient improves the 

accessibility. So, a cloud-based system is easily 

accessible without discrimination of location, PC, 

and tablet. CBPMS reduces the business cost 

associated with an IT infrastructure. Different 

hardware that usually used in software installation, 

update, data backup and transfer are no more 

required. A comprehensive cloud-based system 

makes it easier to add, manage, and modify the data, 

locations and patient record. Efficient cloud-based 

solutions meet the expectations by growing up with 

the organization. It removes the complexity of 

record management make things easier. It is flexible 

enough to add new locations, patients, staff, and 

doctors.  

 

SADA Systems [9]: SADA Systems is focused on 

delivering enterprise-grade solutions to our public sector, 

mid-market and large enterprise clients in various industries 

including healthcare, media and entertainment, retail, 

manufacturing, education, government and professional 

services. We employ some of the foremost experienced 

professionals in the platforms we support – engineers, 

developers, project managers and business analysts. 

 

SADA Systems is a Microsoft Cloud Solutions Provider 

with Gold Competencies, a Google Cloud Premier Partner, 

and a Workplace by Facebook Service Partner focused on 

delivering innovative cloud technologies and tools, 

combined with expert consultation and exceptional customer 

experience. 

A new survey 

demonstrates just how 

prevalent cloud technology is 

in health care right now.  

 

 The survey, conducted by cloud tech provider SADA 

Systems, asked hundreds of healthcare IT pros 

about whether their organizations were taking 

advantage of cloud technology and, if so, in what 

capacity. 

  

 Advantages to Cloud Apps [9]: 

The vast majority of those surveyed (89%) are currently 

using cloud-based apps in their hospitals, and the apps have 

boosted performance at their facilities. Out of all IT 

professionals working with cloud apps, 56% said the apps are 

improving patient satisfaction and 55% said they led to better 

treatment. In addition, 64% noticed improvement in 

productivity and efficiency in their organizations (for both 

patients and staff) due to the apps, while 54% believed cloud 

apps and tools are helping their facilities deliver faster care. 

 

Over one-third of those surveyed (35%) said cloud 

technology helps them better support hospital patients and 

staff, and 23% said it gives them greater control over the 

organization’s use of software and hardware. Also, about half 

(51%) indicated that cloud apps help them be more 

innovative, and 17% said cloud tools help them deliver 

products and services faster. The types of apps used by 

healthcare IT pros vary. Respondents use cloud apps most 

often for email access (68%), followed by apps designed for 

patient care (64%) and file sharing (55%). Most are using 

between six and 10 different cloud apps on a regular basis. 

 

 Top Cloud data storage companies offer service to 

healthcare organizations [5]: 

March 27, 2017 - As health IT infrastructure becomes 

more advanced, organizations are adopting big data analytics 

incentives, mobile and Internet of Things (IoT) devices 

collecting information that needs to be stored. Cloud storage 

solutions in healthcare allow facilities to expand and scale 

their IT infrastructures to meet the demands set by advanced 

analytics and connected medical devices to decrease overall 

costs and save on space needed to house physical servers. 

Based on market reports from global industry analysts, and 

markets, and Report buyer, HITInfrastructure.com presents 

the following list of top healthcare cloud storage companies 

and how they meet specific healthcare needs. 

Amazon Web Services (AWS) focuses on helping 

healthcare providers deliver efficient, quality care to patients 

through reducing the time needed to run existing workloads 

and providing access to useful analytics capabilities. AWS 

also prioritizes meeting all security and privacy 

requirements. The cloud storage vendor gives providers 

access to archiving solutions and allows hospitals to store 

backup servers in the cloud to save space. AWS also eases 

information security by managing over 1800 security 

controls and grants providers access to the right resources 

through technology and consulting partners useful for a 

variety of applications.  

 

Microsoft Azure is one of the most widely used healthcare 

cloud providers. The collection of integrated cloud services 

offers healthcare organizations solutions ranging from the 

Internet of Things (IoT) to big data and analytics. Microsoft 

Azure equips providers with the necessary tools to engage 

patients, empower care teams, and optimize clinical and 

operational effectiveness. The cloud provider also offers 

services to care coordination, clinical analytics, remote 

patient monitoring, and clinical analysis. 

 

Dell EMC Secure Healthcare Cloud offers 

HIPAA-compliant security and disaster recovery. The cloud 

provider hosts applications, and assists users in building a 

private cloud or integrating Dell’s solutions into their 

existing infrastructure. Dell is focused on building users a 

secure healthcare cloud equipped with administrative, 

physical and technical controls to fulfill the requirements of 

clinical data management.  

 

Google Cloud Platform 

offers evolving infrastructure 

https://www.sadasystems.com/2016-healthcare-cloud-it-survey.pdf
https://www.sadasystems.com/2016-healthcare-cloud-it-survey.pdf
http://www.healthcarebusinesstech.com/hospital-struggle-app/
http://www.healthcarebusinesstech.com/hospital-struggle-app/
https://aws.amazon.com/health/providers-and-insurers/
https://azure.microsoft.com/en-us/?b=17.06
https://cloud.google.com/
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with big data and analytics capabilities through a focus on 

developing code over configuring servers. Google Cloud 

Platform strives to meet stringent security, and compliance 

controls, including HIPAA, so healthcare organizations can 

trust their infrastructure meets all relevant regulations. The 

cloud provider offers a variety of products including cloud 

storage and databases, cloud virtual networks, and a cloud 

machine learning engine. 

 

IBM supplies healthcare organizations with the necessary 

tools and technology to deliver quality patient care using a 

cloud service with apps and services integrated with 

cognitive and analytics capabilities for valuable insights. 

IBM offers a variety of secure, scalable, private cloud options 

available in more than 45 data centers worldwide. The cloud 

platform integrates DevOps tools to accelerate the 

development and delivery of web and mobile services.  

 

ClearDATA prioritizes healthcare security and managing 

sensitive healthcare data through compliance and security 

safeguards, healthcare expertise, and DevOps automation. 

ClearDATA equips healthcare providers with the tools to 

deal with the large volume of data and analysis involved in 

population health management. 

 

Intel specializes in facilitating workflows and customized 

treatments in clinical and distributed care settings using data 

analytics and clinical decision support. Intel also provides 

resources for mobile healthcare teams for consolidating 

patient data and transferring patient information wirelessly 

before the patient arrives onsite. 

 

Rackspace, soon partnering with Google, specializes in 

managing the world’s leading clouds, with technical and 

professional certifications to manage a variety of cloud 

providers including AWS. One of Rackspace’s premiere 

features is Openstack - a way for users to manage 

containerized, virtualized, and bare metal applications across 

public, private, and hybrid clouds using a single standard set 

of APIs. 

 

Iron Mountain, Iron Mountain’s information 

management solutions specialize in records management, 

information destruction, and data backup and recovery. Iron 

Mountain’s scalable portfolio of health IT management 

solutions focus on accelerating user EHR transitions and 

reduce their hybrid period. The cloud provider helps manage 

clinical and business solutions for over 2,000 hospitals. 

 

SAP provides software for healthcare providers to aid with 

patient care delivery, care collaboration, healthcare analytics 

and research, and platform and technology. SAP’s analytics 

and real-time health IT platform helps healthcare providers 

with integrated patient access to information and health data 

exchange. SAP solutions specialize in enabling information 

exchange, managing risk and compliance, and personalizing 

healthcare and patient engagement. 

 

Cloud Simulators [4]: The need for a cloud computing 

simulator arises in order to witness an implementation 

scenario in real-time. Cloud simulators play a crucial role in 

reducing the complexity of the infrastructure, in executing 

new algorithms, analyzing security threats and measuring 

the overall quality and performance of the infrastructure. 

Some of the top free and open source cloud computing 

simulators available today are: CloudSim, CloudAnalyst, 

GreenCloud, iCanCloud and EMUSIM. 

 

 Improving Cloud Health IT Infrastructure for 

Smart Hospitals: 

 Cloud health IT infrastructure supports more 

advanced tools as organizations are looking to 

advance as smart hospitals. December 11, 2017 

- Many organizations are enhancing their health IT 

infrastructure with the intention of becoming smart 

hospitals by embracing digital transformation. 

Smart hospitals rely on interconnected advanced 

technology and automation to improve patient care, 

clinician workflow, and overall efficiency. Smart 

hospitals utilize health IT infrastructure technology 

such as mobile devices, data analytics solutions, and 

cloud computing, according to a recent Frost and 

Sullivan report. The report also predicted that the 

market opportunity for smart hospitals will reach 

revenues of $5.9 billion in 2018. 

 

Pros and Cons of EHR systems, according to doctors 

[7]: 

A new survey has some details on what clinicians see as 

the pros and cons of Electronic Health Records (EHRs). Not 

a whole lot of doctors are thrilled about working with EHR 

systems, according to a recent report from IDC. Among the 

212 ambulatory practices surveyed, 58% were dissatisfied, 

very dissatisfied or neutral about EHR software. 

The top reason for that dis-satisfaction: Lost productivity. 

Among doctors who were dissatisfied, the top causes reported 

were: EHRs require doctors to spend more time on 

documentation (cited by 85% of respondents), and Doctors 

can see fewer patients compared to before they adopted 

electronic records (66%). 

Among those satisfied doctors, the top benefits cited were: 

 A reduction in the number of lost or missing patient 

charts (82%). 

 the ability to access patient records and other 

documentation remotely (75%), and 

 Incentive payments from federal programs for the 

adoption of EHR systems (56%). 

 

While there are still a lot of issues to iron out, providers 

still hope to get a number of benefits from EHR systems. The 

top goals for adopting a system, according to respondents: 

 Improved regulatory compliance (cited by 56% of 

providers). 

 Improved care quality 

https://www.cleardata.com/
http://www.intel.com/content/www/us/en/homepage.html
https://www.rackspace.com/en-us
http://www.ironmountain.com/
https://www.sap.com/solution/industry/healthcare.html
https://www.prnewswire.com/news-releases/smart-hospitals-to-invest-over-11-billion-in-cloud-computing-and-data-analytics-says-frost--sullivan-300568513.html
https://www.prnewswire.com/news-releases/smart-hospitals-to-invest-over-11-billion-in-cloud-computing-and-data-analytics-says-frost--sullivan-300568513.html
http://www.businesswire.com/news/home/20131113006395/en/IDC-Health-Insights-Survey-Ambulatory-Providers-Reveals
http://www.businesswire.com/news/home/20131113006395/en/IDC-Health-Insights-Survey-Ambulatory-Providers-Reveals
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(43%). 

 Higher efficiency and productivity (30%), and 

 Better communication and collaboration (22%). 

 

From the above study, Healthcare organizations need to be 

doing more to help doctors and others use EHR software 

more effectively. That includes choosing systems that meet 

doctors’ needs, as well as offering enough training and other 

support to help doctors with new technology. 

 

Security and privacy of healthcare data with cloud 

computing [2], [10]:  

In order to maintain the security and privacy of healthcare 

data, both cloud service providers and healthcare 

organizations should take extreme measures to secure a safe 

handling of patient’s data. Proper authentication systems 

added to the role-based system supports more secure 

environment to store and manage patients’ data. In the 

process of migrating healthcare data to a cloud system, there 

are security precautions to be taken which include data 

encryption. While data encryption seems be the most secure 

method for handling patients data, however not all EHR 

systems are compatible with standard encryption methods. 

This is due to the multiple users who each have a role-based 

access. This needs to develop more advanced encryption 

methods that are suitable for the EHR. An example is using a 

Symmetric-Key Encryption (SKE). It is an advanced 

encryption technique which is considered efficient; however 

it still introduces complexity in EHR systems. This is due to 

the encryption technique that requires all healthcare 

providers to use one key for encryption and decryption.  

 

Another example of existing encryption techniques is 

using a Public-Key Encryption (PKE). It is an expensive 

technique where a public-key infrastructure (PKI) is used to 

maintain and manage the encryption. Therefore, it is not 

practical for EHR storage and other suitable techniques 

should be considered. Ciphertext Policy Attribute- Based 

Encryption (CP-ABE) has been proposed as much suitable 

and better fit for healthcare organizations. It is an encryption 

method that provides effective solutions to some of the issues 

related to standard encryption mechanisms. Also it utilizes 

user roles for accessing and handling secure data. It provides 

reasonable performance and consumes small storage area; 

therefore it can be used as a replacement to standard 

encryption mechanisms in cloud-based EHR systems.  

 

IV. CONCLUSION 

This review article describes in detail about the 

importance of Electronic healthcare systems using Cloud 

computing and other ICT Technologies. And also discuss 

about various cloud service providers, comparison of Indian 

healthcare systems with US system, investment in 

healthcare, IT adoption in Indian Healthcare Sector, Major 

benefits of CBPMS, about SADA systems, Top ten cloud 

storage companies in healthcare and Pros and Cons of EHR 

systems and various Cloud Simulators. 

 

Future work, this type of Cloud and ICT based 

technologies can used for even rural healthcare organizations 

for providing more security, efficiency, faster processing and 

accuracy for which a detailed study can be done about some 

of the rural places and suitable suggestions to be given for 

their development.  
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