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Abstract: Multimodal biometric systems have been widely
applied in many real-world applications due to its ability to deal
with a number of significant limitations of unimodal biometric
systems including non-universality, noise, population coverage,
vulnerability and intra-class variability for verification,
authentication and identification of an individual. In this paper,
the impact of deep learning in the field of biometrics is
investigated where supervised learning is primarily involved in
identifying biometric traits using Graphical User Interface. The
trained deep learning system  proposed is called
MultiTraitConvNet whose architecture is based on a combination
of Convolutional Neural Network (CNN) and Softmax classifier
to extract discriminative features from the input image without
prior domain knowledge and classify the class of the biometric
trait. A discriminative CNN training scheme is based on a
combination of back-propagation algorithm and mini-batch
Adam optimization method that is used for weights updating and
learning rate adaption, respectively. To evaluate various CNN
architecture data augmentation and dropout method training
techniques have been used. A centralized database of different
biometric trait images has been created using data sets of CASIAL
for iris trait, google 11K hand for palmprint trait, for face
UTKFace is used. The accuracy of the proposed system is found to
be 100%. Python library Keras is used to develop CNN model and
TKinter is used to create GUI of the proposed system.

Index Terms: Deep learning, Convolutional Neural Network
(CNN), GUI, face recognition, fingerprint recognition, footprint
recognition, iris recognition, palmprint recognition.

I. INTRODUCTION

The recognition of people is a basic need of many
day-to-day activities in the society and growth in the
biometric research. In a variety of government and private
domains biometric recognition is being promoted as a
technology that can help to identify terrorists, provide better
control of access to physical facilities and financial accounts,
and increases the efficiency of access to services and their
utilization. Thus, it is clear that biometric technology has the
potential to profoundly influence the ways in which we are
recognized for conducting various transactions on a daily
basis. The motivation for using biometrics are diverse and
often overlap. They include improving the convenience and
efficiency of routine access transactions, reducing fraud,
enhancing public safety and national security. Nowadays
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biometric  authentication technologies are available
commercially for fingerprint, palmprint, iris, face, voice
recognition etc. that acquires data of an individual and
compare the extracted set features with the recorded templates
that already exist in the database.

The biometric systems can be broadly divided into two
main categories: unimodal and multimodal biometric systems.
Unimodal systems use one biometric trait to identify an
individual whereas multimodal systems use multiple
biometric traits. Presently, researchers are paying more
attention to study multimodal systems due to their ability to
achieve better performance compared to unimodal systems as
it is difficult to spoof or forging multiple biometric traits of a
legitimate user at the same time [1-3]. In multimodal
biometric systems, the output of each classifier can be seen as
a list of ranks of each enrolled person to all possible matches
stored in database from highest method to the lowest matched
trait. In this case, the ranking level fusion methods are applied
to fuse the ranks produced by each classifier to identify the
legitimate user. Machine learning methods are also becoming
very popular in selecting appropriate feature representation
that will facilitates the decision function in dealing with
temporal information and is fusing multimodal information.

Recently, deep learning methods have demonstrated
remarkable success for supervised learning tasks in multiple
domain including computer vision, natural language
processing, speech processing and its impact can also be
recognized or identified from various biometric traits [4,5].
Deep learning approaches learn features from the data, and,
when trained discriminatively, they might learn subtle
features that can be used to distinguish large numbers of
individuals. Sun et al. [6-8] proposed CNN architectures to
identify face using DeeplD features and Joint Bayesian
classifiers. Parkhi et al. [9] proposed triplet loss machine
learning and 13 convolution layers to verify the faces. A few
other approaches have also been used similar techniques for
face recognition [10-12]. A four-layer CNN model was
proposed for palmprint recognition by Jalali et al. [13].
Minaee and Wang [14] used a two-layer deep scattering CNN
for palmprint recognition.

Various deep learning techniques to identify an individual
using palmprint images have also been studied [15-17].
Minnae et al. [18] used deep convolutional features for iris
recognition. Gangwar and Joshi [19] used two very deep CNN
architectures for iris recognition, one with eight convolutional
layers and another with five convolutional layers.
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In this work a deep learning system is proposed to identify a
given biometric trait from a centralized database comprising
of five different biometric traits using GUI. The proposed
system uses CNN and softmax classifier to extract distinct
features of a given trait and match with other images in the
database. The rest of the paper is organized into 4 Sections:
the system development and architecture is explained in
Section 2. The proposed methodology is presented in Section
3. The experimental results are present in Section 4 and
finally conclusion and future research direction are reported
in Section 5.

Il. SYSTEM DEVELOPMENT AND
ARCHITECTURE

A CNN model is designed for verification of biometric traits
which is a pattern recognition system that is used to match the
features of sample image with any of the input image of that
trait. The process of trait recognition system consists of
following stages:

A. Collection of Dataset

In order to train the CNIN model, data of 05 biometric traits i.e.

face, fingerprint, footprint, iris and palmprint have been
collected and divided into two sets; training and testing. The
training set contains 80 images and testing set contains 20
images of each biometric trait. The UTKFace database [20]
has been used for taking images of face, the NIST special
database 4 [21] has been used to collect fingerprint images,
the scanned footprint images [22] have been collected, iris
images have been taken from CASIAL Iris database [23] and
the 11K hands google database [24] has been used for
collecting palmprint images. The training set has been created
so that the proposed model can learn by identifying certain
common features and relations related to the particular

biometric trait.

B. Building the CNN model

The model consists of convolution layers, pooling layers,
dropout layers and fully connected layers. The input
biometric trait image has been reshaped to a size of 64x64
pixels and fed into first convolution layer. The convolution
layer performs image enhancement operations like blurring,
sharpening, edge detection, noise reduction to extract features
from the input image and helps CNN model to learn special
characteristics of the given image [25]. The convolution
layers have a kernel size of 3x3. Each convolution layer
extracts N numbers of features which is called as feature map
[26]. The proposed model contains four convolution layer and
produces a feature map of size 32, 64, 128, and 256 pixels,
respectively. An additional operation called ReLu activation
is used after each convolution layer to decide that which
neurons are activated at a given time. The extracted feature
map from each convolution layer is further fed into a pooling
layer that reduces the image dimensionality without losing
important features or patterns. This extraction is performed to
reduce or compress the size of an input image. An additional
dropout layer has been added after each pooling layer to
probabilistically remove or drop out negative inputs to a
layer. The dropout rate is set 0.25 to each layer which sets
25% of inputs to zero. A Flatten layer has been added before
fully connected layers to transform a 2-D matrix of features
into a 1-D vector that can be fed into a fully connected neural
network classifier. The final layers of the CNN model are
fully connected layers or dense layers where all nodes or
neurons are “fully connected” and generate the prediction of a
given input image. The process of building a CNN model is
shown in figure 1.

Input Layer c1 P1 c2 P2 c3 P3 C4  Fully Connected

(64x64) FeatureMaps F.Maps F.Maps F.Maps F.Maps F.Maps F.Maps laver
- "
: ; ’
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Convolution 313.‘ Convolution Max C? nvolutiot  \ax  Convolution
Filters: 32 Pooling Filters: 64  pogling Filters: 128 pooling  Filters: 256

Fig 1: Building of a CNN model

C. Training and evaluation of CNN model

The next step after building the CNN model is to train and
evaluate the proposed model. The compilation of model takes
a loss function and an optimizer. The loss functions are
helpful to train a neural network by having an input and output
class which are used to calculate the difference respectively.
In this study, the proposed model is a multi-class prediction
model where the output is usually a probability value f(x)
called the score for the input image x. An optimizer is an
optimisation algorithm which is used to update weights and
biases parameters to reduce the error in the model. The
proposed model uses ‘adam’ optimizer, which stands for
adaptive moment estimation. This optimizer is faster than
other optimizers. After compilation, the training of CNN
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model is required. In this work, fit_generator(training_set,
steps_per_epoch, epochs, validation_data, validation_steps)
method have been used to train the model where training_set
is generator function which generates the desired shape
images on the fly in a fixed batch size, steps_per_epoch is the
number of training data points divided by the batch size,
epochs is the number of times this process has to be repeated,
validation_data is the data on which to evaluate the loss and
model metrics at the end of each epoch, and validation_steps
is total number of steps to validate before stopping. The
model is now ready to predict the biometric traits present in
the centralized database.
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D. GUI of Biometric Traits Verification

The GUI of biometric traits verification has been developed
using Python 3.7 that allows steer focus and is intuitive. It
consists of 2 panels, 2 buttons and 2 display boxes, as shown
in figure 2. Panel-1 contains all the biometric traits which has

ISSN: 2278-3075, Volume-8, Issue-10S, August 2019

been studied in this system. Panel-2 contains ‘Input Image’
and ‘Recognize’ button which are used to provide input image
to the system and to recognize it with the traits available in the
centralized database, respectively. The GUI is developed
using Tkinter library in Python 3.7.

-
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Fig 2: GUI of biometric trait verification using deep learning

111. METHODOLOGY

In this work two discriminative learning techniques have
been proposed that are based on the combination of CNN and
the softmax classifier to classify multiple classes of biometric
traits which are stored in a centralized database of the system
[27].

The methodology includes the following modules:

A. Deep learning for traits verification

The proposed model is developed using deep learning
approach to verify the biometric traits. The model uses CNN
for feature extraction and softmax classifier is used for
classification. The architecture of proposed CNN is
combination of convolution layers, pooling layers, and
dropout layers which is discussed in section 2. The model
consists of two fully connected layers for classification. The
output of the first connected layer is fed into the softmax
classifier (last fully connected layer) which produces a
probability distribution over the N class labels. Finally, a
cross-entropy loss function, suitable loss function for
multi-label classification task, is used to quantify the
agreement between the predicted class scores and target
labels and calculate the cost value for different configurations
of CNN. The performance of CNN is mainly influenced by
three aspects namely: i) Training methodology, ii) network
configuration or architecture, and iii) input image size which
needs to be checked as these aspects help neural network in
learning process and increases its ability of generalization.
Training techniques like data augmentation, dropout method
and Adam method have also been investigated in this study.
These techniques are discussed below:

i. Training Methodology

A centralized database of 05 different biometric traits namely
face, fingerprint, footprint, iris and palmprint has been
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created. The database contains 500 images, 80 images of each
trait are used for training and 20 images are used for testing.
The training procedure is performed using the
back-propagation algorithm with the ‘Adam’ (Adaptive
moment estimation) optimization method, where the training
data is divided into mini-batches and the training errors are
calculated upon each mini-batch in the softmax layer and
propagated back to the lower layers to minimize the errors. In
every epoch passing through every image of training set, the
images of testing set are used to measure the accuracy of the
current CNN architecture by evaluating the cost value and the
validation error rate. The Adam optimization method is used
to scale the learning rate using the following equation to be

derived later:

A
m
Wy =W g — 1= 1)

,Jz:'r+E

where w is model weights and n is the step size.

The training procedure terminates when the cost value and the
validation error starts increasing again to avoid the overfitting
problem. After completion of training the images of testing set
are used to predict the output category by calculating the
identification rate which is maximized during the learning
process. The flow chart of training methodology is shown in
figure 3:

ii. Network Architecture

Choosing the network architecture is still an open problem
and depends on application. Parameters like learning rate,
number of epochs, etc. which are determined after training are
used to identify the best network architecture for a particular
application.
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Fig 3: Training methodology

The main aspect in identifying the best CNN architecture is
the number of convolution layers which are used to employ
transforming from the sample image to a high-level feature
representations along with the number of convolution filters
in each layer. In this study four convolution layers with 32, 64,
128, and 256 filters, respectively, have been used to avoid a
rapid decline in the amount of input data.

iii. Input image size
The size of input image is one of the hyper-parameters in the
CNN that has a significant influence in the speed and the
accuracy of the neural network. The influence of input image
size is investigated using the size 64x64 pixels (generated
from original images of larger size) in which patterns become
visible and features is extracted for further processing.

iv. Training strategies

To prevent overfitting problem during the learning process of

the CNN model and to enhance its ability of recognition

following techniques have also been performed:

a. Dropout method is a regularization method that
approximates training a large number of neural networks
with different architectures in parallel and can be used to
prevent neural networks from overfitting the training set
[28]. During training, few are randomly ignored or
“dropped out.” This has the effect of making the layer
look-like and be treated-like a layer with a different number
of nodes and connectivity to the prior layer. By ‘ignored’ or
‘dropped out’, means these units are not considered during a
forward or backward pass. At each training stage, individual
nodes are either dropped out of the net with probability 1-p
or kept with probability p, so that a reduced network is left.
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(b)

Fig 4: Dropout method to a standard neural network
Applying dropout to a neural network amounts to sampling
a “thinned” network from it. The thinned network consists

of all the units that survived dropout (Figure 4b). A neural
net with n unit, can be seen as a collection of 2" possible
thinned neural networks. At test time, it is not feasible to
explicitly average the predictions from exponentially many
thinned models. However, a very simple approximate
averaging method works well in practice. The idea is to use
a single neural net at test time without dropout. The weights
of this network are scaled-down versions of the trained
weights. If a unit is retained with probability p during
training, the outgoing weights of that unit are multiplied by
p at test time. This ensures that for any hidden unit the
expected output (under the distribution used to drop units at
training time) is the same as the actual output at test time. By
doing this scaling, 2" networks with shared weights can be
combined into a single neural network to be used at test
time. In this work, training a network with dropout and
using this approximate averaging method at test time leads
to significantly lower generalization error on a wide variety
of classification problems compared to training with other
regularization methods.

b. Adam algorithm is an adaptive learning rate method that it
computes individual learning rates for different parameters
and uses estimations of first and second moments of
gradient to adapt the learning rate for each weight of the
neural network is given in by the following equation:

m, = E[X"] (2)
where m is moment and X is random variable. To estimate the
moments, Adam utilizes exponentially moving averages,
computed on the gradient evaluated on a current mini-batch:

m, =fym._, + (1-5)g. 3

v, = v,y +(1—-F7)a; 4)
where m and v are moving averages, g is gradient on current
mini-batch, and beta- new introduced hyper-parameters of the

algorithm. The expected values of moving averages is given
as:

E[m.] = E[g.] (5)

Elv.] = E[g;] (6)
The expected values of the estimators should equal the
parameter being estimated. If this property held true that
means its an unbiased estimators.
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The value of m (defined in equation 3) goes expanding
further, the less first values of gradients contribute to the
overall value, as they get multiplied by smaller and smaller
beta. The equation for moving average m can be rewritten as:

m, = (1_ﬁ1)zirzulgl_z_gf (7
The estimator needs to be corrected so that the expected value
is the one required. This step is usually referred to as bias
correction. The final equation for estimator will be as follows:

M

m. =i (8)
M N

Ve = g ©

In the end, these moving averages are used to scale learning
rate individually for each parameter. The weights are updated

by following equation:
my

= (10)

,ulz:'l_-+E

W, =w,,—n

where w is model weights, and 7 is the step size (depends on
iteration).

c. Data Augmentation is one of the methods of artificially
increasing the variations of images in data-set by using
horizontal/vertical flips, rotations, horizontal/vertical shifts,
variations in brightness of images etc. Keras provides the
ImageDataGenerator class that defines the configuration
for image data preparation and augmentation. The training
set images have been rescaled, zoomed, sheared, and
horizontally flipped and the test set images have been
rescaled through this generator. The images have been
augmented in this way so that the model would never see
twice the exact same image and it helps the model to prevent
overfitting and helps the model generalize better [29, 30].
The flow_from_directory() method has been used to
generate the batches of image data and prepare the data
generator from the training set and test set images. After
preparing the data generator, fit_generator() method has
been called by passing the data generator, length of epoch,
number of epochs, validation data set and validation steps to
train the model.

d. The ReLU activation function is applied on the top of the
convolution layers and fully connected layers in order to
add non-linearity to the network. It is a simple calculation
that returns the value provided as input directly, or the value
0.0 if the input is 0.0 or less. This can be described
mathematically as function g() using the max() function
over the set of 0.0 and the input z:

g(z) = max(0, z) (11)

The function is linear for values greater than zero, meaning it
has a lot of the desirable properties of a linear activation
function when training a neural network using
backpropagation. Yet, it is a nonlinear function as negative
values are always output as zero. The main advantage of this
function is that it results in neural network training  several
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times faster than other activation functions without making a
significant difference to generalization accuracy.

IV. RESULTS AND DISCUSSIONS

The performances of the proposed CNN model are tested
on the most common biometric traits: face, fingerprint, iris,
palmprint, and footprint databases currently available in the
public domain in order to demonstrate their effectiveness and
compare their performances with different CNN
architectures. The recognition time of the proposed
approaches are measured by implementing them on a laptop
and on a personal computer with the windows 7/8 operating
system, a 3.60 Ghz core i7 processor and 8 GB RAM. The
system is designed in Python 3.7. It is also to be noted that the
execution time of the proposed system is proportional to the
number of different biometric traits and their images in the
centralized database for training. The description of the
images and classes in centralized database is summarized in
Table 1.

Table 1: Summary of centralized database

. Name of | Class _No. of Image | Image

Trait images .

Database | label . size format
considered

Face UTKFace 01 100 200x200 JPEG
NIST

Fingerprint | Special 02 100 512x512 PNG
Database

. Scanned 2550x351

Footprint Database 03 100 0 JPEG

Iris ﬁQSIAl 04 100 320%280 BMP
The 11K

Palmprint | google 05 100 (1)600x120 JPEG
hand

456

During the testing of the model: model accuracy, and model
loss have been computed. The model accuracy is the measure
of prediction done by the model. The model accuracy was
obtained 100%, as shown in Table 2 and figure 5. Model loss
is the value of cost function for cross-validation data which
signifies the error evaluated during validation. The
fit_generator() method is used to train the CNN model that
provides the ‘history’ on each epoch. The ‘history’ contains
the [acc, val_acc, loss, val_loss] values of model where acc is
training data accuracy, val_acc is testing data accuracy, loss is
training data loss, and val_loss is testing data loss. The two
graphs have been plotted with the help of plot() method to
analyse the results of the model. In figure 6, the plot shows the
dependence of accuracy and validation accuracy on 4000 and
8000 epochs during the testing. It is observed that better
accuracy is obtained when model is tested on 4000 epochs
where tested on 8000 epochs the losses start increasing. One
of the reasons could be due to overfitting problem.
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Fig 5: GUI of biometric trait verification using deep learning

Model Accuracy

10001 — ;':'it" Figure 7 shows the training data loss and testing data loss at
4000 and 8000 epochs and Table 3 shows the values of loss at
050 4000 epochs. The training data loss is the value of cost
function for training data i.e. error evaluated during training
& the model and the testing data loss is the value of cost function
g %00 for testing data i.e. error evaluated during validation. It has
2 been seen that the testing data loss is minimum when model
85.0 1 has been tested on 4000 epochs.
Model Loss
35.0
— ftrain
80.0 4 30.0 4 — test
0 2 a 6 8
epoch 25.04
(a) Model accuracy on 4000 epochs
Model Accuracy g 20.07
1000 1 — train = > E 15.0
50.0 | test | || 2=
BOLO 4 Ill |I 10.0
F 7004 | |
- | | 5.0 -
B 60.0 | I|
2 5001 || | 0.0 1
w0 | ; ; ; ; ;
. II | epach
30.0 1 I (a) Model loss at 4000 epochs
20.0 4 ! Model Loss
00 25 50 75 100 125 150 175 FR——
epoch 120.0 st Iﬂ II
|
(b) Model accuracy on 8000 epochs 100.0
Fig 6: Model validation accuracy '
B0
Table 2: Model Validation Accuracy ;E 600
Epoch Training Data Testing Data 2
Accuracy (%) Accuracy (%) 40.0 1
1 98.92 99.00 2.0
2 99.96 100.00
3 99.81 100.00 b0 :" : . . . . .
4 99.63 99.00 0.0 25 5.0 75 00 125 150 175
5 99,57 99.00 o
: : (b) Model loss at 8000 epochs
6 96.64 99.00 Fig 7: Model loss
7 98.17 98.00
8 96.49 96.00
9 97.09 97.00
10 79.27 99.00
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Table 3: Model Loss

Epoch Training data loss Testing data loss (%)
(%)
1 0.293 0.571
2 0.016 0.008
3 0.142 0.041
4 0.491 1.612
5 0.649 0.385
6 5.379 1.612
7 2.932 3.224
8 5.643 6.447
9 4.679 4.835
10 33.403 1.612

V. CONCLUSION AND FUTURE SCOPE

In this work a CNN model has been trained and tested to
verify various biometric traits using deep learning. A GUI has
also been developed as an attempt towards exploring the
recognition of biometric traits using TKinter library in Python
3.7. Deep learning techniques have shown reasonable
improvement in the recognition of biometric modalities due to
their feature learning capabilities. An efficient deep learning
model based on a combination of CNN and Softmax classifier
is proposed to extract discriminative features from the images
of different biometric traits without any prior domain
knowledge and then classify it into one of five classes in the
centralized database. The results obtained have clearly shown
the efficiency of proposed model by having a 100% accuracy.
Despite of the success in recognizing five traits, deep learning
approaches have been scarcely explored for other modalities.
It can be a potential area of research that other modalities can
also have leverage the advantage of deep learning. Clearly,
further research will be required to validate the efficiency of
the proposed model to recognize the individual after verifying
the biometric traits and can be used on larger databases with
more difficult and challenging biometric traits images.
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