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Abstract: This article is devoted to research methods for 

applying of scheme of packet filtering rules. The scheme of the 

Firewall is developed on corporate network to allow protect the 

network system from information security threat. Use of Firewall 

in different mode of protection in the corporate networks is given 

which is accessed to segment information resources under the 

administrator's rules. Filtering packets rule is worked out 

according to the state of the virtual connection that the process 

moving of packets is determined by flags and sequence numbers of 

head IP addresses. The system logging log is designed to record a 

message about events that involve firewall operating system 

management activities and events that are fraught with an 

intersection-related event log. Consequently, the offered rules of 

packet filtering protected the network traffic from unwanted 

action. Furthermore, the rules of packet filtering is formed, 

allowing to observe and management access to resource users on 

the Web content. 

Index Terms: Firewall, TCP/IP protocol, network traffic 

filtering, virtual connection, filtering rule, flood-related attacks, 

Network Time Protocol (NTP), balancing mode, full control. 

I. INTRODUCTION 

Under increase the vulnerabilities information security on 

computer network and the development of modern 

technologies put new requirements to network security and 

security systems. The data transmission through the Internet 

indicates the relevance of information security issues such as 

confidentiality, integrity and availability of information. All 

processes related to unrestricted change and unrestricted use 

of information indicate that organizational and legal methods 

of protection should also be used together with hardware and 

software solutions. However, the development of network 

technologies, the emergence of new interactive applications, 

and the emergence of a large number of network resources, 

lead to the emergence of new issues related to the limitation 

of access to certain resources to protect against unauthorized 

access to information using remote access control systems.  

II. TYPES OF USING FIREWALLS 

Therefore, the development of tools to limit access to 

network resources is crucial for software and hardware 
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utilization. Typical wide-bandwidth limitations are 

multi-channel firewall on the form of software or software 

intended for network traffic control based on packet filtering 

in accordance with the rules set by network administrators. 

Effective use of an interactive display involves the use of 

firewall for secure functioning and the formation of filtering 

rules that take into account security policy requirements [1].  

There are several schemes for packet filtering 

1) An ordinary scheme of the firewall for the protection of 

the corporate network is given in Figure 1.  

The on-firewall is placed between the corporate network 

routers and the external routers where their addresses do not 

change. Interface firewall saves internal network and local 

network routers from external threats.  

Internet

Router

Firewall

1-internal network 2-internal network

 

Figure 1 - An ordinary scheme of the Firewall to protect 

the corporate network 

The on-firewall will display an external access 

permissions policy for internal network users as needed [2-3]. 

2) The demilitarized zone (DMZ) firewall diagram is 

given in Figure 2.  

As you know, DMZ-networks will be able to build a 

protected area, which will be located in the internal segment 

of the enterprise's local network. The capabilities of the DMZ 

cannot be directly or indirectly accessible to the internal or 

external network and can only be accessed in accordance 

with the predefined rules of the firewall. The demilitarized 

zone usually serves to prevent the use of external networks, 

because a special zone of all services requiring external 

access is removed from the local network. The DMZ part of a 

local network is designed for systems and resources that are 

protected from internal and external threats, but must be 

accessed internally or externally [4]. The reason is that such 

systems and resources can never be frozen. However, the 

violation of these systems should not necessarily indicate the 

availability of other external systems. 
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Figure 2 - Demilitarized Regional (DMZ) Firewall 

Diagram 

The offered scheme includes three or more interfaces. 

The internal network and the DMZ will be disconnected. 

Interfaces are internal network, DMZ resources, routers 

protect against external threats, execute external users' access 

to external resources and DMZ resources [4]-[5]. 

Figures 1 and 2 shall have equal access to the Firewall 

interfaces. 

3 and 4 figures are analogous to 1 and 2, but they use 

Firewall functions, such as network address transmissions 

(NAT). In this case, the firewall performs the role of routers, 

the internal network has "private" - "closed" network 

addresses, and DMZ resources use simple "public" addresses 

[6]-[7]. The scheme of Firewall layout based on NAT mode 

and the scheme of Firewall with DMZ zone on NAT mode 

are shown in Figures 3 and 4. 

Internet

Firewall
Internal network

External interface

Internal interface

 

Figure 3 - Scheme of Firewall layout based on NAT mode 
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Figure 4 - Scheme of Firewall with DMZ zone on NAT 

mode 

III. USE OF FIREWALL IN DIFFERENT SECURITY 

MODES 

Filtering network traffic. 

The packet filtering is focused on Ethernet (10/100/1000 

Mbit/s) wired technology and TCP/IP protocols, or IPX/SPX. 

Firewall divides the local area network into different 

security-grade segments and restricts access to segment 

information resources under the administrator's rules. In the 

normal case, the firewall separates the network from 

protected and open segments. 

Firewall performance can be divided into three main 

modes [8]-[9]: 

1) Packet filtering mode; 

2) Session control mode, State Inspection, including the 

state of the virtual connection; 

3) Applied layer data control mode. 

In line with the generally accepted classification, it means 

that the firewall can act as a packet filter, a status analyzer.  

IV. PACKET FILTERING MODE 

Segment filtering performs then independent filtering 

(deleting/deactivating) of each packet between segments 

separated by rules set by the administrator in interactive 

screen packet filtering mode. Packet filtering is an 

indispensable part of a complex categorical firewall that 

forms the basis of any firewall [10]. 

The packet filtering rule rules allow you to: 

• Protection against unauthorized use of the dedicated local 

area network and its subscribers on external network 

segments; 

• Manage access rights of local network subscribers protected 

by external network resources. 

Firewall performs packet filtering over packet headers on 

multiple layers of interaction [11]. The following categories 

of packets will be selected in accordance with the rules given: 

• Ethernet cams; 

• ARP and RARP packets; 

• IPv4 packets; 

• ICMP packets; 

• UDP diagrams; 

• TCP segments; 

• IPX packets. 

Other packaging headings are filtered without analysis. 

V. FILTERING RULES AND ORDER PROCESSING 

PACKETS 

Network traffic filtering could have taken place at different 

levels of the network. Each layer corresponds to a specific 

filtering group [12]-[13]. The filtering rules for each group 

are given in the header parameters of the protocol packets 

that correspond to the current layer link. As a result, packet 

filtering is performed on the basis data that is part of the 

packet header on the firewall. 

The following groups of rules are available on the firewall: 

• MAC rule - rules of filtering on the Ethernet cadre layer; 

• ARP rule - Rules for filtering ARP and RARP packets; 

• IP rule - IPv4 protocol packet filtering rules. The IP rules 

contain additional packets for processing TCP, UDP and 

ICMP packets. This group also includes specific IP-rules for 

short network attacks, blocking subscribers, and so on; 

• IPX rule - IPX packet filtering rules; 
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• AP rule - Practical layer filtering rules [13]. 

When creating rules, special structures such as "VLAN 

Groups" and "Time Span" are used to allow a rule to be 

bound to a specific time interval and a VLAN identifier. 

Any filtering rule will look like this: 

IF (rule parameter) - THEN (rule behavior), when the 

packet header corresponds to the rule policy, the rule must be 

applied to the packet. The following actions shall be 

permitted on the packet [14]: 

• "conduction" - transmits the packet filtering interface or 

the next layer of filtering (for MAC rules); 

• "pass" - extends the packet to the outbound filtering 

interface (in the firewall) by passing the next filtering levels; 

• "Drop" - block the next packet. 

In packet filtering mode, packets are processed in step 2: 

1) Filtering by MAC-rules; 

2) Filtering by rules of the next layer (ARP, IP and IPX 

rules). 

First of all, each packet received by the filter interface of 

the firewall is processed on the Ethernet cadres layer 

according to the filtering MAC rules. If a packet wiping 

policy is applied, then the packet will stop running without 

the wrapping. If a packet is used for the packet convention, 

then the final decision on the transfer or removal of the 

packet is given to the next level of filtering. If a packet sender 

policy is applied, then the packet filtering procedure will be 

aborted and the packet will be issued to the outgoing interface 

[15]. 

At the next level of filtering, one of the corresponding cases 

of ARP, IP or IPX is applied to the packet, depending on the 

category of protocols that are configured in the current 

Ethernet frame. 

VI. FILTERING PACKETS ACCORDING TO THE 

STATE OF THE VIRTUAL CONNECTION 

By default, when filtering traffic over the state of the virtual 

connection, an additional check is made that matches the 

appropriate virtual connection state for each packet. On a 

firewall, this filtering mode is called the session management 

mode [16]. The interactive display supports the following 

session views: 

• Virtual TCP connection; 

• Virtual UDP access - a binary exchange of UDP packets 

between a client and a server, an ICMP-message exchange 

with an "Inbox" and "Inactive Response" (ping session). 

In this mode, the firewall consistency of packet sharing 

between the client and the server that includes the IP address, 

traffic flow protocol, sender and recipient port numbers, 

flags, sequence and confirmation numbers, query IDs, and so 

on [17]. 

The session management mode provides the following 

filtering preferences. 

It is sufficient to create one rule for each virtual connection 

(session). There is no need to show the "reverse" rule [17]. 

Thus, when using this filtering mode, the above IP rules table 

may not contain some rules: 

• Checking the authenticity of the sessions, not just the 

heading of separate packets. 

• Only the client port required for the current session is 

automatically opened; 

• Provide control over practical layer information; 

• The NAT mode will be used; 

• Flood-related attacks and TCP protocols are blocked by 

blocking sequence numbers and flags incorrectly; 

• The full screening of all filtering rules will only increase 

the bandwidth capacity of the session because only the first 

session of the session is available and all other packets open 

session will be tested in accordance with the session vectors 

[18]. Figure 5 shows the increased bandwidth capacity of the 

firewall in line with the session vector. 
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Figure 5 - Increased bandwidth capacity of the firewall in 

accordance wit 

VII. OPERATION LEVEL CONTROL MODE 

This applies to "practical" AP rules. Any desired protocol 

can be filtered by the following parameters: 

• Practical protocol name or number (in RFC 1700). The 

protocol identification for HTTP, SMTP, FTP, Telnet 

protocols, regardless of port number [19]. 

• Optional ASCII array of 250 characters long; 

• Optional binary information up to 16 bytes. 

Additional protocol filtering options are provided for some 

protocols: 

For HTTP protocol: 

• Fragment or username of the hostname; 

• HTTP request; 

• File fragment or name requested from the HTTP server 

[20]. 

For FTP protocol: 

• The username and password of the FTP server; 

• File or fragment file requested from the FTP server; 

• FTP protocol command. 

For SMTP protocol: 

• A fragment or email address of the sender and receiver. 

For enterprise database management system protocols: 

• SQL queries or query fragments. 

The following AP rules explain the filtering based on 

application layer information. (Practical rules are in the CLI 

command line interface format) 
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ap: 30 action = drop protocol = SMTP data = 

information_name 

The Rule 30 application prohibits the transmission of 

messages from the “Information stream” row. Figure 6 

illustrates the removal of the packet of SMTP sessions from 

the "Information Stream" row [20]. 

 

Hello! transmitted information stream 

 
TCP IP SMTP Eth 

Header of packet Application layer data 

AP-10 ap rules 

… 

ap:30 action=drop protocol=smtp data= 
information_stream 

The packet will be deleted  

Figure 6 - Blocking outbidding of the “Information 

stream” row 

Version 40 does not block access to sites www.olx.uz, 

www.daryo.uz and kun.uz. 

ap: 40 action = drop protocol = http host = www. olx.uz, 

www.daryo.uz, * .kun.uz 

from-client 

Forbidden to send files to the ftp-server, which uses a 50-bit 

rule 

ap: 50 action = drop protocol = ftp cmd = put user = elegant 

Reflection of traffic 

There are three modes of Firewall: 

1) in: The following interface only copies inbound packets; 

2) out: The next interface only copies of outgoing packets; 

3) all: copies of incoming and outgoing packets will be sent 

to the next interface, all traffic through the current interface. 

The mirror function works in all the Firewall in all filtering 

modes. In this case, the Outline (Eth0) and Internal (Eth1) 

interfaces are not supported in the network address 

transmissions mode, the interface of interfaces, that is, the 

interfaces to which the packets are copied [20]. 

e
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Intrusion detection systemA copy of all packets 
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The main traffic between 

the two networks

Internal network

External network Firewall

 

Figure 7 - Traffic mirroring function 

Recording of events and traffic on the firewall 

It has the capability to record a variety of information that 

is taking place during the firewall process. The following the 

registration logs refer to: 

1) the registration logs of event; 

2) the registration logs of traffic; 

3) the registration logs of system information; 

The registration logs of event  

Event IDs include the change in the status, settings, or 

profile of the onboard firewall software that has occurred as a 

result of administrative actions or errors in the operation of a 

firewall. The event is divided into the following three classes: 

1) message - is intended for informing the administrator 

about events that do not violate the normal operation of the on 

firewall software [21]; 

2) warning - is intended for informing the administrator of 

events that are not logical in the firewall, which do not 

interfere with the normal operation of the on firewall 

software; 

3) errors are intended to inform the administrator of any 

interruptions that may affect the normal operation of the 

onboard firewall software and require special processing 

operations. 

The registration logs of traffic 

When registering traffic on a network interface, the 

following functions are understood: 

1) registration of packets; 

2) recording sessions. 

Registration of packets 

Package registration is carried out when the following 

conditions are met: 

1) the parameters of recording of the systems of systematic 

systems of registration of the firewall are in working 

condition; 

2) at least one of the rules for packaging processing records 

the packet. Firewall takes several levels of filtering while 

packaging. 

Saving sessions 

Session registration is carried out regardless of the 

parameters of the systematic system packet registration, 

following conditions are fulfilled: 

1) Firewall session management or network address 

transcoding; 

2) If the session has at least one packet of IP rules or rules, 

this rule implies recording the session. 

Events include [21]-[22]: 

• Events related to the disconnection and start-up of the 

system-based system on the firewall; 

• Events related to writing or reading a system; 

• Events related to the operation of a firewall when there is 

no possibility to record information from an event log on 

firewall; 

• Time synchronization on the NTP (Network Time 

Protocol) protocol; 

Firewall 1 Firewall 2

eth0 eth0

eth0 ethC ethC eth2

Managed 

switch level 2

Managed 

switch level 2

Control 

computer

Concentrator

192.168.2.1 192.168.2.2

192.168.2.3

Active 

(master)

Backup 

(slave)

Protected LAN segments

Open LAN segments

 

Figure 8 - General scheme of high-efficiency filtering 

system 
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• Downloading account logs on the FTP server; 

• A message indicating that the packet has been received 

with the given parameters; 

• Flood-attack detection and blockage notification. 

Use backup mode to improve reliability of the on firewall 

High-performance filtering system based on firewall [22]. 

The overall scheme for the high efficiency filtering 

system is shown in Figure 8. 

1) "Active / reserve" mode 

In Active / Backup mode, two firewalls are parallel to the 

local network segment and act as the only logical filtering 

system [28]-[29]. Firewall will be active and filter the traffic, 

the second will be backup and will work in the "backup" 

mode without having to accept all the filtering interface 

packets. Exchange and synchronization between active and 

backup firewall can be performed via Ethernet interfaces 

(ethC), which can be used to detect workflow modes and 

interruptions. 

An interactive filtering logic system, if this firewall 

duplicates an active packet filter, the firewall will ensure the 

smooth operation of the filtering system at any disconnection 

of active hardware or software components. 

2) Balancing mode 

In a highly effective filtering system, balancing is based on 

the scheme of combining two physical channels between the 

switchgears into one logical channel known as trunk. In this 

system, the two firewalls are connected to the disconnection 

of the physical channels between the switchgear and act as a 

single logic filtering system. In this case, both devices on the 

firewall are active and traffic filtering [30]. The distribution 

of the load on the physical channels is performed by a set of 

switch that is properly adjusted. Switching between work 

modes is done via Ethernet interfaces, which control 

communication and synchronization between firewall to 

detect hardware and software failures. 

3) Spanning Tree Mode 

The highly efficient system of Spanning Tree mode is 

based on two circuit breakers with two physical channels. In 

this case, the switch determines whether there is a reserve 

connection and block the appropriate ports. In this system, 

the dual firewall is connected to the disconnection of physical 

channels between the switch and acts as a single logic 

filtering system. Both firewalls are also active, but only one 

device filters traffic due to a single physical channel at a time. 

The channel switching is made by the switch [31]-[33]. 

The filtering logic built on the firewall ensures that the 

filtering process stopped for less than 10 seconds in the 

previous volume due to hardware or software interruption. To 

ensure high-efficiency mode, both products must have the 

same configuration settings as the backup module and control 

interface addresses. 

The high-performance scheme envisages filtering rules and 

configuration synchronization between interlaced firewall 

included in the scheme [26]. Synchronization can be done on 

an Administrator's request asynchronous and can only be 

used and navigated by various firewalls. 

Figure 9 shows the scheme of management of firewall. 

Depending on the type of managed computer connection, the 

administrator will be able to access the WEB-Interface 

management or the toolkit interface [26]-[27]. The access 

level through the team interface is high. Firewall settings are 

achieved by filling out the Web-Interface form in dialog 

boxes or by passing commands in teams.  

Firewalleth0 eth1

Router

Control 

computer

Open Segment
Protected 

segment

ethС

Internet

 

Figure 9 - The scheme of management of firewall 

The Administrator setup process has the following 

capabilities: 

• Manage user rights and lists that are allowed to manage the 

firewall; 

• Full control over firewall modes and devices; 

• Editing and filing rules; 

• Enter any parameters of device operation; 

• Registering a firewall saving a systemized system and 

monitoring your account files. 

VIII. CONCLUSION 

To summarize, it should be noted that, based on outcome 

of analysis, schemes of Firewall with automated setting of 

rules of packet filtering allow to minimize the impact at 

implementation of attacks associated with overflow is 

offered. As well, the offered schemes allow decrease 

information security risks and the number of network 

anomalies is improved. 
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