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Abstract: The secret sharing scheme plays a vital role in
cryptography which allows to transmit the secret digital
information (image, video, audio, handwritten notes etc.) over a
communication channel. The Encoding is done in special way
using Visual cryptographic schemes and decoding is carried out
by the human sensory system without complexity. The secrets are
encrypted into shares in these schemes, stacking these shares with
minimal loss will disclose the secrets. These shares are presented
in n number of transparencies. This paper provides an overview of
various VC schemes of single secret and multi secret of grayscale
and color secret images. Also, comparative analysis study on these
schemes are presented, based on pel expansion, contrast,
accuracy, capacity, security, type of share, number of shares,
image format.

Index Terms: Contrast, Multi secret VCS, Pixel Expansion,
Single Secret VCS, Shares, Security.

I. INTRODUCTION

In the present era, due to the enhancement of network
technology, digital communication over the internet
conveniently. This increases the concern over security in
digital environment. There are so many cryptographic
techniques developed to implement secured communication
in global network. The Secret sharing theme is one
amongst the cryptologic techniques that involves
encrypting the key images into noisy image shares and
transmitted. The transmitted image shares are retrieved
using simple computation. Initially these VVC schemes can be
applied on single secret image to produce multiple shares. A
(k, n) — VCS, where k < n, divides the single key image into
n-parts, one can reclaim the secret picture from k or further
shares. But now the single secret sharing schemes extended
to n images to n shares. To cipher n private images into n
parts n (n, n) multi-secret VC scheme is developed. All
n-parts are needed to retrieve n private images.

The secret image is broadly classified into 3 types. Binary,
gray and color. Binary and gray are two dimensional images
where  color is a  three-dimensional  image.
Each binary image pixel is depicted as 0's and 1's, either
black or white. Each gray image pixel includes values ra
nging from 0 to 255. Each value corresponds to one gray
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level. Each pixel of RGB image contains three values which
lies in between 0 to 255 whereas 0<r, g, b<255. Therefore,
RGB images takes more computation time when compared
with binary and gray images. Secret sharing schemes has
many applications spanning different fields. it's widely used
in military maps, missile launch codes, while transferring
data through unsecured channels and access control. The
schemes provide improved authentication and higher
confidentiality with no data loss.
The VC systems have two significant parameters like ex

panding and contrasting pixels. The minimal extension o
f pixels and a high contrast make the systems of secret sh
aring superior. The conditions of minimal pixel expansion
and maximum contrast were discussed previously [28]-[31].
The prospects of sharing n secret images analyzed using
Multi secret VCS techniques [46]- [51]. VCS is proposed
with various unique features, such as fraud prevention,
dealing with malignant issues, resolving the optimal contrast,
a color image sharing [32]-[39]. The VC scheme involves
sharing the secret information in a secure pattern were
proposed by [40] — [45]. The primary function of the VC
schemes is to use the partitioning method to encrypt the
confidential information. The private message cannot be
revealed by the help of some split data. The original image
requires all split data’s to be revealed. The VC scheme is to
split an image into prearranged number of parts and then
without any computation or algorithm, the secret data can be
reclaimed by aligning and bundling together. The other
sections of the paper are structured as follows, section 2
describes about variants of VC schemes. In Section 3, we
have done a comparative analysis on single secret visual
cryptographic schemes. In section 4, we done comparative
analysis on multi secret visual cryptographic schemes, finally
we concluded in section 5.

1. DESCRIPTIONS OF VARIOUS VISUAL
CRYPTOGRAPHIC SCHEMES

In today’s world, the multimedia and internet has made
digital communication to play a vital role in all domains. In
order to maintain the confidentiality of secret in the year 1979
Blakely [1] and Shamir [2] created a secret sharing system in
which a binary image is divided into various shares and
circulated to various respondents with strong confidentiality.
The secret image is retrieved from k shares or more than k
shares where k is a threshold in (k, n) threshold schemes
[3,4]. To evaluate the proposed secret sharing schemes, the
security, contrast, pixel expansion, incorrect color filling,
computational complexity and capacity are to be satisfied.
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We describe some of the visual cryptographic algorithms
which supports single and multi-secret sharing schemes. In
1987 Kafri[5] designed the concept of Random grids to
overcome computational complexity but pixel expansion
problem is not eliminated. The drawbacks mentioned above
is resolved by (k, n) probabilistic visual schemes [6, 7, 8] but
it suffered from reclaim mechanism. To resolve the reclaim
precision, Cimato et al, [6] perceives the white component
frequency to retain the distinction of the reconstructed image
by activity exclusive OR and AND operation that permits
recovering the lossless secret image. Y. C. Hou et al,
suggested [9] a non-expanded shadow size system. The
disjoint property and union property are fulfilled in this
system. These characteristics ensure progressive recovery
and also the secret image will be regained by all the
respondents.

C. N. Yang et al, [10] designed generalized (k, n) Block
based Progressive VC scheme for any k and n. this method
defines the construction method according to application’s
need. This method also highlights some issues non-uniform
stacked results, image reconstruction problem and the ratio of
progress recovery differs. Wang et al, have planned[11]
n-level Region Incrementing VC schemes (RIVCS), the
secret image is split into completely different regions
correlate n secret levels and conceal to n+1 share where each
region maintains reticence property. C. N. Yang et al, [12]
says that Wang’s phenomenon has a drawback of incorrect
color problem in reconstruction phase. Also, the Wang’s
methodology is only applicable for (2/n) case. So, Yang
proposed generalized (k, n) RIVCS to overcome the incorrect
color problem, it also fulfills the circumstances of security
and contrast. Yang shows the customized version to trim the
share size and improve the contrast where the problem is
solved incorrectly.

C. C. Wu et al, recommended [13] to share two secret images
A and B as two shares S; and S, using a Multi-secret VC
schemes (MSVCYS), secret A is recovered by stacking S; and
S,. Secret B is retrieved by rotating the S; in anti-clockwise
and stacking, results the secret B. Hsu et al [14] proposed
scheme of rectangular shares with arbitrary angles to
overcome the rotation angle issues. To limit the angles of
rotation H. C. Wu et al proposed [15] a system for encoding
circle shares. Shankar et al, intended [ 25] a safe n shares with
no pixel expansion and lossless recovery from n secret
pictures. Karthick et al [26] generated n shares from n secrets
using security key. Reconstruction of shares done by
exclusive OR operation. Mohit et al, [27] produced n+1
shares of n secret images and implemented additive modulo
operation to recover the secrets.

The following sections give the detailed comparative study
on various single secret and multi secret visual cryptographic
schemes.

I11. SINGLE SECRET VCSFOR GREY SCALE
IMAGES

The various Single Secret Visual Cryptographic Schemes
worked only with black and white images from which
meaningless shares are generated. The Pixel expansion and
relative difference (contrast) are the two basic parameters in
VCS. The pixel expansion decodes to number of subpixels in
a share a single pixel of secret image. The contrast described
in the decoded image as the relative difference in gray level
between black and white pixels, which provides the measure
of the comparison with which the image becomes noticeable.
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Maximizing the contrast and minimizing the pixel expansion
is major concern whereas both cannot be optimized
simultaneously. The maximum of the constructions of single
secret visual cryptographic schemes are performed using two
n-by-m matrices for white and black pixels called Basis
Matrices. The contrast and security condition should meet by
constructed basis matrices.  The construction method
combined with basis matrices to generate a share of original
image whereas integer linear programming generates the
shares with minimal pixel expansion. A Various Single
Secret VC schemes are compared based on different
parameters are listed in Table 1.

Table 1: Comparative study on Single Secret VCS

SNe. | VC Schemes | Basis Construction | Pixel Tncorrect | Property | Progress
Matrices Method Expansion Color Satisfied Recovery
Operation | Problem
I | & ves Booleaa Columa Concatenati | YES Canonical | Threshold
Matrices Permutation on Uniform
Modified (kq) | Primitive Integer Linear | Concatenati | YES Canonical Threshold
VCS Matrices Programming | on Uniform
Modified (kn) | Primitive Iateger Linear | Concatenati | YES Canonical Threshold
NES Matrices Prc on Uniform
FR TTS) distibution | Based  om | OR YES Canonical | Threshold
Probabilistic Matrices Probability operation Uniform
VCS
BRI Booleaa Based onnon- | OR YES Canonical | Threshold
Probabilistic | Matrices expansible operation Uniform
vCs shadow size | (o pixel
and parameter | Expansion)
threshold
probability
6. | (k)  Block | Image Cons 1: nCy( | Union YES Canonical Disjoint,
Based Blocks Conz 22 nQ, | Operation Uniform threshold
Progressive choosen disjoint
ves according  to
need
7. | (@&  Block | Random 2 out of 2| Uses YES Canonical | Disjoint,
Based prid random grids | Random Uniform threshold
Progressive prid disjoint
VCS
% | @) Region | Booleaa Mo Concatenati | Yes Canonical | Threshold
Bazed BPVC | matrices construction | on Uniform progressive
method decoding
capability
9 | (2a) Region | Boolean Construction | Union YES Canonical | Threshold,.,
Incrementing | matrices method  not | operation Uniform ingrement
VCS clear disjoint revealing
10. | (Zm) RIVC Unit.., ILP with | Union YES Canonical | Threshold,
mattises. minimal pixel | operation Uniform ncrement,.
expansion disjoint evealing
11. | (ks RIVC Booleaa Conventional | Union NO Canonical | Threshold
matrices VCS method | operation Uniform progressive
disjoint decoding
capability

IV. MULTISECRET VCS FOR GREYSCALE AND
COLOR IMAGES

The Multi Secret VCS accepts both grey scale and color
images as n inputs and generates the n shares. Most of the
multi Secret VC Schemes works with no pixel expansion
which has major concern in Single Secret VCS. Some
implemented methods provide greater security to shares
which never reveals the original image. The original images
are recovered with less distortion using XOR operation
compared to other operations like Stack, Additive Modulo. In
literature [26] shared image capacity is taken into
consideration, that is 8 shares are transferred as single share
which increases the capacity. Whereas the single share holds
8 images as secret. Detailed comparative study on Multi
Secret VVCS is tabulated in Table 2.

V. CONCLUSION

This paper presented a survey on various studies conducted in
the areas of secret image sharing schemes. Various
characteristics of Single Secret VC and Multi-Secret VC
systems are summarized in a comparative table.
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We conclude that all techniques are good for data hiding and
have their own advantages and disadvantages and gives a
security so that no one can access the image in open network.
Our future research will be aimed at creating video and audio
shares using methods of biometric, picture scrambling,
geometric patterning to improve safety.

Table 2: Comparative study on Multi Secret VCS
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