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Role of Scaling Factor in Robust Digital
Watermarking n

Poonam Kadian, Nidhi Arora, Shaifali M Arora

Abstract: Digital watermarking has been identified as an
efficient tool to provide copyright authentication and protection of
digital data. Robustness and Imperceptibility are the two key
parameters in designing of watermarking system. It is always
desired to design a watermarking system that provides excellent
robustness to malicious attacks and the watermark is invisible to
human eyes. The robustness and imperceptibility can be
controlled by choosing an effective scaling factor. Scaling factor
decides on the amount of insertion of watermark in the host
image. Higher the value of scaling factor more visible the
watermark will be in watermarked image, this leads to poor
imperceptibility. However the increase in scaling factor leads to a
more robust watermarking system. Finding a trade-off among
both is the key issue of research in this area. This paper aims at
describing the effect of selection of scaling factor on robustness
and imperceptibility by taking different values of scaling factor
during each watermarking process. The empirical analysis done
in this work shows robustness can be improved at the cost of
imperceptibility and vice-versa.

Keywords: Digital Watermarking, copyright protection, DWT,
SVD, scaling factor, multimedia security.

I. INTRODUCTION

To safeguard the digital data spread over social platforms
from malicious attackers, a number of data hiding techniques
such as cryptography, steganography and many more are
available today. Digital watermarking techniques are one
among them. Digital watermarking techniques have shown
their tremendous capabilities in protection of digital works
by safeguarding copyrights of owner on their data.

The two main constituents required in formation of any
Digital Watermarking system are watermark insertion and
watermark extraction. When certain data like image, text,
and logo called watermark data is inserted into host data, it is
known as insertion of watermark. The output of this process
is called watermarked data. This watermarked data is then
transmitted over the channel where it faces legal/ illegal
attacks. The attacked data, when received by the user and
verified for authenticity by extracting the watermark from
received data, is known as the extraction process of Digital
Watermarking [18]. The watermarked data is likely to be
subjected to certain intentional/ unintentional modifications
by the attackers. Some of the intentional modifications
include compression and geometric attacks such as cropping,
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filtering. The unintentional modifications include resizing,
resampling, and an addition of Gaussian or non-Gaussian
noises, printing, rescanning and many more.

The foremost sought after characteristics from digital
watermarking system are robustness and imperceptibility.
For the security of watermark, it is desired that watermark is
invisible to human eyes. This condition of invisibility refers
to imperceptibility of the watermark. Robustness of
watermark refers to the capability of watermark to sustain
the attacks. The watermarked image is checked for the
presence of watermark during extraction process and if
watermark is present it gets matched with original watermark
image for authenticity of extracted watermark. The other
features considered while designing watermarking system
include data payload, intricacy, capacity, computational cost,
fragility. The application areas of digital watermarking
include where copyright protection and/ or copyright
authentication is required.

Spatial domain and transform domain are the two working
domains adopted for digital watermarking [1-2]. In spatial
domain watermarking, the pixels of host image are modified
directly in accordance with the watermark used. These
methods are computationally effective but lags in providing
significant robustness and imperceptibility. Contrary to it,
transform domain technique such as DCT, DFT, DWT, LWT
etc. work on frequency coefficients of host image and hence
are computationally costly, but are able to provide better
performance in terms of robustness and imperceptibility.

The minimum requirement of robustness and
imperceptibility in watermarking system can be attained
either by embedding the watermark in the higher frequency
components of the image or by choosing appropriate value of
scaling factor.

The Scaling Factor (SF) is the controlling factor that
determines the amount of external effect allowed inside the
host data. With the higher value of scaling factor, the
watermark may become visible to human eyes but this also
improves robustness significantly. As the value of scaling
factor gets reduced, the watermark becomes invisible at the
cost of robustness. The choice of scaling factor thus plays a
critical role in obtaining the desired trade-off between
Imperceptibility and Robustness of a digital watermark. The
objective of this paper is to provide an empirical analysis on
the effect of selecting an appropriate value of SF. Different
values for SF has been used to analyse the impact on
Robustness and Imperceptibility in Digital Watermarking
system. Two transform domain techniques discrete wavelet
transform (DWT) and redundant discrete wavelet transform
(RDWT) with and without hybridization has been considered
to demonstrate the significance of selecting a correct value of
SF.
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The paper has been structured as follows. Section 2
provides an introduction to DWT, RDWT and SVD
methods. The proposed algorithm and simulation results
have been discussed in sections 3 and 4 respectively. The
performance of proposed algorithms has been analyzed in
terms of NC, PSNR, and SSIM. Section 5 presents the
performance evaluation of both the algorithms followed by a
conclusion.

Il. TRANSFORM DOMAIN TECHNIQUES

A. DWT (Discrete wavelet transform)

DWT is mathematical tool used for decomposition of
digital image. Applying DWT on 2-D images corresponds to
passing the image through 2-D filters in each direction. After
passing through the filters the image gets decomposed into
four non overlapping multi resolution sub bands representing
the coarse scale and fine scale of the image. N level
decomposition can be performed over image resulting in
3N+1 sub bands. As DWT is localized both in time and
frequency, it has become an efficient tool in locating the
areas in host image where embedding of watermark will
provide the best efficiency. In most of the images energy is
concentrated at lower frequencies, embedding watermark in
these frequencies will improve robustness significantly at the
cost of deterioration of the image quality. The one level 2-D
DWT process divides the image array horizontally and
vertically resulting four sub bands LL, LH, HL, and HH as
shown in figure 1. A one level 2-D DWT decomposition of
Lena image has been depicted in Figure2.

IMAGE LL|LH

(256x256) L H

HL HH

SVD is applied over this MxN matrix to obtain three
matrices namely U, S and V. The diagonal values of S
matrix are known as singular values of matrix A, whereas the
columns of U and V matrices are termed as left and right
singular values of A respectively [13, 14].

Figure 3 illustrates decomposing of matrix A (MxN)
resulting three SVD matrices as:

A= USVT Q)

Where U and V are square matrices and S is a rectangular
matrix with the same dimensions as of matrix A.

VT

(MxN)

(MxM) (NxN)

(o)

Fig.3. lllustration of Singular Value Decomposition
process [10, 13]

C. RDWT (Redundant Discrete Wavelet Transform)

Spatial-frequency localization is the most useful property
of DWT that makes this technique most sought after
technique in image processing applications such as digital
watermarking. But the down sampling operation that takes
place at every decomposition level introduces shift variance
in images which is not desirable. Due to shift invariance
property and high pass filter operations performed on image,
the size of the host image gets reduced by half at every
decomposition level. This in turn reduces the data payload
capacity of host image which leads to inaccurate extraction
of watermark. The aforesaid limitations of DWT can be
overcome by using another transform domain technique
RDWT [16].

Fig. 1. The process of 2-D DWT decomposition (size
of LL, LH, HL, and HH=128x128)

Fig. 2. One level 2-D DWT decomposition of Lena
image
(Size of LL, LH, HL, and HH=128x128)

B. SVD (Singular Value Decomposition)

SVD is a widely used matrix decomposition technique.
The other method that can be used in place of SVD is Eigen
Decomposition, but since every rectangular matrix has an
SVD, it makes SVD decomposition method a more stable
method than other methods. In the process of SVD an MxN
sized image gets decomposed as a 2-D MxN matrix and then
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Fig. 4. The process of 2-D RDWT decomposition
(Size of LL, LH, HL, and HH=256x256)

Figure 4 shows a one level decomposition process using
RDWT with its sub bands (LL, LH, HL, and HH). Figure 5
presents the 2-D RDWT decomposition of Lena image. As
seen from figure 4 and 5 the size of each decomposed sub
band remains same as the size of host image. Since RDWT is
able to overcome the limitations of DWT and hence offers
more data capacity in host image, leads to generation of more
robust watermarking systems.
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Fig. 5. One level 2-D RDWT decomposition of Lena
Image (size of LL, LH, HL, and HH=256x256)

I11. PROPOSED ALGORITHM

In this section, the proposed watermarking algorithm
using DWT-SVD and RDWT-SVD by keeping SF variable
has been presented. The watermark embedding and
extraction algorithms will remain same for both the
techniques, except that in case of RDWT-SVD, SWT
operation will be performed in place of DWT operation
performed in DWT-SVD.

Herein the proposed algorithm, watermarked images have
been acquired in the course of watermark embedding process
for different values of scaling factors as 0.05, 0.1, 0.15, 0.25,
0.5, and 0.75. As discussed earlier, for lower values of SF
embedded watermark remains less visible in watermarked
image and hence imperceptibility is high with a compromise
in robustness. As value of SF is increased imperceptibility
gets degraded with significant improvements in robustness.
So, the value of SF can be decided as per the application
requirements.

The watermarked images have been examined for
robustness and imperceptibility by imposing the
watermarked images to different image processing and
geometric attacks such as blurring, sharpening, resizing,
rotation, salt and pepper noise, and Gaussian noise.

The Watermark Embedding Algorithm

Stepl: Apply 2- level DWT on host image to extract sub
bands LL, LH, HL and HH from the image.

Step 2: Apply SVD on LL sub band to get singular value
coefficients.

Step 3: Apply SVD on the image to be used as watermark.

Step 4: Embed the Singular values obtained from step 2
and 3 by keeping SF variable. The amount of embedding
watermark into host image is dependent upon the value of
SF.

Step 5: Rebuild the lower sub band using SVD

Step 6: Apply Inverse DWT on lower sub band achieved
from step 5 and get the watermarked image.

The Watermark Extraction Algorithm

Step6: Apply 2- level DWT on received (watermarked and
probably attacked) image to extract sub bands LL, LH, HL
and HH.
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Step 7: Apply SVD on LL sub band obtained from step 1,
to get singular value coefficients.

Step 8: Compare the singular values obtained in step 3 and
step 7 and divide it by value of SF.

Step 9: Use the image obtained from step 8 and original
watermark image to calculate CC (correlation) and SSIM
(structural similarity index) of both images.

Step 10: Compare host image and received watermarked
image to calculate PSNR (peak signal to noise ratio) of two
images.

IV. EXPERIMENTAL RESULTS

To assess the influence of SF over the performance of the
watermarking system, two standard 256x256 test images
namely Lena and Crowd (.jpg format) have been used as
input host images and one 256x256 binary image has been
used a watermark and is shown in Figure6(a-c) [12]. Six
different values for SF has been considered for
experimentation (0.05, 0.1, 0.15, 0.25, 0.5 and 0.75). The
watermarked image obtained for each SF has been exposed
to eight image processing and geometric attacks that are-
blurring, cropping, an addition of Gaussian and salt & pepper
noise, resizing, rotation and sharpening as demonstrated in
Figure7(a-h). To examine the effect of SF, two transform
domain techniques DWT and RDWT with and without
hybridization with SVD has been implemented.

Experiments have been performed to investigate the
robustness and imperceptibility of the implemented
algorithm in terms of CC (correlation), PSNR (Peak signal to
noise ratio) and SSIM (Structural similarity index), where
CC, PSNR, and SSIM are as specified below:

SSIM = [I(W, W #)]* [eW , W ) [s(w,w =)} (2)

> (w-wiw =-w )

ccs= 3)

JEW W) (S

PSNR =10 Ioglonssg (dB) 4)

Where:

W is original watermark image

W* is the recovered watermark image

MSE is Mean Square Error

I, ¢, and s are luminance, contrast,
components respectively

Figure 7 depicts the effect of various image processing
attacks as specified above on Lena image. The recovered
watermark (W¥*) for all the algorithms have been presented
in Figure8 (a-d). As SF indicates the amount of embedding
watermark in the host image. The extent of embedding a
watermark is variable for different types of images for
attaining the desired imperceptibility. The robustness and
imperceptibility of a digital watermarking system are
dependent on the value of SF. Robustness increases with
increase in the value of SF but at the same time,
imperceptibility reduces.

and structure

Published By:
Blue Eyes Intelligence Engineering
and Sciences Publication (BEIESP)

Exploring Innovation


http://www.ijitee.org/

Role of Scaling Factor in Robust Digital Watermarking

Robustness has been measured by calculating two
parameters CC and SSIM. The compilation results for
CC(W, W*) and SSIM(W, W*) for different values of SF
against different image processing attacks have been
presented in Tables 1 and 2 for Lena and Crowd image
respectively. The variation of SF for the above-specified
transformation techniques has been depicted in the columns
in the table and the applied image processing attacks have
been shown in the rows. The first row in the tables depicts
the attained values for a signed image with no attack
imposed. It has been observed from the results in Table 1(a,
b) and 2(a, b) that as the value of SF increases the
corresponding value of NC and SSIM increases. The
simulation results also show that there is less effect of image
processing attacks with a higher value of SF that means we
are better able to recover the watermark.

From the simulation results, it has also been observed that
the robustness has improved when the transformation
techniques are hybridized with SVD. A comparison of four
popular transformation techniques specified above has also
been shown in the tables. From the results, it has been
observed that DWT-SVD outperforms rest of three
techniques for all the attacks as well as without attack for all
values of SF. Although RDWT-SVD provides better
imperceptibility among all the three. In the Lena image, the
value of SF=0.05 results in better PSNR for RDWT-SVD
and DWT-SVD as 38.46dB and 31.45dB respectively. Also
for the Crowd image, PSNR is better at SF=0.05 that is
32.43dB for RDWT-SVD and 28.14dB for DWT-SVD.

V. CONCLUSION

The effect of selecting a value of scaling factor on
robustness and imperceptibility in robust watermarking
techniques has been presented in this paper. For the
empirical analysis, two widely used transformation
techniques DWT and RDWT along with their hybridization
with SVD has been taken into consideration. From the
empirical analysis, it has been demonstrated that higher
robustness and better imperceptibility can be achieved at
different values of scaling factors. The PSNR is maximum at
SF=0.05 whereas CC and SSIM increase with an increase in
the value of SF, hence SSIM and CC are maximum at
SF=0.75. Henceforth the watermarking problem can be
considered as an optimization problem where an optimum
solution for robustness and visual quality can be identified.
Machine learning algorithms such as Genetic Algorithms,
Artificial Neural Network Techniques with others can be
used to resolve this optimization problem. This work also
concludes that DWT-SVD provides better robustness as
compared to DWT, RDWT, and RDWT-SVD. However, the
data capacity is higher in case of RDWT and RDWT-SVD as
the size of sub band gets reduced at each level of
transformation in DWT whereas the size of sub bands
remains same in the case of RDWT.
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HOST IMAGE

b. Crowd Image

ORIGINAL WATERMARK

¢. Watermark

Fig.6. Standard grayscale images (a, b) Lena and Crowd
(256x256 in .jpg format) as original host images (c)
Watermark (binary image)
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" (a) NOISE FREE (b) BLURRING (c) CROPPING (d) GAUSSIAN NOISY

(g) ROTATION  (h) SHARPENING

Fig. 7(a-h). Effect of image processing attacks on Lena image
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(a) Extracted watermarks from the attacked image Lena with corresponding to SF=0.05, 0.1, 0.15, 0.25, 0.5
and 0.75 by DWT scheme
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(b) Extracted watermarks from the attacked image Lena with corresponding to SF=0.05, 0.1, 0.15, 0.25, 0.5 and 0.75
by DWT-SVD scheme
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(c) Extracted watermarks from the attacked image Lena with corresponding to SF=0.05, 0.1, 0.15, 0.25, 0.5
and 0.75 by RDWT scheme
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(d) Extracted watermarks from the attacked image Lena with corresponding to SF=0.05, 0.1, 0.15, 0.25,
0.5 and 0.75 by RDWT-SVD scheme

Fig. 8 (a-d). Extracted watermark image from the attacked image for different values of SF under DWT, DWT-SVD,
RDWT, and RDWT-SVD schemes

Table 1(a-b) Correlation (CC) and SSIM (Structural Similarity Index) values of the extracted watermarks under

various image processing attacks corresponding to different values of SF for Lena Image
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