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Abstract: The special characteristics of the Mobile and Ad hoc 

network (MANET) attract the users to access the services provided 

by the network. But, accessing these services such as high mobility 

also creates an issue of unstable routing which leads to packet 

dropping. To address this issue, the packet dump situation is 

considered in this document under normal and distortion mode. 

This paper also focused on black hole attack (BHA) and selective 

packet drop attack (SPDA) and has a threat prevention 

mechanism has been proposed.  The whole paper is divided into 

three frames namely employing deployment model, the 

importance of intrusion and its prevention, and registration of 

new node through interpolation named as Chebyshev method. The 

prevention structure has been modeled using swarm and machine 

intelligence. In addition, the affected route has been detected 

using the Artificial Bee Colony (ABC) inspired Optimal Bee 

Behaviour (OBB) algorithm. The different parameters, such as, 

Delay, energy consumption,Throughput and Packet Delivery 

Ratio (PDR) are computed. The proposed work consumes less 

energy as the developed architecture compared with sate of art 

techniques which states that energy consumption revamped by 

12%. The delay rate has been ameliorated by 69% and 10% in 

contrary to past studies. The proposed prevention structure 

provides 1.8% improvement for throughput in comparison to 

without prevention architecture. However, proposed model 

provides 0.94 PDR using the polynomial kernel in comparison to 

state of art techniques. The comparative analysis has been 

performed with the existing work and outperformance has been 

noticed in terms of QoS. 

 
Index Terms: MANET, ABC, SPDA, THROUGHPUT, PDR 

About four ommas.  

I. INTRODUCTION 

     Mobile Ad-hoc Networks (MANETs) is known for its 

mobility and ad-hoc architecture. The nodes in the network 

move from one end to another end with a speed of 4-5 Km/hr 

and transfer the data from the source end to the destination 

end. MANET may support unicast and multicast routing 

architecture [1]. The unicast model routing architecture 

provides a single source and single destination roadmap 

whereas, in multicast routing architecture, there are more 

than one sources and more than one destination nodes. The 

nodes sense their nearby nodes and select appropriate nodes 
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for communication and data transfer. Based on the routing 

architectures, MANET is divided into two sub-categories 

namely reactive and proactive routing set [2]. The proactive 

architecture discovers the route only once at the start of the 

simulation setup as for the first time no source and 

destination is set. Optimized Link Source Routing (OLSR) is 

an example of the same [3]. The proactive protocol suffers 

from excessive delays in case of any distortion in the network 

as they do not opt to research the routing path. This issue is 

resolved to an extent in reactive protocol architecture where 

the nodes are able to find different routes when they feel any 

distortion in the existing route frame. Ad-hoc On-Demand 

Routing protocol (AODV) is an example of a reactive routing 

protocol set. Researchers use the wireless ad-hoc network to 

handle high mobility nodes. The routing protocol has been 

proposed to direct the packets from source to destination. The 

different parameters such as PDR, delay and hop count has 

been considered to determine the efficiency. But, the paper 

still inefficient to attain the required results [4]. AODV has 

been widely used in past studies to manage attacks in the 

network. AODV protocol has been used to evaluate the 

results due to its unique architecture and robust structure. 

Both the architectures, reactive and proactive suffers from 

network intrusion issues as due to the mobile nature, nodes 

from another region may also enter into the defined region 

and they cannot be stopped from entering into any zone 

[5].The detection of intrusions in MANET is a challenging 

task. There may be many reasons for that like change in 

network topology, packet dropping, and noisy environment. 

It is difficult to present a cooperative system, where intruders 

do not harm the network. The accurate detection of 

conventional attacks and its specification depends upon the 

intruder attacking strength. The nodes enter into the region of 

the different network for various purpose. If that reason is to 

harm the network, then it must be a serious concern, which 

needs to be taken under proper attention. As shown in Figure 

1, node n has initial coordinates (x, y) and it falls under region 

1 as per the region boundary. After a certain time interval, it 

crosses its boundary and reaches to a point(x2, y2) which is 

outside of its original region. This situation may occur by 

mistake or intentionally. If it is by mistake, a network is safe 

but if it is done intentionally then the node n may cause harm 

into the network. In such a manner, the paper defines the 

network and its mobility through definition 1. 
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Fig.1 Node regions and movement 

Definition 1: A mobile network MN (n, ,esds, na) is 

made up of n number of mobile nodes with initial associated 

x and y locations defined in . The estimated 

displacement of every node is defined through esds and the 

network administration is defined as na. 

Issue 1: Each region in MN has its own na and when a node 

moves from one region to another, why the na of the second 

region would consider that node into its region.  

     This paper takes this issue very seriously and implements 

an interpolation method for such a situation. This situation 

also creates intra intrusion architecture. The intrusion or 

attack falls under two categories namely normal and smart. 

This paper addresses the issue of solving smart attackers as it 

takes a lot of manual effort to identify a smart attacker. 

Tracking a smart attacker not only requires a lot of physical 

resources but it also consumes a lot of power. This paper 

issues two different attacks in the proposed architecture 

namely Black Hole attack (BHA) and Selective Packet Drop 

attack (SPDA). There is already enough research in the 

literature regarding the black hole attack using different 

techniques [6]. But, due to rapid growth in technology, still, 

novel techniques are essential to mitigate the effects of the 

black hole attack. An authentic Optimal Behavioural Bee 

(OBB) algorithm has been designed with Artificial Neural 

Network (ABC) optimization algorithm.  The process of 

monitoring is executed by following the OBB bees. Support 

Vector Machine (SVM) is used as a machine learning 

technique for the purpose of classification. QoS measures, 

such as, Throughput and Packet Delivery Ratio (PDR) are 

computed and the comparative analysis has been conducted 

to depict the efficacy of the presented work. 

   The rest of the paper is organized in the following manner. 

Section II presents the proposed work architecture and 

Section III evaluates the results for the same. Section IV 

concludes the paper 

II. RELATED WORK 

MANET is a network of nodes connected without any 

infrastructure. Nodes acting as a router and host which 

forwards the information from one node to other nodes. The 

topologies of the network changes due to the high mobility of 

nodes. Thus, a unicast routing protocol has been developed 

for the MANETS using proactive routing algorithm [7]. The 

main drawback of the developed approach is that it becomes 

inefficient to determine the throughput for a large number of 

simulations. Moreover, this approach does not manage the 

packet dropping issue. So, the homomorphism based 

approach has been used in the literature to detect the 

malicious attack. In addition, the distance vector has been 

used to determine the distance between the nodes and 

preventing the packet dropping [8]. The security is the other 

important aspect requires equal concern to enhance the 

performance. S. N. Mohammad et. alhas used the Micr 

technique to enhance the security level [9]. The network has 

been secured from the black hole attack using a key 

distribution system, which provides improved security level 

to the MANET. But, the distribution of secret key consumes 

large energy of the network which hampers the performance 

of the network. In addition, the fake concept has been 

introduced to confuse the attackers which helps in reducing 

the packet loss. But, the main drawback of the paper is that 

fake messages increases the energy consumption and 

performance reduces as security also compromised due to 

intruders attack [10]. Therefore, fuzzy-based approach has 

been developed to enhance the security level. The network 

performance varies depends upon the packet distribution 

between the nodes. The AODV protocol has been used to 

compare the results. But, the packet delivery ratio still not 

attainable and simulation time is more which limits the 

developed approach of the paper. The anonymity concept has 

been used to schedule the packets. Therefore, a scheduling 

algorithm has been presented in past studies to analyze the 

traffic. The fake source localization algorithm has been 

proposed to enhance the detection rate. The optimum routes 

have been detected by scheduling the packets using the 

developed algorithm. The fake packets have been used to 

confuse the intruder and fake paths have been constructed. In 

addition, packets have been transmitted from original paths. 

The fake paths intend the intruder to use this path and fake 

messages increases which results into an increase in energy 

consumption. The increase in consumption results in 

reducing the performance of the network. The energy 

consumption is an important parameter recognized by the 

authors in MANET. The trust-based mechanism secures the 

network and increases the efficiency of the network. Thus, 

the trust-based algorithm has been presented in past studies to 

detect the black hole attack. The optimization algorithm 

Artificial Bee Colony (ABC) has been used to enhance the 

results but still, this approach lacks the classification 

algorithm. The fitness function used in the optimization 

algorithms generate new solutions but the classification of 

these solutions becomes hard [11].  But, the fuzzy-based 

systems provide secure multicast routing using the 

authentication scheme. The active and passive attacks have 

been mitigated by understanding the nature of misbehaving 

nodes. The un-certification routing proposed in the past 

proves better authenticity and reduced energy consumption. 

The encryption technique used in this paper still requires 

modification as the complexity of data is more, which 

reduces the performance of the network [12]. The developed 

approach protects the network using the pseudorandom 

function to authenticate the system, which makes the system 

complex. Thus, a reactive approach has been used to prevent 

malicious attacks. The framework based on intrusion 

detection in a MANET. The developed approach does not 

attain the throughput and delay as per requirement. This 

paper lacks the optimization technique which may enhance 

the detection rate [13].  
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Researchers propose the lifetime enhancement 

techniques using the LEACH protocol to improve the 

performance of the network.  The more emphasis given on 

increasing the lifetime and consuming the less energy. The 

proposed work in this paper has been compared in the results 

section. This paper still insufficient to save the energy as the 

energy dissipates more when the data transmission taken 

place from source to destination nodes [14]. Therefore, 

scholars attempted to enhance the longevity of the battery 

using the metaheuristic approaches such Ant Colony 

Optimization (ACO) so that shortest path detected from 

source to destination. This helps to save the energy as concept 

of watchdog and digital signatures has been incorporated to 

avoid the black hole attack. The simulation results stated that 

the proposed work consumes the less energy and efficient 

than the AODV protocol. But, the main limitation of the 

paper is that routing detection increases the load as the 

number of attackers detected on that path is maximum. Thus, 

results of this paper has been discussed in the results to 

determine the performance of the proposed work [15]. 

A. Problem Formulation 

     The main problem in the past studies is the intruder attack, 

which increases the packet loss problem and reduces the 

efficiency of the network. Researchers and practitioners 

proposed approaches in the literature lacks to achieve the 

satisfactory performance of the network. The packet loss still 

needs improvement to detect the intruders by developing a 

robust algorithm. In addition, it is seen that previous studies 

do not utilize the classification approach and optimization 

algorithm. Thus, an effort has been made to revamp the 

performance of the network by reducing the effect of 

intruders. 

III. PROPOSED WORK 

The proposed work model is designed in frames. The 

first frame aims to deploy the network and to model it. The 

next frame shows the significance of the intrusions. This 

frame also contains the application of the prevention 

framework which is a hybridization of swarm intelligence 

and machine learning.  The third frame is for the deployment 

of an interpolation method for a new node registration in the 

region. Figure 2 shows the flowchart of the proposed work. 

The different sections have been interconnected to obtain 

valid results. The sections in the developed flowchart have 

been explained in the entire paper. 

 

 

 

 

 

 

 
Fig.2 Flowchart of the proposed approach 

A. Network Deployment 

Following ordinal measures are set for the network 

deployment. 

Table 1. Ordinal Measures 

Node Range  50-100 

Area of Communication  1000 × 1000 m 

Coverage Range  25% of the existing 

location as per IEEE 

802.11 

Model Type  Heterogeneous  

 

Pseudo Code: Model Setup and Deployment  

 

 

 

 

 

 

 

 

 
The proposed work model has considered a 

heterogeneous environment and different node properties and 

nodes are deployed with different values of similar attributes. 

As for example node, n1 will have 70% associated energy at 

the start whereas, in the same simulation, n2 will have 65% 

associated energy. Every network dumps some packets even 

if it is error or intrusion free.  
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The proposed work model considers two situations of 

modeling namely dump under the normal situation and dump 

under distortion mode. Obviously, a node will dump more 

packets under distortion but what would be the drop count is 

unknown and hence the architecture has set a random 

behavior for the packet dumps and drops. The algorithm 

“Calculate Coverage” computes the communication range of 

the nodes. 

 
     
     

     

     
     

 
 

      
     
     
The calculate coverage calculates the distance of one node 

(X1 to X2) to the second node by using the distance formula. 

If the node is covered in the distance region defined by 

802.11, then it can be utilized for the communication with 

another node. The coverage of nodes has been initialized 

using the empty parenthesis. The nodes have been firstly 

initialized in node 1 as described in the designed algorithm. 

Figure 3 depicts the communication process and architectural 

result of Algorithm 1.The route discovery process after 

coverage evaluation is as follows: 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

Fig.3 Coverage Evaluation 

Algorithm 2 takes the source and destination node as input 

and extracts the nodes which are there in the coverage limit of 

the source node. The destination is searched in the coverage 

limit if a destination is found directly, no further routing is 

required and data transfer takes place. In other situation, the 

nearest node in the source’s coverage list acts as the 

temporary source and the process keeps on repeating until the 

destination is not found. Once the route discovery process 

ends, the data transfer takes place and threat modeling and 

prevention comes into act. 

B. The Threat Modelling and Prevention  

 

    When the data transfer is initialized, the network may 

suffer intra or inter security threat [11]. The proposed model 

has considered two different attacks namely black hole and 

SDN. When the network will fall under intrusion, it will start 

showing its effect. Here the prevention architecture uses a 

dual identification and prevention mechanism. The proposed 

architecture understands the importance of nodes and hence 

directly the node is not pointed out as an intruder. The first 

phase is to identify the affected route of the entire simulation. 

To identify the affected route, the proposed solution designs a 

new Optimal Behavioural Bee (OBB) algorithm inspired by 

the Artificial Bee Colony (ABC) algorithm. There are many 

advantages of the OBB as the energy consumption reduces, 

better optimization, and delay also reduces. In addition, the 

proposed algorithm also reduces the delay introduced in 

packet delivery system and increases the throughput rate. 

There are three types of bees in OBB. OBB has acting bee 

(AB), monitoring bee (MB) and Group-Head Bee (GHB). 

The functioning of all these bees different from one and 

other. There is one last bee that is termed as Queen Bee (QB). 

The monitoring process took place through these Bees. The 

MB monitors the food undertaken by AB with changes in the 

traveling time. When an AB brings food to MB, MB allows 

the AB to go for food search for the second time and deposits 

the food. The two-step collection is verified by GHB. If the 

food quality is verified by GHB, the food is preserved and 

MB is awarded rest and on the next phase of the food search, 

the awarded AB goes first for the food search.  

 

 

 

 

 

 

 

 

 

 
The output of OBB provides the faulty routes which are 

further supplied to machine learning based Support Vector 

Machine. It is a classification technique, which classifies the 

data based on its nature. The SVM architecture takes two 

parameters as input. The first parameter is bandwidth 

consumption of every node in the affected node and the 

second parameter is the packet dump of the suspected nodes. 

The network preserves the packet dump by every node and by 

every route. The SVM outputs have been depicted in Fig. 4.  
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The maximum misclassified node is termed as a final 

culprit in this case. The following parameters are evaluated 

for the process of comparison of the proposed framework. 

The third part is the identification of a new node in a 

region through the Chebyshev method.The Chebyshev 

Polynomials (of the first kind) are defined as [16]. 

 
The Chebyshev polynomial has weight so that its nature is 

orthogonal is detected  having an 

interval from . The variables have been used to 

detect a new node to enter into a region. The interpolation 

order is used to determine the detection rate. On the other 

hand, variables such as  than interval can be handled by 

modifying the variables such as . 

The information is not clear from definition 1 but still is a 

polynomial having degree m. 

 
Fig.4 Classification Architecture 

For the 1st node or order, the node representation in the 

polynomial form to register a node is: 

 

                            (2) 

 

Similarly, for 2nd node registration, the obtained 

equation is 

            (3) 

 

Order=2;   // Interpolation order  
  // Initializing the key values to be 

Empty  

    // For 3 vehicles  

 
=  // Taking the first node as initial 

reference 
For j=1: Vehicles; 
Current= ; // For each interpolation, there 

would be 2 Rest Nodes  
If Current1~=Current   // If nodes are not the same  
Rest (counter) =current; 
Counter=counter+1; 

End If 
End For 

 

 
End For 
If the shares result into network key then the node is 

allowed to be a part of network else it is thrown out. 

IV. RESULTS AND DISCUSSION 

 

This section discusses the result section in which 

throughput and PDR have been used to analyze the result. 

The experimental results based on a number of simulations 

have been presented in this section. The Chebyshev kernel 

using linear and polynomial kernel has been measured for 

PDR and throughput. In addition, it is essential to understand 

the comparative analysis and result in analysis of the 

literature studies using PDR and throughput parameters.  

A. Analysis of the proposed work 

 

The proposed work describes the effectiveness of the 

developed technique. The following parameters are 

evaluated. The linear and polynomial kernel has been used to 

evaluate the results. The evaluation structure taken is before 

and after the attack. The evaluation is done by keeping the 

following constraints. 

 

a) Delay 

      The end to end delay has been considered in the present 

research which is the ratio of total delayed packets as 

received by the destination to the packet count received by 

the destination. In other words, the mathematical 

representation of the incorporated delay given as:- 

 

 
 

Table 2. End to end delay 

 

Number of 

nodes 

Delay of 

Proposed 

work in 

seconds  

Delay 

attained by 

Past Studies 

in seconds 

[11] 

Delay 

introduced 

by [14] 

20 9 28 10.01 

40 10 32 11.11 

60 10.22 38 13.43 

80 14 44 14.55 

100 14.33 48 15.03 

The comparison to end to end delayed packets given in 

table 2.The given table vivid that the introduced delay has 

been reduced for different sensor nodes.  
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The delay has been increased from 9 to 14.33 for 20 to 

100 nodes. However, the introduced delay of the proposed 

method is less than the conventional approaches. 

 
Fig.5 End to end Delay computation 

The given figure clears that the proposed work introduces 

less delay than the past techniques. The delay has been 

increased as the sensor nodes incremented by 20. The 

average value of the delay for the proposed work is 11.51 and 

that of conventional approach, it is 38 for [11] and 12.82 for 

[15]. Thus, delay has been improved by 

 for the proposed work in contrary 

to conventional technique [11] and 10% for [14]. 

 

b) Energy Consumption 

Energy consumed by the nodes when the packets received 

from the neighbouring nodes and transmission of packets to 

the corresponding nodes. When the nodes consume less 

energy then the performance of the network increases. 

     It is clearly seen in the given figure that the proposed work 

consumes less energy consumption in comparison to [15]. 

The average energy consumed by the proposed work is 

626250 and that of conventional technique, it is 713750. 

Thus, overall energy consumed by the proposed work 

improved by  

 
                       Fig.6 Energy Consumption 

c) Throughput 

It is defined as the ratio of total packets delivered to the 

destination per time frame. The total delivery of packets 

denoted by , throughput is denoted by T, and time 

frame denoted as t. 

            (4) 

Table 3. Throughput 

Total No. 

of 

Simulati

ons 

Throughput 

with attack 

Throughpu

t with 

linear 

kernel 

Throughput 

with 

polynomial 

kernel 

100 10000 20000 20000 

200 20000 40000 40000 

300 40000 60000 60000 

400 57000 76000 77000 

500 59000 81000 85220 

 

Table 3 depicts the throughput of the proposed approach 

using linear and polynomial kernel. In the proposed 

approach, we are experimented the results using 500 

simulations which are repeated to calculate the throughput 

value of the proposed approach. The results attained using the 

polynomial kernel has been better than the linear kernel. The 

maximum attained throughput of the proposed approach with 

linear kernel is 55400 and that of polynomial kernel, it is 

56444. On the other hand, throughput without prevention is 

37200. The results vivid that the throughput rate using 

polynomial kernel better than the linear kernel and without 

prevention system.  

Fig.7 depicts the throughput of the proposed algorithm, 

which is tested with both polynomial and linear kernel. The 

performance of the proposed algorithm is obviously better 

than the values with the attack but going deeper, it is 

evaluated that the polynomial kernel acts a little better than 

that of the linear kernel.The average throughput rate obtained 

using the polynomial kernel is 56444 whereas for linear 

kernel, it is 55400. Thus, system throughput rate has been 

improved with the polynomial kernel for 500 simulation 

rounds is . Under the effect of 

intrusion, the performance of the network is very low. 

 

 
Fig.7 Throughput Evaluation 

For the same simulation architecture set, the model only 

shows 37200 units of packets transfer per minute. The 

throughput under intrusion is low because the packet dump is 

high. High packet dump results into low PDR values and high 

bandwidth consumption. 
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d) Packet Delivery Ratio (PDR) 

It is defined as the ratio of the total received Packets to the 

total number of transmitted Packets. In other words, Total 

received packets denoted by and transmitted 

packets denoted by  

 

           (5) 

Kernel Types → Linear and Polynomial  

Evaluation Structure → Before and After Attack 

 

Table 4. PDR 

Total 

Number of 

Simulations 

PDR 

under 

threat 

PDR after 

prevention 

for linear 

Kernel 

PDR after 

prevention 

for 

polynomial 

Kernel 

100 0.22 0.5 0.92 

200 0.25 0.59 0.93 

300 0.29 0.62 0.94 

400 0.32 0.68 0.96 

500 0.35 0.79 0.98 

 

      Table 4. depicts the PDR of the proposed approach using 

linear and polynomial kernel. In the proposed approach, 500 

simulations have been experimented, which are further 

repeated to validate the results. 

 

 

Fig.8 .PDR Evaluation 

      Fig.8 depicts the PDR of the proposed approach tested 

using linear and polynomial kernel. It is seen that the average 

value of PDR under threat approximates to 0.28. It lies in the 

range of 0.2 to 0.36, which is very low. The PDR after 

prevention with classifier SVM for linear kernel lies in the 

range of 0.5 to 0.8 is 0.636 for 100 to 500 simulations. 

However, in case of polynomial kernel, the average value is 

0.94. This simply indicates that PDR for polynomial kernel 

improves after incorporating the prevention structure. 

Similarly, PDR using SVM prevention architecture for 

polynomial kernel lies in the range 0.6 to 0.94 for conducting 

an experiment from 100 to 500 simulations 

B. Comparative analysis of the proposed approach with 

conventional techniques  

The packet scheduling algorithm developed in the past 

studies uses inter and intra approach to attain maximum PDR. 

The Anonymity based approach analyses the traffic by 

determining the fake paths. The maximum attained PDR is 

0.9, which is less from the developed algorithm. The 

anonymity approach confuses the intruders by developing the 

fake paths so that intruders are confused. Table 4 compares 

the results of the proposed approach and literature studies. 

 

Table 5. Comparison of PDR of the proposed approach 

and past studies 

Techniques PDR 

Proposed approach (OBB) 0.94 

Path Observation based Physical routing 

protocol [4] 

0.9 

Security-Aware Packet Scheduling Algorithm 

[10] 

0.91 

Hybrid Trust based Weighted Algorithm [11] 0.89 

Fuzzy approach [12] 0.92 

 

Table 5. depicts the comparison of the proposed approach 

with the previously studied techniques. It is clearly seen in 

the given table that the attained PDR value of the proposed 

approach is 0.94, while other techniques have PDR value less 

than the obtained value.  

 

 

Fig.9 Comparison of PDR with previous techniques 

Fig.9 depicts the graph of the proposed approach and the 

previous techniques viz. [4], [10], [11] and [12]. It is seen that 

the average value of PDR is 0.94, which is of the proposed 

approach. While contrast of proposed work with the [4], 

4.2% improvement has been noticed in proposed work, 

2.1%effectiveness has been noticed in proposed work while 

comparing it with [10], 3.1% efficacy has been drawn of 

proposed mechanism while comparing it with [11] and 5.31% 

efficiency has been addressed while comparing the proposed 

work with [12].  
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Consequently, the designed approach proves better and 

improved results than the conventional techniques. 

V. CONCLUSION 

This paper presents the threat and prevention 

architecture for safe packet transmission in MANET. The 

heterogeneous environment has been considered to avoid the 

attack from a malicious node. The architecture detects the 

malicious node by registering new nodes using the swarm 

intelligence based algorithm. The OBB algorithm detects the 

faulty nodes which are taken as input to SVM. The machine 

learning-based optimization determines the bandwidth 

consumption rate of the node and packet dumped by the 

affected nodes. In addition, an algorithm based on Chebyshev 

polynomial registers the new node. The results have been 

evaluated by determining the throughput rate, which is 

further tested using the constraints kernel. The detected 

improvement rate through polynomial kernel is 2.2%. In 

addition, PDR has been measured under three different 

conditions such as under threat, prevention using SVM linear 

and polynomial kernel.  

The prominent results have been obtained which shows 

that polynomial kernel results such as PDR are better among 

three of them. Fruitfulness has been seen when the 

comparison has been addressed with the conventional 

methods for PDR comparison and around 4.2% of 

improvement has been noticed. 
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