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ABSTRACT--- In computer based system, key for the problem
of identification, authentication and secrecy can be found in the
field of cryptography. Dependence on public key infrastructure
and to receive certificates signed by Certificate Authority (CA) to
authenticate oneself for exchange of encrypted messages is one
of the most significant limitation for the widespread adoption of
Public Key Cryptography (PKC) as this process is time
engrossing and error prone. ldentity based cryptography (IBC)
aspires to reduce the certificate and key management overhead of
PKC. IBC’s important primordial is Identity-based Encryption
(IBE). IBE provided emergent for perception of Identity based
signature (IBS) schemes. In this paper, overview of IBE and IBS
schemes has been given. Also, a survey on various IBE and IBS
schemes has been performed to review different problems related
to them. Finally, feasibility and applicability of IBC in current
and future environments has been discussed.
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l. INTRODUCTION

Cryptography has mainly five elements named plain text,
cipher text, keys, and encryption & decryption algorithm. In
PKC, public private key pairs has been maintained.
Everyone will know public key and private key has been
kept secret with user. One form of public-key cryptography
(PKC) is IBE. Main idea behind introducing IBE was to
reduce the overhead of certificate management and thus

debar CA and its need. [1]
1.1 Identity-based Encryption (IBE)

In 1984, A.Shamir has introduced perception of IBC. [2]
In suggested scheme, for encryption or signature
verification, user’s identity like email or IP address is being
utilised in place of digital certificates. Thus, the scheme
remarkably reduces the complication and expense for
certificate management of public key infrastructure (PKI).

In cryptography field, IBC has attracted the researcher’s

attention [3] as Shamir’s [2] 1BE scheme was persisted as an
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open issue till 2001. Initially, D.Boneh and M.Franklin [4]
put up practical IBE scheme secured in random oracle

model. [5] After that, Boneh and Boyen [6], suggested
fully secure scheme without random oracle. The fully secure

scheme introduced by Boneh and Boyen 6] was improved

and simplified by Water [7]. Coke [8] has also provided the
solution for the open problem related to IBC.

Overview of Cryptographic Operations [5]

IBE relies on reliable arbitrator called Private Key
Generator (PKG). PKG produces master public/private key
pair (PkPKG and skPKG) respectively. pkPKG is publicly
accessible to all the users.

Encipher and decipher process for IBC is described as
follows:

1. User A obtains cipher text C by encrypting
plaintext message M with IDB (User B’s identity) and
pkPKG (master public key ) and sends C to User B. Note
that User A does not require any prior communication on
User B’s part to encrypt message M.

2. After receiving cipher text C from User A, User B
authenticates to PKG with adequate proof that IDB owned
by him. After successful authentication, PKG sends User
B’sprivate key skIDB through secure channel.

3. User B retrieves plaintext message M by
decrypting C using his private key skIDB.
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One variant of IBE described above is also available. In
that variant, PKG is authorised to decrypt C for User B and
transmits  decrypted text securely after successful
authentication.1.2 Identity-based Signature (I1BS)

When Shamir [2] has proposed IBE scheme, he has also
suggested IBS scheme by utilising existing RSA function.
IBS scheme, mirror image of IBE can be described as

follows [3, 5]:
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1. User A receives private key skIDA after successful
authentication toPKG.

2. By using skIDA, User A generates the signature ¢
for plain text message M and transmits it to User B.

3. After obtaining M, User B verifies ¢ by using User
A’s identity IDA and pkPKG. If the signature is genuine,
User B returns “Accepted”. Otherwise, User B returns
“Rejected”. Here, there is no need for User B to get the
certificate form User A.
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Figure 2. Identity Based Signature

Following is formation of the remaining paper: Section 2
examines open problems associated to IBE and IBS in
detail. Section 3 presents survey on existing security
systems implemented using IBE to provide security and their
vulnerabilities against various type of attacks. In Section 4,
survey on existing security systems implemented using I1BS
to provide authentication and their vulnerabilities against
various type of attacks has been discussed. Section 5
contains information related to implementation details.
Conclusions are being presented in Section 6.

1. OPEN PROBLEMS RELATED TO IBE
AND IBS:

2.1 Key Escrow

In IBE and IBS scheme [3], any message can be
decrypted and signed by PKG as it issues private key to user

IBC system security this consideration should be taken into
account as it will be depend on IBC adopter’s choice. But in
IBS, it infringes the most essential need of digital signature
scheme i.e. “non- repudiation” property. Boneh and Franklin

o] suggested solution for this problem but the solution

enforces big communication and computational cost. [3]
Hence, to build IBE or IBS scheme without key escrow
problem is still resides as an open question.

2.2 Non-Repudiation

In IBC system, it is assumed that PKG is not signing
messages or it signs messages only on user’s request.
Failure of this assumption causes the violation of non-
repudiation property.

2.3 Key Revocation

Suppose user’s private key associated with its mail id has
been compromised, then what does he/she need to do? Does
he/she has to create or change the mail address? What if,
he/she has used his biometric data as a part of private key?

Again, Boneh and Franklin 6] suggested the solution for
this problem to add timestamp to the public key. But it
raises new problems like what will be the time format or
validity of that time-stamp? Hence, it still remains the open
problem to build key revocation free IBC system.

2.4 Other Open Problem

To provide high level security to PKG and availability of
PKG to send private keys to users, make PKG more
vulnerable to attack. Also, to construct IBE scheme without
bilinear pairing and efficient compared to Coke’s schemell.

1. SURVEY ON EXISTING IBE SECURITY
SYSTEMS BASED ON VARIOUS TYPE OF
ATTACKS & RESULTS

The table 1 gives the overview of IBE systems related to
security services provided by the system. Also, it provides
information about the type of attack which has been detected
or prevented by the system

Table 1. Survey on IBE Security Systems

. Security Attack Attack |Type Of Attack/
'\ - w
SrNo| Proposed Method Services  |Detection | Prevention Problem Remarks
Identity Based . . .
Online: folinec fidentiality Chosen Pla.int&xtzmﬂ?;l o fal}gl.?.?lall_[ Hume
1 [Encrvption (IBOOE OnAentallyl  yoq (: Attack gortim — an HHie-Helman
o) algorithm
[dentity Based
gnhne. ?Eﬂme KEYC fidentiality Chosen Cipher Works on  polynomial time
p  [Fhcapstmaton Onidentallyl  yes e Text Attack [algorithm and Diffie-Hellman
Management sloorithm
(IBOOKEM) 1] g
The master public key and ciphe]
mEDM-sID-CPA Confidentiality Chosen Plaintextftext sizes relv on number of
i [IBE Scheme [11] M yes 25 Attack challenge queries or number off
uSErs n

using master secret key. In IBE, this may be helpful
where user has forgot his or her private key. When analysing
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Intrusion  Detection| Authentication Man-in-the- Suggested system includes change
4 Sensor(IDS) using and Yes Yes middle attack in supported and widely-known
IBE [ Confidentiality implementations like OpenSSL
New biometric IBE Security of the proposed method is
5 scheme based on/Confidentiality Yes Yes Denial of Service not provided compared to earlier
BIO-1BE %3 (DoS) attack  [system in standard model
Adaptive chosen
- plaintext attacks
6 vAv?th :f;LCl;Ieir::tchlzr:EeEI Confidentiality Yes Yes and adaptive  [Works on Diffie-Hellman
[14] chosen cipher text/Algorithm
attacks
Mediated Identity Known Message Uses online mediator to provide
7 Based Encryption| Confidentiality v v Attack privacy sessions. Not secure if KGC
scheme [*] €s €S a or online mediator is compromised
Communication Imprtc))\;es the key escrovx;
. - Known Message [capabilities compare to origina
8 proto[ch])I based - on Confidentiality Yes Yes Attack IBE. Less efficient compare to
IBE original IBE.
Replay attack,
Private Key
Recovery by an [Uses E-mail id for generating public|
9 \Fla\fi\t/i?gﬁ?lliesegsclr?vcv Confidentiality Yes Yes Attacker, Key |key. Needs to update secret value
[17] escrow Attack, (whenever informed by Key
Compromised [Generation Centre(KGC)
Key Attack
: Uses complete binary tree for key
gg;/;jcableEnclrdyeprggx Confidentiality Decryption Key |revocation and KUnode a!gorithm to
10 Scheme L8] No Yes Exposure reduce key cost. Security proven
only in their security model.
. Proves that proposed scheme is not
11 IS_(\:;-eITw:EI[Em] Confidentiality No Yes Decggg:&;(ey safe  against Decryption Key
Exposure attack
Security guarantees offered only in
the relaxed selective-ID model
. . Decryption Key where target identity mus_t be chosen
12 BGK-RIBE Confidentiality No Yes Exposure ahead of time by adversaries
Scheme 28! P Proves that proposed scheme is not
safe  against Decryption  Key|
Exposure attack
Improved ldentity|Confidentiality C?gggrt':\glzgiln Scheme is secured by considering
13 Based signcryption and No Yes Text and Identit intractability of DBDH assumption
(IBSC) Scheme 21 | Authentication Attack Ylas a base in standard model
Tries to resolve open question of]
Revocable Liber_t and Vergnaud IBE system.
Hierarchical Identity- _ N _ Considers BB_HIBE scheme as a bz_;\se
14 Based Encryption Confidentiality No Yes Identity Attack [for construction and only select_lve
(RHIBE) security under DB!DH assumption
Scheme 1211 has been proven in the standard
model for construction.
Proposed complete security model is
more comprehensive than existing
Confidentiality model. The proposed scheme has
15 pesc 22 and No Yes Identity Attack [less implementation complexity and
Authentication comparable computational
complexity compare to existing
normal signcryption schemes.
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(AVA SURVEY ON EXISTING IBS SECURITY The table 2 gives the overview of IBS systems related to
SYSTEMS BASED ON VARIOUS TYPE OF  security services provided by the system. Also, it provides
ATTACKS information about the type of attack which has been detected
or prevented by the system
Table 2. Survey on IBS Security Systems
. . Attack Attack Type of Attack/
Sr No |Proposed Method Security Services Detection Prevention Problem Remarks
Escrow  free IBS| S Known Message [Key escrow problem of IBS has been solved
1 scheme [ Authentication Yes No Attack ithout requiring multiple PKGs
Efficient escrow free . . .
IBS Authentication Ves No Known Message Effl_(:lent and practical solution compared to|
2 241 Attack earlier system
Scheme
Key escrow free IBS _— Unregistered  [Solves the key escrow problem More
3 scheme 91 Authentication Yes Yes Identity Attack |efficient compare to Das signature scheme
Identity-based signature Chosen Messade Need for secure channel has been eliminated
4 scheme using bilineary  Authentication Yes Yes 9€ lhetween user and KGC. Not secured against
irings 1261 Attack . . .
pairings unregistered identity attack
Identity Based . . . o
- L Man in the Middle [MITM attack is possible if someone behaves
5 Authentlceg%d Key|  Authentication No Yes (MITM) Attack _|like authenticated PKG
Exchange
Strongly  Unforgeable| .
- . Secured in  standard model  under
6 S;’;cable Sildrfe?tﬂ?é Authentication No Yes Al\jljzsstévi g:toa scekn Computational Diffie-Hellman (CDH) and|
28] g g Collision resistant hash (CRH) assumption
Scheme
Improved . Ident_lty N, Adaptively Chosen [Scheme is secured based on intractability of]
Based signcryption| Confidentiality and - s - oo
7 (IBSC) Authentication No Yes Message and Identityfthe Decisional _Blll_near Diffie- Hellman
Scheme 2 Attack (DBDH) assumption in standard model.
IBS scheme ICDH assumption has been used as a base for
Based on S Chosen Message [the proposed scheme.
8 Water’s ID-  based Authentication No Yes Attack Drawback of proposed scheme is large size|
encryption scheme [0 public parameters.
Lightweight  Identity, Adaptively Chosen gfsccl:;etgIolgnarirtékllr:g(;r;ugzcié% model - under
9 |Based Signaturel  Authentication No Yes Plain Text and - - ; -
Scheme 1 Identity Attack Larger bit complexity compare to existing
system
T, Solves key escrow and Key update problem
10 |IBKIS-NOKE ¥ Authentication No Yes Man-in-the- middle Not secure if the key stored in user device is
(MITM) attack . :
being compromised
IBS-1 and IBS-2 Adaptively Chosen Security proof has been given for the)
- . L proposed IBS schemes that they are not]
11 By Rossi and Schmid  Authentication No Yes Message and Key . ivelv Ch lai
23] Disclosure Attack secure agal_nst Adaptively Chosen Plain Tex{
and Key Disclosure Attack
[34] S . Probably secure in random oracle model
12 [EIBS Authentication No Yes Identity Attack under the CDH assumption.
Proposed complete security model is more
IComprehensive than existing model.
S The  proposed  scheme  has  less
13 |[IDGSC B Confldentl_ahty and No Yes Identity Attack |implementation ~ complexity —and  hag
Authentication - .
comparable  computational ~ complexity|
compare to existin signcryption
schemes. L ewloring &,
) "\%
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Introduces forward security in IBS scheme.
Forward-secure identity- Kev Exposure Suggested scheme’s security has been proven
14  |pased signature scheme|  Authentication No Yes yA P by considering | + 1- computation Diffie
136] ttack . .
Hellman assumption as a base without
random oracles
Ephemeral Secret [Security of suggested scheme has been
Leakage-free IBS| S Leakage, Adaptive [proven in random oracle model by
15 scheme E71 Authentication Yes Yes Chosen Plain Text [considering CDH assumption as a base unde
and ID Attack  |defined security notion. 1
Hewlett Packard Lab in Bristol, UK has implemented health
V. RELATED WORKS(IMPLEMENTATION)  care information system with IBE capability.

D.Boneh and M.Franklin had suggested the IBE scheme
called “Stanford IBE system" was implemented in C++

under Debian GNU/Linux. 61 The implementation code can
be obtained at http://crypto.stanford.edu/ibe/download:html.

IBE email system which provides plugins for Outlook,
hotamail etc. was developed by Voltage Security is the most
noticeable real world application of IBE. Proofpoint, Inc.
provides licensed value add-ons to Voltage’s software.

Till now, there is not any java implementation of IBE
exist in public domain. According to Naor’s observation, a
secure (public key) signature can be obtain through

conversion of any IBE system [38] under same assumption
and IBS schemes are mirror image of the corresponding IBE

systems [2]. Also, as per our knowledge and based on
survey performed, there is not any DNS security system
which is implemented using IBE.

Table 3. Survey on Implementation of IBE Systems

Type (Open
Source/ Implementati
Sr No.| System Name | Licensed/ | Platform b Developed by Remarks
Free) on Language
System security has been proved
. Stanford IBE o GNU/ Boneh andthrough random_ oraclehmodel._ hAt
Systemi3s] pen Source Linux C++ Eranklin. 2003 present, constructing a chosen cipher
' text secure IBE in the standard model is|
an open question.
GNUI/Lin . .
5 \Voltage IBE Li Voltage  Security,Uses the IBE system which was
39, 40] icensed ux/MS C++ - .
System ; 2007 implemented by Boneh and Franklin.
Windows
Anastasios Kihidis,
MS Konstantinos e
Proposed IBE ’
3 P [41] Open Source| Windows C/Jévjl()[:or Chalkias, andg:i?] ig:ttgén s stability is  currently
System /Linux George Stephanides]c'9 :
, 2010
s Louise  Owens e B i ey revocation, IBE
4 |IBE Systemml Licensed | Windows Java Adam Duffy, Tom| . P Y '
. . signature schemes and
/Linux Dowling
Key-escrow problem.
VI. CONCLUSION REFERENCES
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simpler compare to PKI. IBE and IBS schemes are less time
consuming as they do not require CA and key distribution
for message exchange. Also, IBE is cost effective compare
to PKI as the need to exchange the certificates for
authentication has been removed. There are various IBE and
IBS security systems available to provide confidentiality and
authentication respectively. But, these security system are
vulnerable against security attacks and also does not provide
perfect solution for the open problems related to IBE and
IBS. Also, most of the systems are implemented in C++.
Thus, there is a need of security system that can provide
solution to the open problems related to IBE and IBS.
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