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Abstract— Visual cryptography is the most popular technique 

attracted various researchers to improve the security level while 

utilizing the images and videos as encryption key, instead of text 

which is easy to crack. Visual cryptography processes the 

multimedia information such as images, videos and audios in 

order to enhance the security of the multimedia data. Visual 

cryptography computes complex multimedia information which 

may leads to computational overhead when simple processing 

techniques and architectures were utilized.  So, various 

researchers had taken over this challenge and trying to resolve 

while introducing the various high speed techniques and 

architectures which would make visual cryptography process 

highly secured and energy efficient. This article presents a 

literature review on various high speed architectures and visual 

cryptographic techniques which have been adopted for 

processing multimedia data. This review provides the survey of 

different visual cryptography techniques adopted to achieve 

better security and also discusses their advantages and 

limitations. The comparison has been made on different visual 

cryptography methods with respect to performance, level of 

security and PSNR.   

 

Keywords:Visual cryptography, security, energy efficient, high 

speed architecture, accurate prediction outcome 

I. INTRODUCTION 

Visual cryptography is the process of encrypting the 

multimedia contents such as images, videos and audios etc. 

[1], Visual cryptography appears to be more complex task 

where the visual data needs to be encrypted without losing 

the original visual content information [2]. In recent world, 

various research applications such as data security [3], data 

hiding would requires to handle visual information for the 

improved performance [4].Most of the organization started 

to concentrate on data security and hiding techniques due to 

increased usage of computer generation. To achieve this 

organizations spend millions of amount, thus the security of 

their industries can be ensures. This is done due to increased 

threaten towards cyber theft and crime. Increased 

technologies made easier environment for the criminals to 

involve in the cyber crime activities with partial known 

information about the industrialists [5]. These issues can be 

resolved by introducing the cryptography techniques. 

Particularly visual cryptography plays major part in the 

increased security level due to its complexity level. 

Encryption process involved in the visual cryptography 

technique increased its applicability and usage in various 
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areas[6]. In this research work, discussion about those 

particular areas has been given. The specific applications 

that utilizes the visual cryptography techniques are 

Biometric security [7], Watermarking [8], Remote electronic 

voting [9], Bank customer identification [10] etc. 

Another issue that found mostly is the transmission of 

multimedia data through unknown network which is found 

to be more threatened issue in the 21
st 

century [11]. Secured 

and reliable transmission of multimedia data through the 

network required to introduce the various security 

techniques which needs to be applied before sharing the 

personal information through the public network. In this 

analysis work, discussion about the various research 

techniques that aims to improve the security level while 

transmitting the multimedia data through unsecured medium 

has been discussed. The different ways that are available to 

enhance the security level while transmitting the data. Those 

possible ways are password, image hiding, watermarking, 

authentication and identification [12].However this 

technique might be failed to ensure the security while 

transmitting the data through single transmission medium. 

This data will be lost or corrupted when the single 

transmission medium is failed. In today world visual 

cryptography is found to be most common solution for 

protecting the visual content [13]. In this research, 

discussion about the techniques that involved in the secret 

image sharing through public network is discussed in 

detailed with the recent techniques such as communication 

technology and information security.  

The research is to design and present an energy efficient 

architecture for visual cryptography. In this research work, 

study about the various visual cryptography techniques has 

been given along with their working procedure and the 

processing flow. This analysis work also provides the 

discussion about the different high speed and energy 

efficient architecture. From this research study authors can 

gain the overall view about the working procedure and the 

processing flow of different research methods. And also 

authors can study the merits and demerits of various 

research methodologies which can lead to improved 

performance.  

The overall view of analysis work is given as follows: In 

this section overall introduction about the role of visual 

cryptography and the need of the high speed architecture has 

been given. In this section 2, discussion about the different 

related research methodologies which attempts to 

performance visual cryptography is provided with their 

working procedure. In section 3, discussion about the  
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different high speed and energy efficient architecture has 

been given. In section 4, comparison evaluation of the 

different research techniques in terms of merits and demerits 

is given. Finally in section 5 conclusion of the analysis work 

is given.  

II. OVERVIEW OF VISUAL 

CRYPTOGRAPHYTECHNIQUES 

In this section,we discuss various visual cryptography 

techniques that are introduced by different researchers. 

Lee and Chiu [14] introduced the Extended Visual 

Cryptography Scheme (EVCS) for ensuring the security 

level for the general access structure. This research method 

would integrate the cover images for each share. This 

process is done in two steps to improve the security level of 

general access structure. In the first step meaningless cover 

images will be generated for each individual image share. 

This generated cover images will be integrated with the each 

image share in the second step by applying the stamping 

algorithm. This method ensures the improved security level 

of General Access Structure. Wang et al [15] introduced the 

contrast visual cryptographic technique namely Traditional 

VCS schemes without reversing (nRVCS) with the 

applicability of reversing technique in order to ensure the 

security level of secret image sharing process. This research 

method ensures the guaranteed reconstruction of quality 

while performing the visual cryptography technique. The 

main goal of this research method is to improve the contrast 

level of the shared multimedia data with guaranteed image 

quality. This method guarantees the optimal contrast 

enhancement even with the presence of minimal amount of 

shares. Shyu [16] introduced theRevised Visual 

cryptosystem for general access structure (RVC-GAS). This 

method attempts to implement the novel visual cryptosystem 

for ensuring the security level of the general access 

structure. This is done by revising the security issues of 

general access system. In this research work, image shares 

will be altered by modifying the secret shares of n 

participants which will increase the security level of general 

access structure. This method do not require any pixel 

expansion to guarantee the security level. The performance 

evaluation of the research method guarantees the increased 

flexibility and reliability of the security level of visual 

cryptosystem. Li et al [17]introduced the binary region 

incrementing visual cryptography scheme (BRI-VCS) to 

ensure the security level. This method attempts to secure the 

system even with the presence of multiple image shares with 

different contrast level. The quality of the reconstructed 

image is ensured by introducing the integer linear 

programming based binary (k,n) method. This method 

would maintain the secrecy of image shares with same and 

different contrast level. This method ensures the better 

performance level even with the presence of larger pixel 

expansion. 

Sethi and Kapoor [18] introduced the novel architecture 

for the steganography process to ensure the effective data 

hiding outcome. This is done in this work by introducing the 

Genetic algorithm based steganography and cryptography 

(GASC) which ensures the improved security level. This 

method ensures the increased security level by transforming 

the digital media into unreadable format. This is done by 

introducing the AES cryptographic algorithm by using 

which encryption of data contents is done. And then genetic 

algorithm is applied for the pixel arrangement of images 

thus the data hiding is performed effectively. Shankar and 

Eswaran [19] performed the secured image sharing by 

introducing the Elliptic curve cryptography (ECC)technique. 

This method would improve the security level by 

performing the multiple share creation method in which the 

image will divided into multiple shares based RGB values 

which will then be encrypted in order to ensure the security 

level. Here the multiple share of image is generated by 

adapting the new fangled technique which will then be 

encrypted and decrypted utilizing the elliptic curve 

cryptographic technique.  

Usman et al [20] introduced the lightweight, robust and 

efficient scheme (LWRES) for the encryption purpose to 

perform the data exchange between the cloud and mobile 

devices. This is done by performing the data hiding process 

which would encode the High efficiency video coding on 

the video streams. And also this method ensures the security 

level by introducing the advanced encryption standard by 

using which encryption of image shared will be done. The 

evaluation of this method ensures the better performance 

with reduced processing time and the increased data size. 

Hamza [21]performed image cryptography by introducing 

the novel algorithm which is based on pseudo random 

number sequence generator (PRSGA). This method would 

create the cryptographic keys for the different digital images 

by using cryptographic applications. This is done by 

introducing the non uniform probability distribution 

procedure based on which multiple cryptographic keys are 

generated. This method ensures the increased security level 

with guaranteed robustness, better speed and improved 

effectiveness. This method can protect against the multiple 

differential attacks by successfully introducing the security 

scheme.  

Yan et al [22] introduce the analysis by synthesis (abS) 

method to perform the encoding process. In this method, 

reconstruction of the images is done by utilizing the multiple 

shares of the images that are collected from the encoder 

process and then error between the reconstructed secret and 

the original secret images are differentiated. This is done by 

introducing the error diffusion process which would find the 

exact difference between the original image and 

reconstructed image more accurately. This framework is 

known to be more simpler and flexible with varying pixel 

intensities. The taxonomy of the above discussed research 

methods has been given in Figure 1 
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Figure 1. Taxonomy of visual cryptography techniques 

 

In figure 1, taxonomy of the visual cryptography 

techniques has been given. Each research technique adapts 

the different procedures for ensuring the quality and security 

level of images. Here some of the research techniques are 

applied on the gray scale images whereas some techniques 

applied for the color images. All these methods attempts to 

perform visual cryptography without compromising the 

contrast of images. From this taxonomy it is proved that the 

abS method can ensure the increased security level with 

enhanced contrast level. And also this method can handle 

size invariant images whereas other methods can perform 

cryptography on similar size images alone. And also abS 

method can handle images with different contrast level 

whereas method can perform well on images with same 

contrast except ECC method.  

III. HIGH SPEED AND ENERGY EFFICIENT 

CRYPTOGRAPHIC ARCHITECTURES 

In this section discussion about the various research 

methodologies which attempts to provide the high speed and 

energy efficient architecture for performing the complex 

cryptographic operations are discussed. Kuang et al [23] 

attempted to speed up the RSA cryptosystem process by 

integrating the carry adder package with the high speed 

architecture. This is done by introducing the montgomery 

modular multiplication algorithms which perform 

calculations in the parallel way. The main goal of this 

research work is to provide the environment for the 

cryptographic operations which can perform calculation 

fastly and in the energy efficient way. And also this 

proposed architecture confirms the increased throughput 

level thus much encryption process can be carried out within 

short period. Vollala and Ramasubramanian [24] attempted 

to improve the performance of cryptographic operations by 

optimizing the modular exponentiation and modular 

multiplication process. This method guarantees the 

increased efficiency of modular exponentiation process by 

reducing the frequency of modular multiplication. Thus the 

energy efficiency can be achieved along with the improvised 

throughput. The evaluation of this research method is 

carried out on two different methods namely Bit Forwarding 

1 bit (BFW1) and the Bit Forwarding 2-bits (BFW2) which 

is extended version of tradition exponential algorithm.  

Vollala et al [25] proposed upgrades to the Montgomery 

Multiplication and furthermore to Square and Multiply 

calculation. Bit Forwarding 1-bit (BFW1) calculation has 

been executed to assess measured exponentiation that 

brought about 11.11% enhancement in throughput, and 

1.90% decrease in power utilization. A Dual-center RSA 

processor with an equipment scheduler has been intended 

for performing simultaneous cryptographic changes to 

achieve better throughput without expanding the 

recurrence.Huo and Liu [26] proposed a programmable  
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ASIP structure for four kinds of the bit-wise calculations: 

square figures, stream figures, Reed-Solomon (RS) Codes, 

and Cyclic Redundancy Check (CRC). We accomplish this 

through discovering the calculation likenesses and the ideal 

parallel degree (128-piece) among the four kinds of bit-wise 

calculations. The adaptability of our plan can develop the 

scope of uses and broaden the time-in-market of a SoC. 

Moreover, our structure accomplishes ASIC-like execution, 

for example, 25.6 Gb/s for AES encryption, 17.6 Gb/s for 

RS(255,239) interpreting, and 281.6 Gb/s for CRC figuring, 

and so forth with 0.19 mm2 (28 nm) silicon region.Li et al. 

[27] have suggested that the utilization of reconfigurable 

equipment for location of interruptions would improve the 

system security framework. The execution hole between the 

execution speed of security programming and the sheer 

measure of information to be prepared is augmenting, and 

this is a difficult issue. Therefore, to address this, it is basic 

to begin executing equipment arrangements in situations 

requiring high security.  

Progressed cryptographic methods, for example, hash 

capacities and message verification codes, are presently 

being utilized in current frameworks managing capacity and 

control of touchy information. An investigation by Nickolas 

and Sivasankar [28] has stated that such calculations are 

unreasonably requesting to be executed in programming for 

the handling speeds anticipated today in an installed 

framework. Along these lines, equipment parts must be 

utilized to understand the equivalent in a productive way. 

An article by Villasenor et al. [29] states that present FPGAs 

can be reconfigured inside a millisecond, and at last, they 

will most likely adjust persistently – which means, they can 

be reinvented each 10-3 s (or less).This makes them 

profoundly appropriate for structure encryption frameworks, 

and executing calculations, for example, the DES, AES, and 

hash capacities with higher speed and effectiveness. An 

audit paper by Tonde and Dhande [30] clearly entireties up 

the writing reviewed. A case of a high-security application, 

electronic exchanges, has been taken. A FPGAbased 

execution of the AES is unmistakably appeared as having 

various favorable circumstances, including simplicity of 

calculation alteration dependent on the application, 

engineering productivity, higher throughput, low idleness 

and cost effectiveness. 

The taxonomy of the above discussed research methods 

have been given in Figure 2. 

 
Figure 2. Taxonomy of High speed architecture 

 

In figure 2, taxonomy of the high speed architecture has 

been given. Each research technique adapts the different 

procedures for ensuring the quality and security level of 

images with increased computation speed.  

IV. COMPARISON ANALYSIS OF VISUAL 

CRYPTOGRAPHIC TECHNIQUES 

In this section, comparison evaluation of the different 

visual cryptography research techniques is given in terms of  

 

merits and demerits of each method. In the following 

comparison table 1, comparison of the each research 

techniques in terms of merits and demerits is given. 
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Table 1. Comparison of different visual cryptography techniques 

S.No Authors Method Merits Demerits 

1 Lee and Chiu [2012] EVCS 

 

Supports the adjustable density 

of cover images 

Increased security level with 

ensured modularity 

Increased complexity while 

constructing the General Access 

Structure  

2 Wang et al [2013] nRVCS Guaranteed satisfaction of 

multiple user requirements 

Better reconstruction quality  

Improved contrast enhancement 

Performance degradation with 

the presence of noisy features 

3 Shyu [2015] RVS-GAS Improved flexibility  

Guarantees the flawless pixel 

expansion with ensure security 

level 

Reduced reconstructed quality 

with the presence of light 

contrast 

Reduced security level with high 

depth intensity of pixels 

4 Li et al [2016] BRI-VCS Achieves balanced trade-off 

between the contrast and the 

security level 

Ensures more effective and 

feasible solution 

More computational complexity 

Less flexibility 

5 Sethi and Kapoor 

[2016] 

GASC Optimal steganography outcome  

Better security enhancement 

result 

It requires more processing 

cycles to accomplish the task 

6 Shankar and Eswaran 

[2017] 

ECC Reduced mean squared error 

value 

Improved correlation coefficient 

with ensured image quality 

Image quality might get affected 

with the presence of increased 

noise level 

 

7 Usman et al [2017] LWRES Reduced processing time 

Increased data size 

Reconstruction quality is not 

guaranteed 

Degraded decoding performance 

8 Hamza [2017] PRSGA Increased security level 

This method perform better 

security level with the presence 

of large number of pixels 

Might degraded in its 

performance by generating the 

random number value 

9 Yan et al [2019] abS method Guaranteed security level 

Improved flexibility 

More simpler network 

Limited to error diffusion 

The values of neighbouring 

pixels would affect the security 

level 

Comparison evaluation of high speed and energy efficient architecture 

1 Kuang et al [2013] Energy efficient high 

speed architecture 

Reduced energy consumption 

Increased throughput 

Improved cryptographic 

performance 

Need to concentrate on energy 

surfing factor which would 

increase the energy consumption  

2 Vollala and 

Ramasubramanian 

[2017] 

Energy Efficient 

modular exponential 

algorithm  

Increased throughput  

Energy efficient cryptographic 

operation 

It is not realistic enough to 

support the real time operations 

3 Vollala et al [2017] Enhanced 

Montgomery 

Multiplication 

algorithm 

The proposed research method 

is scalable 

Improved energy efficiency 

outcome 

More computational overhead 

4 Huo and Liu [2018] Programmable ASIP 

structure 

Guaranteed high speed 

performance 

Improved energy efficiency 

Increased Running time 

 

V. INFERENCE FROM THE DISCUSSION & 

RESULTS 

In the above section, discussion about the different 

research methodologies has been given in terms of their 

working procedure merits and demerits. Each research 

method focuses on ensuring the better visual cryptography 

performance in order to secure the data while transmitting 

through unknown medium.From the analysis from various 

research methods, it is confirmed that the performance of 

the visual cryptography depends on the visual quality of the 

reconstructed images. This is achieved in the existing 

research methods by following different procedures. Among 

those methods, Analysis-by-Synthesis (AbS) Approachis  

 

 

 

found to be better research method than the other 

techniques.  

This method is proposed by Yan et al [22] to perform 

encryption on the grey scale images. The main goal of this 

research work is to improve the visual quality of the images 

with ensured security level. This method improves the visual 

quality of images without considering the different size 

invariants whereas in the existing work visual quality is 

enhanced only for the images 

with similar size. This AbS  
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framework is simple and flexible in that it can be combined 

with many existing size-invariant VC algorithms, including 

probabilistic VC, random grid VC, and vector/block VC. 

More importantly, it is proved that this AbS framework is as 

secure as the traditional VC algorithms.In the following 

table comparison of different performance metrics has been 

given.

Table 2. Performance Metric 

Methods  Image type Pixel 

Expansion 

Contrast Complexity PSNR MSE CC 

Extended Visual 

Cryptography 

Scheme (EVCS) 

Gray scale Medium ¼ decreased 

contrast 

O(nhw) - - - 

Traditional VCS 

schemes without 

reversing 

(nRVCS) 

Gray scale Low Nearest to 

upper bound 

value 

O(k) - - - 

Revised Visual 

cryptosystem for 

general access 

structure 

Color 

image 

No Less contrast 

and it is 

different for 

images 

- - - - 

Binary region 

incrementing 

visual 

cryptography 

scheme 

Color 

image 

High Same 

contrast 

- - - - 

Genetic 

algorithm based 

steganography 

and 

cryptography 

Gray scale - - - - - - 

Elliptic curve 

cryptography 

technique 

Color 

image 

- Less contrast - 39.0097 9.2797 0.9976 

lightweight, 

robust and 

efficient scheme 

Color 

image 

- - - 45.67 - - 

Pseudo random 

sequence 

generator 

algorithm  

Color High High n/2 - - - 

analysis by 

synthesis 

method 

Gray scale Low Less contrast O(MN) 28 - - 

 

VI.  NUMERICAL COMPARISON 

Various performance metrics has been considered to 

evaluate the improvement of the proposed methodology than 

the existing methodology in terms of the security level. The 

performance metrics that are considered in this work are 

listed as follows: 

 Peak signal to noise ratio 

 Security level 

The comparison is made between the research 

methodologies namely Traditional VCS schemes without  

 

 

 

 

reversing (nRVCS) [2013],  

Binary region incrementing visual cryptography scheme 

(BRIVCS) [2016], Pseudo random sequence generator 

algorithm (PRSGA) [2017] and analysis by synthesis 

method (AbS) [2019] and the numerical evaluation are 

given in the graphical formats 

To measure the quality of reconstructed of video or image  

PSNR is frequently used. And it is the ratio of the 

maximum possible power of an input image or video to the 

power of output image or video. 
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Figure 2.  Experimental results against PSNR 

comparison 

 

The security of a symmetric cryptosystem is a function of 

the length of the key. The longer the key, the more resistant 

the algorithm is to a successful brute force attack. For this 

reason, key length was chosen as the first parameter for 

specifying cryptographic algorithms. Key Length is an easy 

objective, numeric metric to adopt since key size is 

universally expressed as a number of bits.The graphical 

presentation of the key length is depicted in the figure 3. 

In figure 3, Security level is measured in terms of varying 

key length which is depicted above. From this figure it is 

confirmed that the security level is increased gradually as 

the key length is increased. Security level is more for the 

proposed work than the existing methodology for the 

different key lengths.  

 
Figure 3. Key Length Vs Security Level comparison 

VII. CONCLUSION 

In this review, discussion about high speed architecture 

and the adopted techniques of different visual cryptographic 

techniques has been presented. This literature review 

provides the overview of different visual cryptography 

techniques which tends to achieve better security along with 

the advantages and limitations of different research 

techniques. The comparison evaluation of the different 

research methods has been performed based on performance 

outcome, security, energy efficiency of the research 

methods. It is concluded from the analysis, AbS framework 

found to provide better outcome than the other research 

methods by supporting the visual quality enhancement 

without considering image size invariants.  
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