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Abstract: Cyber-crimes are prevailing at the extreme in the
today’s technical world as the massive usage of the internet is on
the peak among the world users, raising the security and privacy
concerns. Thus, the paper concentrates on the intrusion
detection mechanism in the networks, which is performed using
the optimization-based deep belief neural networks (DBN). Input
data is classified using the DBN classifier and the complexity
associated with the classification is relieved through the feature
selection strategy for which the Bhattacharya distance is
employed. The DBN training is performed using
Levenberg—Marquardt (LM) algorithm and Bird Swarm
Algorithm (BSA), which is decided based on the minimal mean
square error. The intrusion detection affords the security and
privacy to the data. The analysis of the methods is presented
using the KDD cup dataset and the comparative analysis is
performed based on the accuracy, sensitivity, and specificity. The
accuracy, sensitivity, and specificity of the BSA-DBN approach
of intrusion detection are found to be 96.45%, 94.07%, and 96%,
respectively.

Keywords: Intrusion Detection, Neural networks, Deep Belief
network, Bhattacharya Distance.

I. INTRODUCTION

Internet is a crucial part of major people world-wide as
they utilize World Wide Web (WWW) to greater extent.
Internet is employed all over the world for multiple
applications, like utilizing the social media, transactions in
currency, exchange of the personal information and in
addition, to store the private data that includes the personal
media, password, banking information including the
credentials of the credit card.

There is vast advancement in WWW starting from the list
of sites corresponding to the markup language and ending
with access to any place, which involves the remote actions in
a network from every nook and corner of the world that is
very easy too. On the other hand, the growth of WWW has
increased the network crimes over the past few years
according to a survey and this has led to the personal privacy
theft. Hence, it is essential to establish an efficient method for
network based intrusion detection to tackle against various
attacks [5].
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Intrusion detection aims at detecting the external
intrusions and engages in supervising the unauthorized
behaviors of internal entities through the identification of the
malicious activities while communicating in the network and
while using the computer. Intrusion detection detects the
intrusions through learning the characteristics of intruders
and their behavior, thereby ensuring the real-time reply to
intrusion scenarios and the invasion strategy. Anomaly
Detection and Misuse Detection [13] [2] are two basic
technologies in intrusion detection. There are two common
methods in IDS, such as host-based and network-based IDS
[14] [6]. An IDS [1] is a classification strategy that finds the
normality and abnormality of the data. An ID is the
development of data model and the common methods
comprises of data mining, neural networks and so on.
However, these methods require analysis of large data sets
that are time-consuming. On the other hand, while executing
IDS, the required data is very varied, small and is with large
dimension that could not satisfy the requirements of normal
statistic algorithms [15]. Support Vector Machine (SVM) is
employed as a general learning algorithm and is excellent in
solving the issues corresponding to the small sample, high
dimension, and so on[7]. Anomaly based detection method is
better to detect the new threats [16].In anomaly method, user
profile can be created and variation from the profile can be
treated as the possible threat[17].1DS is effectively used not
only in normal network setup but also in cloud setup[18].
With the challenges of the traditional methods, the research
concentrates on the intrusion detection strategy for which the
deep belief neural network (DBN) is employed. The data is
initially pre-processed and the processed data is subjected to
the feature selection strategy using the Bhattacharya
distance. The significance of using Bhattacharya distance is
to select the highly required features for classification that
relieves the complexity associated with the classification.
The classification based on the DBN is initiated and
progressed using the weights determined using the
BSA-based DBN. The major challenge of the research is:

Proposed BSA-DBN for intrusion detection: The intrusion
detection is performed using the DBN classifier, which is the
trained using the BSA optimization and LM algorithm that is
based on the minimal value of the error.

The organization of the paper is: Section 2 deals with the
literature review of the research and section 3 demonstrates
the proposed method of intrusion detection. The results and
discussion of the proposed method of intrusion detection is
highlighted in section 4. Finally, section 5 concludes the

paper.
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Il. MOTIVATION

In this section, the review of the existing methods along
with the scope of the research is demonstrated. The review of
the methods is given as: Yunchuan Guo et al. [1] developed a
method for intrusion detection that rendered an optimal
solution regarding the involvement of the nodes in the
intrusion detection. The efficiency of the methods was
revealed, but failed to consider the nodes with varied
attributes and reputation scores. Xiujuan Wang et al. [2] used
the hybrid learning approach using the features, like Density,
Cluster centers, and Nearest Neighbors (DCNN). For
classification, KNN was wused that enhanced the
classification accuracy, but the accuracy could be affected
with any variation in the cluster size. Hamidreza Sadreazami
et al. [3] developed a blind detection framework using the
measures from the sensor and statistical properties of the
data. The detection performance was good and enabled the
detection of any kind of anomalies. However, the detection of
anomalies was time- oriented. Hichem Sedjelmaci et al. [4]
performed the intrusion detection using the Bayesian model,
which rendered higher detection performance and rendered
minimal overhead. The drawback of the method was
regarding the energy consumption in the network.

The review of the existing methods enables us to
conclude the challenges of the research:

» The first challenge is regarding the effective classifier
for the detection of the intrusion in the network. In [6],
the intrusion detection was based on the ellipsoid-
based approach that employed the pseudo-based
approach that enabled the effective anomaly detection.
However, the question was regarding the selection of
the optimal ellipsoid, which required some advanced
classifiers and learning methods.

* The detection rate of the intrusion is yet another
challenge [1], which is degraded because of the privacy
leakages. In [2], the density calculation was not found
to be accurate and the classification accuracy was poor.

1. INTRUSION DETECTION BASED ON THE
OPTIMIZATION-BASED DEEP NEURAL NETWORK

Intrusion detection is the basic necessity for assuring the
security of the data in the network free from the network
attacks. Intrusion detection is similar to the data
classification, which confirms if the data is anomaly or not.
With the aim to afford the security of the data, various
methods are developed. In this paper, the intrusion detection
is performed using the DBN classifier, which is trained using
the optimization algorithm.
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Fig. 1.Block diagram of the intrusion detection framework

There are three progressing steps: the first step is
pre-processing and the second step is the feature selection
using the Bhattacharya distance. The selected features are
given to the DBN for the intrusion detection and the classifier
is trained using the LM algorithm or BSA based on the
minimal value of the error. Below Figure shows the block
diagram of the intrusion detection strategy.

A. Pre-processing

The input data is initially subjected to the pre-processing
step, which smoothen the data in such a way to make it
effective for the further processing associated with the
intrusion detection in the network. Let us consider the
database D with n number of data and m number of
attributes.

B. Feature selection based on the Bhattacharya
coefficient

In general, Bhattacharya distance is defined as the
overlapping degree of two statistical samples. In this paper,
Bhattacharya distance is employed for selecting the
significant features and is computed using the mean and
variance of the attributes corresponding to the data. The
Bhattacharya distance is computed using the formula,

1 1| o? o’ 1| 4 — K,
a,a )J==|In= L +L 2|+ =L
q(n J) 4|: {4|:O_j2 o :|:| 4|:5i2+0j2

where, q(ai ,a j) is the Bhattacharya distance, o? refers to

the variance of the individual attributes present in the
database d; and O'jz denotes the variance of the individual
attributes present in the database d; Similarly, s indicates
the mean of the individual attributes present in the database
di, and g denotes the mean of the individual attributes
present in the database d;. d; specifies the i data in the
database with m number of attributes. However, after the
feature selection step using the Bhattacharya distance, the

dimension of the database is represented as [n x p], where
p<m.

The feature selection strategy reduces the dimension and
contributes to the complex-free detection of the intrusion and
enhances the detection accuracy. Thus, the selected features
are represented as,
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f={f, f, 1}

where, f is the feature vector containing p number of selected
features.

C. Intrusion detection using the BSA-based Deep Belief
Network

In this section, the intrusion detection using the proposed
BSA-based DBN is presented. The deep insight over the
structure of DBN [10] and the training algorithm is
explained clearly. Basically, the DBN classifier comprises of
the numerous RBM layers and a MLP layer and in this paper,
two RBM layers are considered. Figure 2 shows the structure
of DBN classifier trained using BSA [8]. Each of the layers in
DBN is the interconnection of the neurons such that the input
data is processed in RBML1 and carried to the RBM2 layer.
The input to the MLP layer is the output from RBM2, from
MLP the final output is derived.

REM1 RBM2 MLP

Visible Hidden| Visible
layer layer layer

Hidden Input
layer layer layer layer

Hidden Cutput

Fig. 2.DBN classifier Architecture

The visible layer of RBM1 is fed with the input feature
vector. The hidden and visible layer of the RBM1 layer can
be represented as,

v1={v11,v;,...,vi...,v;}lskgq

ht={, b, 0 hth<d <

where, v* refers to the k™ visible neuron and h' indicates the
I hidden neuron. There are a total of q visible neurons in
RBM-1 and r hidden neurons in RBM-1. Additionally, the
layer is supported with a set of weights and biases, and the
bias of visible and hidden layer in the RBM-1 is represented
as, P* and Q*. The weights in RBM-1 is initialized as,

wi=Wili<k<g1<l<r

where, W* is the k " visible layer and I hidden layer weight.

Thus, the dimension of weight in RBM-1 is [q x r].
The output from the hidden layer of RBM-1 forms the input
to the visible layer of RBM-2, which is represented as,

i = a[o.l D) f;w;.}
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where, activation function is represented as o .
The output from RBM-1 is,

h=fif<i<r

The input to the RBM-2 is depends on the output from hidden
layer of RBM-1 and hence, the number of neurons in hidden
layer of RBM-1 and visible layer in RBM-2 are same. The
visible layer and hidden layer of RBM-2 are represented as,

v? :{vf,vzz,...,v,z...,vf}lgl <r

h?={h2h2,...h2 ... W2 li<l<r

The biases in the hidden and visible layers of RBM-2 is
represented as, Q2 and P? respectively. The weights of
RBM-2 is given as,

hy :O'|:P|2 +ZVE\N||2:|
P

where,P? is the bias corresponding to the I"" hidden neuron.
The output of the hidden layer in RBM-2 generates the input
to the MLP layer and is given as,

h? ={h2j1<l<r

The input layer of MLP is,

Y ={Y,, Yore--... VA Y p1<i<r

where, r is the number of neurons in the input layer and the
hidden layer of MLP.

The third layer in MLP is the output layer, which is
represented as,

o:{ol,oz, ...... B o SO ,og}lseSQ

where, g is the count of output layer neurons in MLP.

Z" and Z? are the two vectors used in MLP for hidden layer
input and hidden layer output.

z'={z2l1<l<r;1<u<R
where, R are the total hidden neurons in MLP.

The output is computed as,

Ou :|:Zzllu X yl:| Bu
1=1
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where, B, is the hidden neuron bias and y, = h? as the output
from RBM-2. The weights between the hidden and the output
layer is represented as, Z" and is represented as,

z" ={zlh<u<R;l<e<g

Thus, the output from MLP is calculated using the weight ZH
as,

OP = ZR: Zn %0,
u=1

D. Training of DBN

In this section, the training of DBN classifier is illustrated.
The unsupervised learning is performed in RBM using
gradient descent method, whereas MLP undergoes
supervised learning using a standard back propagation-based
BSA optimization. The LM-based BSA is the application of
LM and BSA in training the DBN classifier, which is based
on the minimal value of the error.

The training in MLP is based on back propagation-BSA
optimization by feeding the training data, which is the output
from the hidden layer of the RBM-2 layer, through the
network. The data is analyzed and the weights are iterated
continuously to derive the optimal weights. The selection of
the weights is based on the LM and BSA optimization for
which the weights are determined individually for the LM
and BSA and the corresponding error is calculated. The
weight for the minimum of errors is chosen the selected
weight for updating the DBN classifier, which is engaged in
detecting the intrusion in the network.

BSA [8] is an bio-inspired algorithm with swarm
intelligence, it includes the social interactions and behaviors
of the birds. The characteristics are modeled as vigilance,
foraging, and flight behaviours of the birds, which highlight
the foraging nature of the bird for food, escaping the
predators through the social interactions, aiming at the
higher degree of survival. The idealised rules of BSA are
given as: the bird constantly switches between the vigilance
and foraging behaviors that remains as the stochastic
decision. In the foraging, the birds keep updating the
previous best position of the birds and location of food.
Moreover, the message is spread widely in the entire social
group and on the other hand, the birds in the vigilance mode
keep updating the position towards the center of the swarm.

However, the movement may be affected due to the
inference among the birds, which is likely to be nearer to the
center. Additionally, the birds fly to other places during the
process of production and scroungement. The bird
possessing the higher reserve is chosen as the producer,
whereas the other is the scrounger. Particularly, the birds
between the lower and higher reserves choose randomly
between producer and scrounger. Finally, the producer
searches for the food, while the scrounger follow the
producer for their food. On the other hand, LM algorithm is a
standard algorithm that uses the error minimal value. The
steps of the training algorithm is given as,
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i) Initialize the weights Z* and Z" randomly.

ii) Read the input sample {h?} acquired from the hidden
layer of RBM-2.

iii) Compute the outputs O, and OP .

iv) Find the average error between the outputs generated
from the classifier and the desired output, which is
formulated as,

1 n

Eavgzﬁizﬂ:( ;—Do;)2 ;1<e<g

where, n is the total solutions, o' is the computed output

and D' is the desired output.

v) Compute the weight updates in the visible and the
hidden layers by taking the partial derivative of Z* as

OE
AZl — _ avg
lu n 6Z|lu

where, 7 is the learning rate.

vi) Determine the hidden and visible layer weights of MLP
using LM algorithm as,

ZrM(t+1)= 2z (t)+ Az,
ZagM(t+1)=2Z2(t)+AZ,:

where, Z* and Z" are the weights in the visible and the hidden
layer at current iteration t.

vii) Compute the new weights using the BSA optimization

viii) Compute the error function E,gwm for the weights
updated using LM algorithm.

ix) Compute the error function Eaggsay for the weights
updated using BSA. The update equation of the BSA
optimization is given as,

W =W+ (Pb—W')xU x rd(0,1)+(Gb —W! )xV x rd(0,1)

where, W s the updated weight using BSA and is
employed for computing the weights of visible layer Z*(t)
and hidden layer Z"(t) of MLP layer in DBN. Pb and Gb are
the best position of the solution. rd(0,1)is the random
number, U and V are the positive numbers.

ix) Select new Z"*M (t+1) and Z™*™ (t+1) based on error
minimization as

lethM (t +1)= {ZIlLJBSA(t +1)’ If Eavg(BSA)< Eavg(LM)
{Z1 (t + 1), otherwise
Zul—t:’LM (t +1) = {Zu'_eLBSA(t +1)' If Eavg(BSA)< Eavg(LM)
{ZH (t +1); otherwise
The weights are computed individually using the LM
algorithm and BSA optimization and the output of the DBN
classifier is computed and the

error is measured using the
estimated output and the
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desired output of the classifier. The error is computed
individually for both the algorithms and the weight
contributing to the minimal value of the error is chosen for
the visible and hidden layers of MLP.

X) Repeat steps mentioned above, until the optimal weight is
chosen.

IV. RESULTS AND DISCUSSION

In this section, the results and discussion of the intrusion
detection methods is presented along with the comparative
analysis at the end to reveal the effectiveness of the proposed
method. The experimentation of the intrusion detection
methods is implemented in MATLAB using the dataset
acquired from the KDD cup 1999 dataset [9] using which the
analysis is performed for the methods against various
network attacks.

The metrics used for the analysis includes the accuracy,
sensitivity, and specificity. The accuracy is calculated as,

Accuracy = __ tn+tp
th+tp+ fn+ fp

where, fp, fn, tp and tn are the false positive, false negative,
true positive and true negative measures. Sensitivity or the
true positive rate (TPR) is the measure of the detected true
positives and is computed as in equation given below.

TPR =P
tp+ fn

True negative rate (TNR) is a measure of accuracy
computed based on the true negatives. The formula for
specificity is:

™R =P
tp+ fn

The proposed method is analyzed through the analytic
comparison with the existing methods, K-Nearest Neighbors
(KNN) [12], Decision Tree (DT) [11], and Deep Belief
Neural Networks (DBN) [10].

= Training percentage: Figure 3 shows the
comparative analysis of the IDS based on training
percentage. The accuracy of the intrusion detection
methods is depicted in the figure3.1. When the
training percentage is 80%, the accuracy of KNN,
DT, DBN, and BS-DBN is 93.083 %, 94.233%,
96.250%, and 96.458%, respectively.

The sensitivity of the intrusion detection methods
is depicted in figure 3.2. When the training
percentage is 80%, the sensitivity of the methods
KNN, DT, DBN, and BS-DBN is 92.776%,
92.917%, 93.751%, and 94.077%, respectively.

The specificity of the intrusion detection methods
is depicted in figure 3.3. When the training
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percentage is 80%, the specificity of the methods
KNN, DT, DBN, and BS-DBN is 96%, 96.114%,
96%, and 96%, respectively.
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Fig. 3.1 Accuracy Comparative analysis based on the

training percentage
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Fig. 3.2 Sensitivity Comparative analysis based on
the training percentage
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Fig. 3.3 Specificity Comparative analysis based on
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= Analysis based on k-fold: Figure 4 shows the
comparative analysis of the IDS based on k-fold.
The accuracy is shown in figure 4.1. When the
k-fold is 10, the accuracy of the methods KNN, DT,
DBN, and BS-DBN is 89.253 %, 91.279%,
93.299%, and 95.264%, respectively.
The sensitivity is shown in figure 4.2. When the
k-fold is 10, the sensitivity of the methods KNN,
DT, DBN, and BS-DBN is 86.8861%, 88.8842%,
90.8950%, and 92.8497%, respectively.

The specificity of the intrusion detection methods
is depicted in figure 4.3. When the k-fold is 10, the
specificity of the methods KNN, DT, DBN, and BS-
DBN is 90.332%, 91.956%, 93.500%, and
95.000%, respectively.
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V. CONCLUSION

The intrusion detection in the network is the essentiality to
provide the security and privacy to the users using the
internet as internet has become the prime necessity of the
day-to-day life. The IDS in this paper is based on the
proposed BSA-based DBN classifier that marks the presence
of the attacker or intruder. The importance of the classifier is
that the classifier is tuned using the LM algorithm and BSA
optimization, which updates the weight of the DBN classifier
such that the choice for the algorithm for the weight update
depends on the minimal value of the sum of the mean square
error. The effectiveness of the intrusion detection method is
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proved through the analysis using the KDD cup dataset and
the analysis is performed based on the metrics, such as
accuracy, sensitivity, and specificity. The sensitivity,
accuracy and specificity of the BSA-DBN approach of
intrusion detection are found to be 94.07%, 96.45% and
96%, respectively. This revealed that the proposed method of
IDS is accurate and the method outperformed the existing
classifiers used for the intrusion detection. The future
extension of the method is based on any of the hybrid
optimizations for detecting the network intruders.
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