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 
Abstract: Nowadays, several protocols and treaties coexist in 

the Internet world that dispenses the services to the users. But the 
distributed management and the control decisions make the 
network modest to control. Due to these problems, the behavior of 
the network becomes unpredictable and insufficient. Hence, there 
is a lack of flexibility in the conventional network architecture like 
in Wireless Sensor Network (WSN). Therefore, Software-Defined 
Networking (SDN) finds the deficiencies of the previous 
technologies and isolated both the planes named as control and 
data plane. It aims to make the network more simplified and 
flexible with respect to that of the traditional one. The SDN 
application in WSN is very commanding in terms of network 
configuration and network management, leading to an emerging 
network technology known as Software-Defined Wireless Sensor 
Network (SDWSN). Therefore, the paper presents the challenges 
in SDWSN in terms of the management and configuration of the 
network. The pitch is to comprehend the current challenges with 
an end goal to ensure more security, efficiency, and dependability. 
We reviewed several works of literature such as SDN, WSN, and 
SDWSN and present the findings in terms of architecture, 
challenges, and their solution. This paper shows how SDN is 
included in WSN to solve the existing challenges.  
 

Keywords: SDN, WSN, Challenges, Security, Scalability, 
Network Management, Network Configuration, SDWSN. 

I. INTRODUCTION 

In today’s world, the networking shell is developing 

quickly. On one hand, the immense Internet Protocol (IP) 
network provides strong connectivity between the users but 
on the other hand, there is an existence of the network 
management issues due to expanding in the framework of the 
WSN [1]. Therefore, the IP network is becoming large and 
complex bit-by-bit. In the conventional network, the router 
contains both the planes: data as well as the control plane [2]. 

The control plane consists of a routing algorithm inside the 
router whereas the data plane, which is commonly known as 
the forwarding plane,  
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used to forward/move the datum to the next-hop [3]. SDN 
addresses the weakness of the traditional technologies and 
performs accordingly, to carry the traffic in the upright 
destination in an automated way [4]. 

Communication technology has encountered a large 
progression since the 1980s to move towards becoming what 
is at present SDNs [5], [6]. SDN is a prominent networking 
standard that expects to alter the constraints of traditional 
network infrastructures by carrying all the control 
functionalities to a centralized area [7]. SDN allows the 
isolation of data as well as the control plane, as a result, 
switches will become the forwarding/moving devices whereas 
the control plane works as the centralized controller [8].  

WSN is the technology that gains popularity in recent years 
due to the cheap and the rapid development of the 
smart/automated sensors [9]. The primary stuff of the smart 
sensors in the sensor network is the cut-priced power 
utilization among all others, where the data have to be 
deployed [10]. In WSN topology, the sensors nodes run 
together from few to several thousand to collect the data 
packets from the surroundings [11]. The major applicability 
of WSN is sorted into two fine categories [12]: 

 Tracking applications: Tracks the entities like vehicle, 
humans, animals and other objects. 

 Monitoring applications: Monitors environmental 
scenarios. 

As a result, taking all the prime characteristics of both the 
technologies: SDN and WSN, a new technology emerges 
called SDWSN [13]. SDWSN is based on nodes that are 
smart but also includes the programming capability of SDN 
[14]. Therefore, the new emerging technology SDWSN is 
flexible in terms of modifying their motivations into different 
applications. This paper furnishes a classification of some of 
the traditional wireless networks with the applications of SDN 
in them. Several SDN proposed solutions in WSN to improve 
the challenges are shown. 

The remainder section of this paper is assembled as 
follows: Section II provides the similar work done in the field 
of SDN and WSN. Section III of the paper presents the 
introduction of SDN followed by the architecture of SDN. 
Section IV introduces WSN followed by an architecture of 
WSN. Section V discusses the SDWSN along with 
architecture, challenges and their solution. Finally, the paper 
concludes with the conclusion in this work. 

II. RELATED WORK DONE IN SDN AND WSN 

The birthing of SDWSN is essential for many applications 
such as system security, scaling up of WSNs, and many more 
[15].  
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SDWSN is engaged with the challenges that are originated 
from SDN as well as WSN [16]. In this particular section, 
Table-I provides the allied work done of the recent 5 years 

(2014-2019) in the field of SDN and WSN together to form an 
emerging network architecture: SDWSN. 

Table- I: Work done in SDN and WSN 
Year Paper Objective 
2019 Anadiotis et al. [17] Introduced a paradigm SD-WISE which basically extends the 

capabilities of SDN to WSN to make the flow of the network more 
flexible. 
 

2019 Luz et al. [18] Monitor the performance of the SDWSN framework. It collects data 
of the transmitted packets, energy on each node and the information 
about the controller. 

2019 Xu et al. [19] Proposed a new mission-critical WSN based on SDN which 
resolves the issues of the traditional WSN like resource utilization, 
system compatibility, and latency requirements. 

2019 Azizi et al. [20] Proposed routing protocol for the energy efficiency for WSN by 
using SDN 

2018 Thupae et al. [15] Presented the challenges in the SDWSN for network management 
and security. 

2018 Bhoi et al. [21] Proposed a fault detection approach in the network based on SDN. 
The method used is found to be the best solution in WSN for the 
detection of the fault. 

2018 Haque et al. [22] Proposed an SDN based design for WSN for the maximum 
infliction of the network resources. 

2018 Zhao et al. [23] Proposed a routing algorithm of WSN based on SDN to track the 
routing of the information. 

2018 Yan et al. [24] Proposed an intrusion detection system with improved efficiency 
and the consumption of energy is also reduced. 

2017 Ali et al. [25] Presented the understanding of SDN and how the SDN overcomes 
the shortcomings in WSN. 

2017 Wang et al. [26]  
Proposed a routing algorithm based on SDN with multi-hop WSN. 

2016 Bera et al. [27] Proposed a system, Soft-WSN which focuses on the management 
issues for enhancing the flexibility of the WSN. 

2016 Bizanis et al. [28] Provided comprehensive study of SDN and NV in Wireless Sensor 
Network with real-time deployments. 

2016 Wang et al. [29] Proposed a sleep scheduling algorithm SDN-ECCKN based on 
SDN for the management of energy in the network. 

2015 Jayashree et al. [30] Proposed a substructure with the combination of SDN and WSN 
which provides an energy-saving architecture. 

2015 Huang et al. [31] The proposed architecture of SDWSN. The architecture model is 
efficient for reliability checking. 

2015 Olivier et al. [32] Proposed an architecture names ad Software-Defined Sensor 
Clustered Network basically used for the exchange of information 
from the controller to the other domains of SDN. 
 

2014 Han et al. [33] Proposed a solution based on WSN with the assistance of SDN in 
load balancing and changed the topology. 

III. SOFTWARE-DEFINED NETWORKING  

SDN is a prominent system that hopes to change the curbs 
of the standard system framework by carrying the control 
functionalities together in a single zone [34]. SDN permits the 
isolation of its plane from a single device as a result, the 
control plane becomes the centralized controller and the 

switches become a forwarding device which forwards the data 
in an automated way [35].  

SDN varies from conventional IP networks because the 
forwarding of data packets is totally based on the flow despite 
packets [36].  
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Moreover, SDN proposed a centralized or consolidated 
control of the whole network by an application which permits 
the rapid management of the network [37]. Hence, the 
administrator of the network has programmable as well as 
centralized control of traffic in the network itself without 
involving an individual for the configurations of the hardware 
devices.  

The technology, SDN can be used in many several scopes 
like networking, sensor network, security, IoT, data centers, 
and many more [38]. 

A. Architecture of SDN 

SDN architecture shows how the SDN works in its different 
layers and how the SDN maintains the security, reliability and 
many other factors. Fig. 1 shows, the three layers of SDN 
which are as follows [39], [40]: 

 Data plane: It is the same as one of the layer of OSI 
model (physical layer) which consists of network 
elements such as virtual devices and physical devices 
that contract with the network traffic. Data plane is 
well known as a forwarding layer/plane and is 
accountable for forwarding the frames of the packet 
from one hop to another hop.   

 Control layer: It is the powerful plane in the SDN 
network which carries the data traffic and provides 
routing to traffic in the network. Several routing 
protocols such as RIP, BGP, OSPF, and EIGRP are 
managed by the control plane. Controllers in the SDN  
are used to extract the information from the devices 
and give it to the SDN applications. Management and 
the centralized configuration are the main functions of 
the control plane in SDN. The different controllers in 
SDN lie in the control plane are: Beacon, Ryu, NOX, 
Floodlight, POX and many more. 

 Application plane: Different applications are used in 
the business networks that tells what to do to the 
network as per the business needs. Similarly, the 
Application Layer carry different applications 
according to the user needs. The API’s are used by the 

controller to pass on the commands to the router to 
perform the particular task. 
 

 

Fig. 1. The architecture of SDN. 

IV. WIRELESS SENSOR NETWORK 

WSN comprise of a deposit of autonomous sensors that are 
operate to detect or monitor the environmental and physical 
conditions like humidity, temperature and many more [12]. 
The different devices in the WSN are known as nodes. Nodes 
consist of a microcontroller, energy source and radio 
transceiver [41]. The characteristics of WSN are: 

 Scalability: In the performance of the network, there 
is no interference of the deployment of the nodes [42]. 
 Nodes Heterogeneity: There is no need for the nodes 
in the network to contain the same characteristics [43]. 
 Durability:  Nodes have the ability of resilience the 
environmental conditions [44]. 
 Fault-tolerant: Each node has the ability to subsist 
with the failure of the other nodes [45]. 

A. Architecture of WSN 

The sensor field is the field that consists of different sensor 
nodes as shown in Fig. 2. These scattered nodes have the 
capability of collecting and routing the data by multi-hop 
architecture system to the user through application server. 
The application server communicates with the nodes that 
manage the tasks via Internet.  

Depending upon the detecting tasks, on the application 
layer several sorts of software applications can be assembled 
and utilized. The maintenance of the flow of the data can be 
done with the help of the transport layer. The Internet/network 
layer which is accountable for the routing of data. The needs 
of robust, simple transferal and receiving are addressed by 
physical layer. The planes help in coordinating the sensing 
task for power consumption. 
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Fig. 2. The architecture of WSN. 

V. EMERGING TECHNOLOGY: SOFTWARE-DEFINED 

WIRELESS SENSOR NETWORK (SDWSN) 

A. Architecture of SDWSN 

The architectures of SDN as well as SDWSN are analogous 
in terms of the management, seeing that, SDN is governed by 
the controllers and SDWSN is by the control sensor server. 
SDWSN is a three-layer SDN architecture in order to satisfy 
all the functionalities as depicted in Fig. 3. The data plane also 
known as physical layer which is commonly made up of 
different sensor nodes, base station and additionally consists 
of Software-Defined Ratio for controlling the media access. 
The control plane named as a networking layer is answerable 
for the transference of the data packets in the network. Lastly, 
Application layer is accountable for the management of the 
operative systems for controlling sensor nodes. The method 
of deployment of a new application is done via 
reprogramming the sensor node code within the network. Due 
the high applicability of the WSN, SDWSN introduces a 
mechanism to alter the alignment of the network. 

By this mean, the technological factor of the combination 
of both the technologies SDN as well as WSN known as 
SDWSN overcome a few of the limitations exists in the 
previous technologies. 

 

Fig. 3. The architecture of SDWSN. 

B. Challenges in SDWSN 

 Network Management: In SD-WSN, management of the 
network is a tedious challenge and it can be studied in the 
form of load balancing, traffic analysis, and fault 
tolerance. This inefficient challenge of network 
management needs to be marked to improve resource 
utilization in the network [46],[47]. Furthermore, the 
architecture of the network management should have the 
capability of differentiating the different types of traffic. 
One of the most essential tools in the management of the 
network is network monitoring tools [48]. In the 
traditional architecture networks shown in Table-II, the 
major focus is to reduce the response time as well as the 
energy usage in the network. It has been observed that the 
problem of management in net proceeds from the WSN. 
However, the management of WSN is an emerging 
research that has gained the attention of most of the 
research communities [49]. 

 Energy Efficiency: In SDWSN, the efficient usage of 
energy is a complex challenge and the efficiency of the 
energy can be maintained simply with the reduction of 
usage of energy by the devices [50]. However, due to the 
WSN’s environmental security, the consumption of 
energy still remains an emerging issue in recent years. 
Some of the researchers suggested that the SDN is an 
encouraging technology for the management of sensor 
networks in form of energy efficiency [51]. Hence, by 
preventing the unnecessary loads while transmission can 
improve energy efficiency [52]. 
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Table- II:  SDWSN Challenges and Solutions.
Author Challenge Approach Tool Proposed Model 
Costanzo et al. [53] Resource allocation 

and management. 
- OpenFlow 

controllers 
Proposed a scheme to manage the 
resources efficiently, energy-saving, 
and provides the flexibility to the 
routing path. The proposed scheme is 
categorized into three different 
layers: adaptive, virtualization layer, 
and the controller layer. 
 

Galluccio et al. [54] Reconfiguring SDN-WISE Sensor 
OpenFlow 

Proposed SDNWISE, which is an 
extended version of the OpenFlow 
sensor. This is based on multiple 
local controllers and a single global 
controller. Here, the sensor 
participates in the local control only.   

Gante et al. [50] Wireless Sensor 
Network management 

- -  
Proposed the solution for the 
management of WSN. With the help 
of the proposed solution, the Author 
inaugurated that the layer at which 
the controller is placed achieves 
much good performance in the 
management and also provides an 
energy-saving mechanism to the 
sensor nodes. 

Zeng et al. [55] Multitasking sharing 
of network resources 

- -  
Proposed an architecture of SDN and 
WSN which supports multitasking 
sharing of the same network 
resources. 

 
Akyildiz et al. [56] 

 
Network Management 
for Traffic Engineering 

 
SDN-TE 

 
Wildcard 

 
Proposed a query-based monitoring 
system based on the response as well 
as the request technique for the 
network management. 

 
Shin et al. [57] 

 
Security 

 
FRESCO 

 
OpenFlow 
controller 

 
Proposed a solution for security that 
is implemented on the controller of 
OpenFlow. 

 
 Security: SDN is the prominent networking approach 

that focus to untangle the management as well as the 
configuration of the network [58]. SDN eliminates the 
challenges that were faced by the traditional networks. 
Many solutions have developed just to address the 
security issues in the SD-WSN [59]. One of the 
proposed systems named “FRESCO” used to allow the 
security applications implemented on the controllers. 
However, interoperability with another network can 
enhance the efficiency of WSN’s [57]. WSN consists 
of a sizeable numeral of sensors node that is deployed 
over the network, in which the area where access is 
difficult and there is a great need for security such as 
for confidentiality, authentication, non-repudiation, 
and integrity. 

 Traffic Tolerance: Traffic and fault tolerance are the 
issues that occur due to the tendency of WSN to the 
dynamic network such as the dropping of packets. To 
protect this network, the management should work 
with resistant to the dynamic network with the help of  

 
SDN features such as the reconfiguration of the 
network. In the WSN, the failure in the way from the 
sensor node to communication can transpire at any 
time in the absence of pre warnings that can occur be a 
critical challenge comes into consideration. However, 
the challenges in network traffic management can be 
dealt by traffic tolerance [45]. 

C. SDN based WSN solutions and features 

Table-III shows SDN based WSN solutions as well as the 
key features. The first key feature, Resource issuance shows 
that this proposed solution has the capability of allocating the 
network resources. Next, Data aggregation indicates that the 
proposed solution aggregates the data to the network. The 
column OpenFlow stated that the current model is appropriate 
with the protocol named as OpenFlow. Finally, the 
management column indicates that the existing solutions 
manage the network 
efficiently. 
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Table-III: SDN based WSN solutions 

 

Proposal Resource issuance Data Aggregation OpenFlow Management 

SDWN [53] 
 

 ×   

Multitasking SDN 
[60] 
 

 × ×  

Sensor OpenFlow 
[61] 
 

×    

Exploitation 
OpenFlow [62] 
 

×    

SDN-WISE [54] 
 

    

Smart WSN [50] × × ×  

 

VI. CONCLUSION 

SDN is the most essential network technology because of 
its management and revolutionary architecture. It also plays a 
vital role in security, scalability, reliability, and performance. 
SDN removed the challenges that were in the traditional 
networks and managed the changes in the network. However, 
SDN provides a centralized solution to retrieve the good 
performance. 

WSN is the technology that is developed to execute 
specific applications. The major applications of WSN are 
industrial monitoring, health monitoring, and environmental 
monitoring. WSN provides mobility, versatility and many 
other factors to deploy anywhere. In WSN, security plays a 
imperative role in sending the data traffic to the whole 
network in a much-secured and automatic way. 

With the union of SDN and WSN, an emerging paradigm 
has proposed, named as SDWSN. It is implemented to furnish 
the management of the sensor network. The birthing of 
SDWSN is essential in several applications such as scaling up 
of WSN and system security.  

The finding of the paper is that SDWSN requires the 
utmost attention in the improvement of the energy 
consumption and management. Therefore, the paper presents 
some of the challenges inherited from the SDN and WSN to 
form the in SDWSN. The objective of the paper is to 
comprehend the challenges of SDWSN. Hence, these 
challenges still remain the issues and needs most of the 
attention of the researchers.  

Thus, more and more techniques and tools can be designed 
and implemented in SDWSN to make the sensor network 
more secure, reliable, efficient, applicable and scalable. 
Taking into account that there is a great need to provide 
efficient solutions to these challenges in future. 
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