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Abstract: The Digital era marked by the unrivalled growth of
Internet and its services with day-to-day technological
advancements haspaved way for a data driven society. Thisdigital
explosion offersopportunitiesfor extracting valuable information
from collected data, which are used by organizationsand research
establishments for synergistic advantage. However, privacy of
online divulged data is an issue that gets overlooked as a
consequence of such large-scale analytics. Although, privacy and
security practices conjointly determinethe ethics of data collection
and its use, personal data of individuals is largely at risk of
disclosure. Considerable research has gone into privacy
preserving analytics, in the light of Big Data and |oT boom, but
scalable and efficient techniques, that do not compromise the
usefulness of privacy constrained data, continues to be a
challenging arena for research. The proposed work makes use of
a distance-based perturbation method to group data and further
randomizes data. The efficacy of perturbed data is evaluated for
classification task that givesresults on par with the non-perturbed
counterpart. The relative performance of the algorithm is also
evaluated on the parallel computing platform Spark. Results show
that the technique does not hinder the use of data for holistic
analysis while privacy is subjectively maintained.

Keywords: Privacy Preserving, Analytics, Big Data,
Perturbation, Performance, utility

. INTRODUCTION

Privacy is an issue of concern in large scale analytics.
Privacy preservation for healthy analytics has been a popular
topic of research in the recent past, with pervasive
technological advancementsin the Internet of Things and Big
Data arena. Analytics is widespread in a myriad of fields
ranging from government, public sector, health, industry and
research establishments. Data is collected from users and put
to use for personalized recommendations and targeted
marketing. Despite privacy guidelines issued by many of the
organizations, there are no stringent regulations that
realistically monitor the legal use of the collected data. It is
therefore mandatory that privacy and security practicesin an
establishment sail together to avoid intentional misuse of data.
Cloud services dthough advantageous, can be highly
vulnerable to privacy breaches.
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Techniques that impose privacy restrictions, typicaly
affect data quality and consequently, worthwhile analytics.
With data sizes and types growing rapidly, challenges in
privacy preserving analytics is not restricted to data
usefulness, but also hasto cater to scale and efficiency.

Achieving an acceptable balance between these is
demanding, since one trades the other. Therefore, defeating
these competing goals of privacy preserving analytics
requires leveraging the benefit of efficient paralel, faster
processing that can handle large data with ease.

Theremainder of the paper isorganized asfollows: Section
Il reviews the related work. Section |11 gives the overview of
the problem with preliminary definitions, Section IV details
the proposed methodol ogy and workflow, SectionV givesthe
functional description of the problem, with resultsfollowed by
discussion and Section VI concludes the paper.

[l. RELATED WORK

Privacy and analytics can work together, but the mining
result of a privacy preserving design loses data quality. The
privacy preserving techniques are classified into two broad
categories, namely Privacy Preserving Data Publishing
(PPDP) [1][2][3] and Privacy Preserving Data Mining
(PPDM) [2][3][4]. The categories are based on privacy
incorporation into the data life cycle process [5].A
widespread review of these algorithms and modifications
have been presented in [3].These papers discuss the privacy
techniques from the perspective of utility on data of
acceptable sizes, but scalability and efficiency are a matter of
concern with Big Data. Sensitive data disclosure is more
prominent with the increase in public cloud services for
analytics.

Data anonymization [5] and data perturbation [5] are two
major methods of modifications applied on data before it is
published for. Data anonymization is a technique of hiding
sensitive information of individuals before data is published
[7]. k-anonymity[7], I-diversity[8]t-closenesg9] are
variations of anonymization in which theaimisto ensure that
the probability of an individual being identified from the
released dataset is only 1/k. K- anonymity models follow
different techniques such as generdization[2][7] or
suppression[2][ 7] to create anonymous records. The research
[7] shows that k-anonymity has the potential to mask large
datasets, provided the value of k is intelligently chosen.
Different works [10][11][12] on k-anonymity show that the
proportion of information loss is directly related to the value
of k. Hence optimal and heuristic techniques need to be
adapted for improvising anonymity privacy models. But they
are susceptible to different types of linkage attacks [2] and
methods to overcome these should be catered to.
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Differential Privacy [13] is a technique of privacy
preservation in which random noise is added to the dataset for
the purpose of de-identification. Differential privacy is a
privacy model that seeksto limit the impact of any individual
subject’s contribution on the outcome of the analysis [13]. It
is of particular interest to big data since it can provide good
privacy for large datasets. Differential privacy is a strong at
protecting privacy but at the cost of degrading the utility of
data

While anonymization models focus on protecting the
sengitive attributes, perturbation methods [3] are based on
creating transformations on the dataset. Noise addition [14]
[15], randomi zation [15], noise multiplication [15], geometric
data perturbation [16] are all different waysin which data can
be distorted. Perturbed data can be synthetically modified [2],
or transformations can be done that can individualistically
change columns or certain attribute values. The resultant
distortions help protect privacy without affecting the
statistical properties of the data [16] which is required for
holistic analysis. The aggregate satistics [17] help in
reconstructing the data distribution [17] depending upon the
kind of data. The reconstructed probability density functionis
helpful in analyzing the percentage of deviation that
transformation has caused. This in turn can help to
appropriately quantify metrics for privacy as well as utility.
Utility is always traded as a result of privacy restriction.
Condensation [18] and rotation [18] methods create
homogenous groups [16][18] on which transformations can
be applied to de-identify records or certain attributes. The
work in [18] proposes an effective perturbation technique
which implements privacy preservation of data streams and
checks its efficiency with different types of classifiers. The
proposed algorithm is tested on different types of datasets of
varying dimensions. The authors also test the execution
efficiency of the algorithm.

Another challenging part of privacy preserving analysisis
to measure the privacy level. A number of privacy metrics
have been studied and proposed [2][3][19], but identifying
the correct metric for a particular scenario is demanding,
giventhe size and variety of data. Privacy metrics are mainly
classified into quality metrics and result metrics [2]. The
former evaluates the level of privacy through suggested
measures such as Discernability Metric [2] and Information
Loss [2][3]. They can further be differentiated based on the
kind of privacy technique, anonymization or perturbation.
Perturbation privacy techniques are evaluated based on the
normalized variance [19] in the data in comparison with the
original data. The distortion introduced in the transformed
data is measured through collective statistics and the
differences are quantified. Greater the variance better is the
privacy [19].Similarly with anonymization, generalisation
and suppression is measured by calculating the amount of
information loss. In the context of privacy preserving
publishing, the amount of loss that occurs in the data directly
affects mining results. Hence privacy preserved data’s
usefulness is measured by using it for standard mining tasks
such as classification, rule mining, clustering etc...The results
of these gauge the utility of data and hence called quality
metrics [3]. In addition, with datasets growing, performance
of these algorithms with increase in scale is also measured.
Time and memory requirements are parameters that add to
effectively quantifying any privacy technique.
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With ever growing data, robust techniques are required to
handle the competing challenges of privacy, data worth,
scalability and performance in the current Big Data and 10T
scenario. Many techniques have been studied in the recent
past, parallel processing frameworks being one of them.
Hadoop [20] and Spark [21] have been used for parallel
computations using MapReduce. High Performance
Computing has been receiving alot of attention, recently, and
can offer a number of opportunities for effective analytics,
managing memory and speed requirements for various
privacy techniques.

[11. PROBLEM DEFINITION

The work proposed in the paper evaluates the efficacy of
privacy preserved data. A grouping-based perturbation
technique is used for imposing privacy. The perturbation
remodels the data redistributing attribute values of data
instances that have similar characteristics. We call this
transformed data Remodeled data (RM) and the process as
Data Remodeling. The proposed method is divided into two
phases. The first phase associates each data sample with k
instances that are closest to the casein point. The selection of
k closest data instances is realized using a distance matrix
based nearest neighbor method. The resultant grouping
identifies similar data instances whose attribute values are
then randomized to suitably transform data. The strength of
transformation introduced in data is quantified by verifying
the dtatistical properties of the remodeled data. The
fundamental nature of any perturbation-based privacy
preservation requires that the cumulative data remains useful
for efficacious analytics, abeit a considerable decline in
accuracy of results may be observed in comparison to the
non-perturbed data. The execution efficiency of the proposed
technique is then experimented on Apache Spark. [21]

A. Contributions of the paper

e We have proposed a blend of sampling and
randomization techniques to distort data for privacy
preservation. The random distortion is applied to
sampled data that is grouped based on the similarity
of data subjects. The intuition behind the ideaiis that
an external entity who acquires access to data, tries
to single out an individual based on this similarity.
Needless to say, the size of the group greatly
determines the extent of privacy. Our algorithm
givesresults at par with the contemporary results.

e Privacy and quality are both quantified, the former
based on the percent of distortion and the latter
based on the results of classification. Further
performance is aso measured with parallel
execution.

o Wehave used Spark [21] based parallel computations
for enhancing performance. We found that the
advantage that it provides in terms of its use of
memory and parallel processing can be greatly
leveraged for Big
Data.

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

Exploring Innovation



OPEN aACCESS

B. Preliminary Definitions

Consider aset of N datainstances in table T, whose data
elements are discrete in nature.

The discrete data can be represented as a set of random
variables R,,& = {R, R, Ry .R, ....R:} where each R, can
possibly have m outcomes. Let
0=1{0,0.0; .... 0, } represent m different outcomes of
any variable Ry. Let us assume that the table T, containing the
data instances are remodeled into atable T4 using the privacy
technique. A multinomial distributionisused to generalize the
categorical data attributes.

Statement 1.
The expected number of times any outcome O, occurs over N
instances of datais stated as follows:

E(0;) = Nx; (1)

where 7; is the probability of occurrence of a particular
outcome O

Statement 2:

Thevariance (SD) of an outcome O, over N instancesis stated
asfollows:

50(0,) = V(Nm;(1 — ;) (2
Statement 3:

Given a data table T, containing N instances, that is
transformed to a datatable T, the distortion between the two
is measured from the variance between T, and Td. The
statistical component o is used to calculate normalized
variance [19] which can used to quantify privacy introduced
as aresult of distortion. Privacy based on variance is defined
asfollows:

T, — Ty (3)
T,

P?"n‘.-'l}'_'.l' I =

IV. METHODOLOGY

A. Data Remodeling Phase

The proposed workflow is split into two phases. This
section explains the dataremodeling phase. In the remodeling
phase, a good representative of input data is generated using
percentage sampling, drawing an ideal number of random
instances. The sampling is initiated using a random seed
value. Next, a distance matrix is calculated, that finds pair
wise similarity between the data instances. Data is vectorized
to facilitate distance measurement. The distance matrix isthen
used to choose k closest neighbors of every instance. The
distance based categorization allows for any two dissimilar
instances to be far from each other. Here, k is chosen
arbitrarily and the attributes of chosen k neighbors are
irregularly distributed and assigned amongst them.
Characteristically, analogous groups are most often
vulnerable to privacy breaches and hence randomization of
attribute values minimizes the risk of privacy attacks on
individual data subjects. However the aggregate properties
and nature of data remains unaffected, favorable for
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wholesome analysis. In the rest of the paper, the proposed
technique will be referred to as RNNR, Remodeling using
Nearest Neighbor Randomization. Figure 1 describesthe flow
of the remodeling phase.

B. Algorithm RNNR

Algorithm
RNNR(= X = {x, x5 25w LX) =)

1 d+load N instances of input //Each instanceisa
vector of the form <, x; %5 ... ... xy flx) =

2  pdata— preprocess(d)

3  sdata— generate a percentage sample from pdata

4  distMatrixdata = Calculate DistanceMatrix(sdata,
distMeasure)

5  choose an arbitrary k value

6  For each sample x, insdata

7 choosek instances|x ; x5 x5, % .. Xz} from

distMatrixdata that is closer to any instance x

8 for every discrete attribute a; in A
9 If < &y s Gg e a, = isthe set of values of
attribute g of the k selected neighbors
10 generate anew vector x ; such that

atribute valuesare assigned randomly
from <ay,a,as,....8,>

11 assignx, tox,

12 return sdata

The RM data in used in the second phase to perform a
comparative study of classification accuracies relative to the
non-remodeled data

C. Remodeled Data Analysis

This section details the analysis of the remodeled data for
classification. ID3 based decision tree binary classifier isbuilt
on the RM data and the results are compared with that of the
non-remodeled counterpart. A 70:30 split of RM<sdata> is
done, the decision tree is trained, and the classifier is
validated on test data. The process is repeated for
non-remodeled data (NRM) and comparative results are
studied. The algorithm was found to give credible results for
classification accuracy.

D. Classification Algorithm

Algorithm Classification Model{<
{xlx: X g, wes .xn}.f{}c'] =)
1 de==X= {_rl_r: VEg ana X }.f{}(] =
‘‘remodeled data
(Tram.Test) < =plit (d[70:30]) // Partition data
into training and test
3 Clazsifier = Build(Train) // Build a model on
the 70 % of data
Apply Classifier{Test)
model
Determine accuracy of the classifier

Compare accuracy of built classifier on the
remodeled data and nonremodeled data

=

b

=

test

['= Y
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Percentage Sampling

Distance Matrix Computation

Choose k value

Distance based k - closest neighbours

Attnibute valhue randomization of nearest
neighbours

Remodeled Data

Fig. 1 Data Remodeling

V. FUNCTIONAL DESCRIPTION

This section describes the results of the work from three
perspectives. Firstly, we study the effectiveness of RNNR for
privacy preservation. Secondly the utility of RM data is
assessed and lastly, its performance is estimated in a parallel
execution set up. MATLAB [22] and KNIME [23] are used
for conducting the experiments. KNIME is used for testing
the classical sequential execution of RNNR. Then we use the
parallel computing framework Apache Spark to test the time
efficiency of the algorithm.

A. Dataset Description

Two different datasets are used for the purpose of testing,
the benchmark adult dataset and a clinical dataset from the
UCI machine learning repository [24].The clinical data has
about 16 attributes, with information about patients,
symptoms of the disease, medications and the test results. The
continuous attributes in the data is adaptively discretized.
Same isthe case with the adult dataset.

B. Quantification of RNNR

The efficiency of RNNR algorithm was assessed by
calculating collective statistics of the data. Thiswas measured
through the relative error rate of remodeling .We define
relative error rate(ER), as the percentage of distortion
created in the attribute values for the variables, based on the

Retrieval Number L25671081219/2019©BEIESP
DOI: 10.35940/ijitee.L2567.1081219
Journal Website: www.ijitee.org

2292

number of instances relative to an attribute value in the data
The relative error rate defines the privacy measure as
discussed in Egn. 3. Deviation in the remodeled data using
RNNR for two variables, marital status and occupation has
been shown in Figure 2 and Figure 3.

80 7 Marital Status - Deviation
70
60

50 -

SD

40 -

W SD-RM
30 -

SD-NRM
20 -

10 4

Marital Status

Fig2 Deviationin Marital Status— RM vsNRM
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Fig 3 Deviation in Occupation — RM vs. NRM
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0.3
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Fig4 Error rate—Marital Status
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Fig5 Error rate—Occupation
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Fig6 Error percent — Marital status
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Fig7 Error percent — Occupation

As discussed in Section B, the discrete variables were
assumed to follow a multinomia distribution. Hence, an
outcome < Oi> of an attribute value a’s deviation was
calculated using measures such as count of occurrence of
Oi(C), its probability of occurrence(m;), mean(E(Q;)) and
standard deviation(SD(O;))as discussed in Eqn.1 and Eqgn. 2.
The graphs in Fig 4 and Fig 5 show that there is modest
deviation between the remodeled (SD -RM) and
non-remodeled data (SD -NRM). Fig 6 and Fig 7 plots the
error percent for the attributes marital status and occupation.
The margin of error was found varying depending upon the
number of instances. It could be seen that, more the number of
instances for a particular outcome O, the greater the error
rate. Such attributes were able to randomize better. Results
showed that individually a data instance is sanitized, but
aggregate results can still be obtained using RNNR.
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C. Classification Performance

The utility of the RM data was evaluated based on relative
accuracies of classifiers on RM and NRM data. Two
classification algorithms were used for testing purpose, 1D3
based Decision Tree and SVM. Results were compared for
two different datasets with differing scale and dimensions.
Though classification accuracies do show avariation between
thetwo results, it does not limit the extent of usage of RM data
for healthy analytics. The results are tested using KNIME
shownin Fig 8 and Fig 9.

92 1 Classification Accuracy -NRM
88 -
=
8
5 86
o
2 m Census
84 | Clinical
82 -
80 - - -
DT -NRM SVM -NRM
Classifiers
Fig 8 Classification Accuracy — NRM
. Classification Accuracy -RM
85
g 82 -
S
E 79 m Census
76 m Clinical
73
70 T
DT -RM SVM -RM
Classifiers

Fig9 Classfication Accuracy - RM

D. Execution Time

We tested the execution time of RNNR first on KNIME.
The pairwise similarity calculation was initialy tested on the
benchmark data, using a representative sample. The data size
was gradually increased .It was found that the time for
execution increased due to the number crunching of distance
matrix. The vectorization of data helped improve the running
time to a great extent. Then we compared the results using
Apache Spark as our experimental set up. The algorithm was
dightly tuned to adapt to the current setting. We refer to it as
modified RNNR(mM-RNNR). Since the similarity join using
RowMatrix [25][26] in Spark, implicitly finds similar vectors,
time efficiency of RNNR was naturally improved.
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The parald computation showed performance
enhancements relative to its sequential execution on KNIME.
For relative results display, we call the runtime environments
as Sequential Execution Environment (SEE) and Parallel
Execution Environment (PEE). The results are as shown in
Fig 10.

The datasets were expanded and the agorithm was
experimented on the PEE. The PEE gave better time
efficiency for the datasets considered, yet the efficiency was
found to decline with increase in scale. Although it can be
argued that, analytics-generated observations are easy to
replicate, techniques that can handle scale are better
realizable by incorporating high performance techniques into
analytics.

1400 1 Execution Time

1200 4
@
5 1000 -
E
F 800 4
s
£ 600 4 Census
o
Ec: 400 - B Clinical

200 -

O T
SEE PEE

Execution Environment

Fig 10 Execution Time - m-RNNR

VI. CONCLUSION

Big data technological era has created a far-fetched arena
for building intelligent systems. Data collected from usersis
the winning bet for such decision support systems. These
systems use collected data that may have sensitive
information of users, which are at a risk of inadvertent use.
Hence privacy and security are chalenging domains of
research in an era of Big Data.

The work in this paper, firstly proposes a privacy
preservation technigque based on the idea of obfuscating data
that conceal s the sensitive information of an individual, while
allowing data to be used for productive wholesome analysis.
Since privacy of an individual is compromised based on its
relative existence with othersin a published table, similar data
subjects are identified for randomization. Sampling,
similarity and randomization act together in the process of
remodeling data. Secondly, classification accuracy is
measured on the remodeled data and results are compared
with the original data. The proposed technique is able to
provide justifiable results proving the data’s worth for holistic
analysis. Thirdly, the work measures the performance
efficiency of the agorithm using Apache Spark as the
execution environment. Notwithstanding the fact that, any
paralel processing would improve performance, the
algorithm could scale better with larger processing power.
Hence utilizing the power of GPU for parallel computations
can greatly enhance performance which isthe extension of the
proposed work.
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Summing up, efficient and scalable solutions for
congtructive data analytics in the Big data scenario, while
respecting a user’s privacy, demands a good synthesis of
robust privacy techniques coupled with powerful processing
environments.
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