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Abstract: SDN technology is becoming every day more popular
and big data centers and organizational networks have started
deploying for its advantages. Current development of SDN
network relies on target host | P address of packet and OF Switches
ignores checking of source host IP. SDN has separated control
planes and data planes and OpenFlow protocol enabled switches
are used as packet forwarding devices. The SDN controller
controlsflow of data packet through forwarding devices and when
these are turned on, do not have any control and defense. The
devices are not able to handle packet arriving from connected
host. In this case, data packets of hosts are sent to the controller
forwarding device for inspection and control packet creation for
data packet and setting up required matching entriesin flow table
of forwarding devicefor such type of data packets generated by the
hosts. The attackers can generate packets with Spoofed source |P
address and perform various types of attacks. In this research
paper, we offer a scheme as Source |P Address Validation for
Software Defined Network (SIPAV-SDN) to check packet’s source
host 1P address by binding source host IP Address and MAC
address with switch port. It maintains a HostTable at Controller
for verification of source host IP and MAC with switch port and
only forwards the packets which have valid sources host |P
address. We also simulated SIPAV-SDN with hybrid SDN network
and experiment results have shown that it achieved 100% packet
filtering accuracy for 1P spoofed TCP, UDP and ICMP packet
attacks. We used python programming language for RYU
controller in Mininet network emulator.

Keywords: Source, |IP, Address, Validation, SIPAV, SDN,
Controller

I. INTRODUCTION

In traditional network forwarding devices have to handle
incoming host packets based on destination IP address [15].
In SDN incoming packets are handled through flow entriesin
flow table of OpenFlow switch and flow entries are made
using multiple fields of packet header. SDN networks also
records traffic statistics. Programmability, elasticity and
simplicity are provided by SDN environment to the network
administrators and Software Defined Networks (SDN) usage
isincreasing in the various data centers and enterprise
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networks solutions to teke the advantages of these
opportunities, rectification is not possible.

The forwarding devices in OpenFlow network don’t have
any control & security policesinitially and do not know how
to handle data packet received from a host. Packets are
forwarded by checking target host address but authenticity
[8] of source host IP address is not checked and packets are
forwarded to next hop till it reaches to its destination host. In
this case, attackers may perform various IP spoofed attacks
and block or fully occupy network resources and in this
situation, resources will not be available for legitimate users.
Without validity of sender’s IP address, attackers will be able
to conduct source IP spoofing attacks and desirable usage of
network will not be achieved.

Access control lists (ACLS) are used to check source host
address and filter packets for | P spoofing attacksin networks.
ACLs are complex in nature and may create conflicts with
existing security policies of the network. In [8] proposed a
SAVSH for SDN environment with minimum deployment of
OpenFlow protocol enabled switches. During study of
SAVSH, we found that topology conversion into sink tree
was limited to links between packet forwarding devices. Host
details are not part of topology/sink tree and addition &
deletion of host was not reflected in sink tree. Researchers
used IP prefixes in flow rules and IP spoofing attacks are
possible within the network with other host’s IP in IP prefix
filtering system.

In SDN-SAVI [32], researchers installed required flow
entries in flow table of OpenFlow Switch to forward the
AAM (Address Assignment Mechanism) packets to
controller. Then controller updates the binding table and
setups flow entries into flow table of the OpenFlow switch.
The approach used IP address of a host and Switch port for
binding and filtering packets. It has been noted that an
attacker may generate forged AAM packets to mislead
binding table generation. Approach used |P address of host
and Switch Port ID for binding and verification of source IP
address. Authenticity of source IP address does not provide
full identification of ahost without checking host’s MAC and
it may be less accurate. The binding between source host’s IP
address, MAC address and switch port ID provides finer
filtering. Considering above, we propose a scheme for
checking the packet’s source host IP address as Source IP
Address Validation for Software Defined Network
(SIPAV-SDN). The scheme checks the authenticity of
packet’s source host IP address and only forwards the packets
which have valid sources host IP address. SIPAV-SDN was
simulated with hybrid SDN network also and system worked
effectively as desired. The remaining sections of paper

are organized as follows. Section 2 briefly discussed related
works. Section 3 describes proposed SIPAV-SDN
Controller.
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Section 4 describes implementation of SIPAV-SDN. Section
5 investigates the performance of SIPAV-SDN. Section 6
describes features and future works. Finally, Section 7
concludes the work.

[I. RELATED WORKS

In[8] SAV SH to achieve maximum mitigation of spoofing
attacks by adding inter domain module in SAV SH approach.
The basic components of the SAVSH were Filtering Rule
Generation, Checkpoint Selection & Topology Detection. In
paper topology conversion into Sink Tree is limited to links
between packet forwarding devices. Host details and changes
in host were not reflected in sink tree. IP prefixes were used
for setting up flow rules in approach and IP spoofing attacks
are possible within network with other host’s IP where a
network is using IP prefix filtering mechanism. Authors, in
[32] used IP address of host and Switch Port ID for binding
and verification of source IP address. It is less accurate
without host MAC bhinding and is not providing full host
identification. The binding between source host IP address,
MAC and switch port ID provides finer filtering. We
addressed these issues by using the first ARP packet of host
to update Host T able and setup flow entriesrelated to the host.
We used Host’s IP, MAC, Switch PortID for setting up flow
entries into flow table of OFSwitch.

I11. PROPOSED SOURCE IP-ADDRESS
VALIDATION FOR SDN (SIPAV-SDN)

3.1 Objectives of SIPAV-SDN

= Extraction of host details like IP, MAC address and
connected OFSwitch port ID & OFSwitch ID from ARP
packets.

= Managing OFSwitch ID & OFSwitch Port ID of a
connected host along with host’s IP & MAC addresses
inaHostTable at SDN controller level.

= Setting up necessary flow entries into flow table of
OFSwitch and validating source host IP Address of
packets.

3.2 Architecture of SIPAV-SDN

Proposed SIPAV-SDN architecture has various network
components like hosts, OFSwitches, SDN Controller. Hosts
are connected with OFSwitch through a switch port and
OFSwitches are connected with controller and have
interconnection links between forwarding devices (Switches,
routers, hubs). Architectural diagram of SIPAV-SDN is
shown in figure 1. We used RY U Controller to connect with
OFSwitches through Open Southbound API. On top of RYU
Controller we proposed our SIPAV-SDN application
approach. SIPAV-SDN has various modules with specific
task and details are described in following sub-section.
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SIPAV-SDN
Host Table Manager

Flow Entry Manager

joIge LisoH

Source Address Verifier

jE Open Northbound API
( RYU Controller )

Open Southbound AP

Figure 1: Architecture of SIPAV-SDN
3.3. Modules of SIPAV-SDN

3.3.1. Host Table M anager:

Before starting transmission of data packets every host
needs MAC address of target host and it generates
ARP-request packets in network with target host IP &
broadcast MAC. The target host replies with ARP reply
packet to ARP-request sender host. This module is proposed
to extract host details like host 1P, MAC and connected
OFSwitch port ID & OFSwitch ID from ARP packets and to
make necessary entry into HostTable. HostTable Manager
modul e checks host detail in HostTable whether exists or not.
If ahost details do not exist than the detailswill be added into
HostTable. Research paper [29] has discussed very similar
type of table to keep track of 1P and MAC. The format of our
proposed HostTable format is given in figure-2 to store host
details.

[ Switch ID | Switch Port ID | Host MAC |
Figure-2: HostTable format

Host P |

After making necessary entries for host details into
HostTable, the module sends host details to Flow Entry
Manager for further action.

3.3.2. Flow Entry M anager:

This module is designed to create and manage flow entries
into flow table of OFSwitch as and when a new host details
detected, updated into HostTable and forwarded to Flow
Entry Manager by Host Table Manager. This module creates
flow entriesinto flow table for forwarding of host ARP & IP
packets to its destination.

First, this module setups all required flow entries for IP
packets into flow table of OFSwitch using source and target
host fields for matching MAC, IP address, Switch Port ID.

Secondly, it setups required flow entries for ARP packets
into flow table of OFSwitch using source and target host
fields for matching MAC, Switch Port ID.

Findly, it installs flow entries for ARP packets having
broadcast address as destination and assigns output ports as
controller port number so such packets get forwarded to
controller for inspection and decision as per security policy.
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The host packets not matching with flow entries of flow
table of OFSwitch are forwarded to controller for further
inspection and decision as per security policy.

3.3.3. Source Address Verifier:

This module is performing source | P address validation at
controller level by verifying source host details of packet
with HostTable entries. If source host details are verified
successfully than packet will be forwarded to next
hop/destination port otherwise packet will be dropped by this
module.

V. SIPAV-SDNIMPLEMENTATION

Entries in flow table of forwarding device (OFSwitch) are
carried out by controller by generating control packets.
Whenever a packet is transmitted by host OFSwitch matches
flow table entries with packet field values and if packet
matches any flow table entry then packet is transmitted for
output/destination port otherwise packet is forwarded to
controller for further decision. Than controller inspects
packet as per security policy, if packet is not as per policy it
will be dropped by controller. If packet is as per policy,
controller makes flow entries into flow table of OFSwitch.
Than device will be enable to directly forward the same type
of packet received from the host to destination port. In this
case, packets forwarded to controller for policy decision are
also sent to destination port of the OFSwitch. Algorithm &
flow chart for SIPAV-SDN approach are as given below
respectively Algorithm 1 and figure 3:

Algorithm 1: SIPAV-SDN
Implementation at: Packet_|n event
Input : env packet_in event massage
Output: Host_details for HostTable
1. Extract DstIP, DStMAC, Switch ID & Source Port
ID, PacketType from evn // host detail extraction
2. If PacketType = I P then goto 15
3. If SrclP, SrcMAC not exists in HostTable than
[Iverification of source host IP and MAC with
HostTable
4, For x = 1to HostTable (Switch ID) do // switch
ID searching in HostTable
5.  FowRule = Source MAC= SrcMAC,
In_port = Switch Port ID
Dst MAC = (HostTable(x).DstMAC)
Out_port = (HostTable(x).Switch Port 1D)
Traffic_type = (ARP, IP) // flow entry
parameters for ARP and I P type packets
Set FlowRule // setup ruleinto flow table
End for
FlowRule=  Source IP=SrclP,
Source_ MAC= SrcMAC,
In_port = Switch Port ID
Dst MAC = (“ff: AT £ 1)
Out_port = Flood
Traffic_type= (ARP) // flow entry parameters
for ARP type packets
9. Set FlowRule // setup rule into flow table
10. Add SrclP, SrcMAC, Swich ID, Switch Port ID
into HostTable // update host details into HostTable
11. Endif
12. Goto 26

© N o
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13. If Switch ID and Switch Port ID exist in HostTable
than // verification of switch ID and port ID with
HostTable

14. If SrclP, SIcMAC exists in HostTable than //
verification of source host IP and MAC with
HostTable

15. FlowRule = Source MAC= SrcMAC,

In_port = out_port
Out_port = Switch Port ID // flow entry
parameters for interconnections between switch

16. Set FlowRule // setup rule into flow table

17. Else

18. Generate alert, drop packet and return
19. Endif
20. Else

21. FowRule= Source MAC= DStMAC,
In_Port = out_port
Out_Port =in_port // flow entry parameters for
interconnections between switch
22.  Set FlowRule// setup ruleinto flow table
23.  FHowRule= Source MAC= SrcMAC,
Source IP=SrclP,
In_port =in_port
Out_port = out_port
Traffic_type = (ARP, IP) // flow entry
parameters for ARP and IP type packets

24,  Set FlowRule// setup ruleinto flow table
25. End if

26. Forward packet to out_port

27. End

- Packet_In
Event

AreMAC

Extract Packet Type
Detail from Packet

& IPin

HostTable?

Add MAC,IP, Switch
No & Switch Port into
HostTable

Make flow
match
entries for
ARP Pkt
forwarding
with Hosts

—]

Make flow match
entries for ARP Pkt
forwarding with Hosts

in HostTable

IgeLIoH

Are Source
Host Switch ID
PortiD, MAC,
IPin
HostTable?

Make flow match entries
with Port, MAC & IP for
P Pkt forwarding with

Hostsin HostTable

L

Make flow match entries
for out port to forward all
packets

- Makeflow match entries for out
port to forward | P Pkt to Source
Hosts

<1 - Make flow match entries for
source Host matching with Port Id,
MAC, IPto forward IP Pkt

| Send Packet to out_port for further packet | |

Generate aert Spoofed IP
forwarding

and drop packet

Figure 3: Flow Chart for SIPAV-SDN

The proposed approach is implemented at Packetln event
of the controller. OFSwitch communicates al packets to
controller through Packetin event. This event is responsible
for inspection of packet, implementation of packet security &
forwarding policies and creation of flow table entries in the
connected OpenFlow switches. Approach used ARP packets
for collection of host information and store into HostTable.
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TheHostTable is having fields like Switch 1D, Switch Port
ID & MAC and IP address of connected host to the switch
port. These field values are used for making flow entriesinto
flow table and for verification of source IP address at
controller level.

V. SIPAV-SDN PERFORMANCE

In this part, we have evaluated performance of proposed
system based on number of flow entries generated, bandwidth
test with SIPAV-SDN and without SIPAV-SDN and Flow
Entry Generation Comparison among SDN-SAVSH,
SDN-SAVI and SIPAV-SDN. The objectives of this paper
are extraction of host details like IP, MAC, Switch ID &
Switch Port 1D, management of HostTable at controller level,
setup required flow entries into flow table of OFSwitch table
and verify packet’s source host IP address. Proposed system
setups required flow entries into flow table for forwarding of
subsequent same type of packet directly to its destination by
matching with flow entriesin its flow table.

5.1. Simulation Environment:

The proposed system implemented and results generated
for fulfillment of its objectives. The experiment was
conducted using an Intel® Core(TM) i5-6200U CPU
@2.30Ghz 2.40Ghz with 4 GB RAM and 500GB SSD Disk,
installing and running Ubuntu 18.04 LTS. SDN Controller
RYU-4.28 with python 2.7.12 support was configured for
emulation of various SDN network topologies. We used
Wireshark-2.2.6 to capture and inspect packets travelling
between various switches and hosts. Gedit text editor and
Scapy software library were used to generate Python
programs as per experiment requirements.

5.2. SDN Topology Scenarios:

During simulation of system, we used various OpenFlow
Network topologies for implementation and experimentation
of SIPAV-SDN. There we designed a Single OpenFlow
Switch Topology (SOST) with Single OpenFlow Switch, 4
hosts and an SDN controller, a Multiple OpenFlow Switch
Topology (MOST) with 3 OpenFlow switches, 7 hostsand an
SDN Controller and a Hybrid OpenFlow Switch Topology
(HOST) with 2 OpenFlow Switches, 2 legacy switches, 11
hosts and an SDN controller. The diagram of above
mentioned various topology configurations are shown below
infigure4,5 & 6:

Figure 4: Single OpenFlow Switch Topology (SOST)
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Figure 6: Hybrid OpenFlow Switch Topology (HOST)

5.3. Topology-wise HostTable Record:

The proposed system used SOFT, MOST & HOST
network topologies during experimentation and it detected
connected host in network topology and extracted host details
using ARP packets generated by hosts. The extracted details
of connected hosts have been stored in the HostTable as
shownintable 1, 2 & 3. We added new hosts manually during
experiment and system entered newly added host details into
HostTable. The changes made during experimentation also
shownintable4inbold and italicized font face. These results
have been verified with Wireshark network packet analyzer.
It shows that proposed system worked properly and detected
the connected hosts successfully.

Table1l: HostTablerecord for Topology HOST
S"I’gCh F?o";'tt‘l’g Host MAC Host IP
3 00:00:00:00:00:06 10.0.0.6
2 00:00:00:00:00:05 10.0.0.5
2 1 00:00:00:00:00:04 10.0.0.4
4 00:00:00:00:00:11 10.0.0.11
00:00:00:00:00:10 10.0.0.10
1 00:00:00:00:00:03 10.0.0.3
5 00:00:00:00:00:02 10.0.0.2
1 4 00:00:00:00:00:01 10.0.0.1
00:00:00:00:00:08 10.0.0.8
2 00:00:00:00:00:07 10.0.0.7
00:00:00:00:00:09 10.0.0.9

Table 2: HostTablerecord for Topology MOST
S’IVBCh F,So";'ttfg Host MAC Host IP
5 2 00:00:00:00:00:03 10.0.0.3
3 00:00:00:00:00:04 10.0.0.4
1 2 00:00:00:00:00:02 10.0.0.2
3 00:00:00:00:00:01 10.0.0.1
3 2 00:00:00:00:00:06 10.0.0.6
1 00:00:00:00:00:05 10.0.0.5
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Table3: HostTable record for Topology SOST

SI\II:;Ch F?OA;I:TE Host MAC Host IP
2 00:00:00:00:00:01 | 10.0.0.1

1 00:00:00:00:00:02 | 10.0.0.2

! 3 00:00:00:00:00:03 | 10.0.0.3

4 00:00:00:00:00:04 | 10.0.0.4

Table4: HostTablerecord for Topology SOST with
Different/M ultiple | Ps but ssme MAC

3""'5‘:“ PSO";':‘I:B Host MAC Host IP
10.0.0.2,
2 00:00:00:00:00:02 | 10.0.0.12,
10.0.0.13
3 00:00:00:00:00:03 | 10.0.0.3
4 00:00:00:00:00:04 | 10.0.0.4
5 00:00:00:00:00:05 | 10.0.0.5
1 6 00:00:00:00:00:06 10.0.0.6
7 00:00:00:00:00:07 | 10.0.0.7
10.0.0.9,
9 00:00:00:00:00:09 10.0.0.11
8 00:00:00:00:00:08 | 10.0.0.8
10 00:00:00:00:00:0a | 10.0.0.10
1 00:00:00:00:00:01 | 10.0.0.1

5.4. Topology Scenario-wise Number of Flow Entries:

SOST, MOST & HOST network topologies having
different configuration such as number of connected hosts,
OFSwitches and others were used for proposed system
implementation for extraction of host details and setting up
flow entries into flow table of connected OFSwitches of
network. Details of flow entries made during experimentation
have been read using ovs-ofclt dump-flows command and
number of flow entries were recorded in table 5. It showsthat
system framed and installed required flow entries into flow
table of OFSwitches.

Table5: Flow Entries generated during implementation of
approachesin various topologies

Topology No of flow Entries
: OpenFlow Switch
Scenario = 2 = Total
SOST 31 - - 31
MOST 26 33 27 86
HOST 131 111 - 242

5.4. Varyingin Number of Hoststo Evaluate Flow Entries
Generation:

We conducted experiments with SOST topology by
varying the number of hosts and checked flow entries into
flow table of connected OFSwitch. The numbers of flow
entries in flow table of S1 OFSwitch with varying number of
hosts during experiment were show in table 6. It shows that
system worked properly with varying number of hosts in
SDN network and framed and installed required flow entries
into flow table of OFSwitch.

Table 6: | mplementation with varying No of Hosts

Flow
Sequence Hosts Entries
No
1 15 449
2 30 1799
3 45 4049
4 60 7199
5 75 11249
6 90 16199
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7 105 22049
8 120 28799
9 135 36499
10 150 44999

5.5. Bandwidth Test with and without SIPAV-SDN at
various Hops:

Bandwidth test was conducted with HOST topology by
varying the number of hops with single, dual & multiple
connections. Bandwidth was tested with & without
SIPAV-SDN and results are shown in table 7 and graphical
representation in figure 7.

Table 7: Bandwidth Perfor mance

Connections Hops (Bandwidth in Gbps)
1 2 3 4
With Single 47.70 | 4550 | 37.80 | 33.50
SIPAV- Dua 2500 | 2410 | 17.90 | 17.70
SDN Multiple 9.00 8.90 7.20 7.20
Without Single 50.00 | 41.00 | 42.30 | 35.30
SIPAV- Dual 18.60 | 22.30 | 17.70 | 17.60
SDN Multiple | 9.70 7.20 8.00 7.80
e \\/ith SIPAV-SDN @ \\/ithoUt SIPAV-SDN
60.00
Q 50.00
5
© 400 %
& 30.00
]
2 20.00
g
& 10.00
0.00 . .
1 2 hops 3 4

Single Connection

e \\/ith SIPAV-SDN e \\ithoUt SIPAV-SDN
30.00
7 2500
Qo
O 20.00
£
= 15.00
]
2 1000
3
@ 500
0.00
1 4
Hops
Dual Connections
e \With SIPAV-SDN e WithoLt SIPAV-SDN
12.00
2 10.00
Ke)
O 800
S
= 6.00
b}
2 400
3
@ 200
0.00 . . .
1 2 3 4
Hops
Multiple Connections
Figure 7: Bandwidth Performance.
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5.6. Comparison among SDN-SAVSH, SDN-SAVI and
SIPAV-SDN:

Comparison for generation of flow entries has been carried
among SIPAV-SDN, SDN-SAVSH & SDN-SAVI. We have
considered results of SIPAV-SDN shown in table 6 for SOST
topology recorded during experimentation. Other approaches
such as SDN-SAV SH and SDN-SAV I have been studied and
taken results from [8] and calculated flow entry generation
ratio as shown in table 8 & figure 8. Initialy SIPAV-SDN
generated more flows then other approaches but after
deployment ratio 0.70, it generated flow entries below
SDN-SAV SH and above SDN-SAVI.

Table 8: Flow Entry Generation Comparison of
among SDN-SAVSH, SDN-SAVI and SIPAV-SDN

Deployment of Flow Entry
SIPAV-SDN Generation Ratio

No of Flow Rules | SIPAV- | SDN-SA | SDN-S
Hosts Generated SDN VSH' AVI’
15 449 0.50 0.30 0.10
30 1799 0.67 0.50 0.20
45 4049 0.75 0.60 0.30
60 7199 0.80 0.66 0.40
75 11249 0.83 0.70 0.50
90 16199 0.86 0.75 0.60
105 22049 0.87 0.88 0.70
120 28799 0.89 1.00 0.80
135 36499 0.92 1.00 0.90
150 44999 1.00 1.00 1.00

* Data taken from research paper [8]

et S|PAV-SDN === SDN-SAV SH SDN-SAVI
1.00 v
0.90
o
= 0.80
< 070
é )
0.60
5
2 0.50
0.40

/)
0.30

0.20

0.10 [~
0.00

Flow RulesD

01 02 03 04 05 06 07 08 09 1

SDN Host Deployment Ratio

Figure 8: Comparison of among SDN-SAVSH, SDN-SAVI and
SIPAV-SDN.

5.7. Performance of SIPAV-SDN
various | P spoofing Attacks:

during

During experiment we observed results shown in table 9.
We used host H1 as attacker which was connected with SDN
switch S1 of various SDN topologies. Results have shown
that performance of SIPAV-SDN for filtering of IP spoofed
packets for attacks of TCP, UDP and ICMP is 100%. This
accuracy level was also achieved with varying number of
Hosts in SOST topology in between 15 to 150. Performance
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of source IP spoofed packet filtering for ARP packet was
observed between 8% and 20% during experimentation. In
other test, we used host H7 as attacker which was connected
with legacy (Non SDN) switch S3 of HOST topologies.
Result depicted that an attacker host connected with alegacy
switch, can successfully carry out an IP spoofing attack on
hosts connected with the same switch. Thistype of attack will
not be determined and filtered by an SDN Source Address
Validation System if target host and attacker host are
connected with the same legacy switch but IP spoofed
packets will be detected and filtered incase target or attacker
or both are connected with SDN Switch.

Table 9: Response of Various | P Spoofing Attacks

Attack Attacker Host System Identified Filtering
Tvoe Generated Packe_,ts Packets i Accuracy
s Spoofed | Valid | Spoofed | Valid | Percentage
Network Topology : HOST
TCP 1080 90 1080 90 100.00
UDP 1080 0 1080 90 100.00
ICMP 1080 90 1080 90 100.00
ARP 1080 0 0 1080 8.33
Network Topology : MOST
TCP 315 45 315 45 100.00
UDP 315 45 315 45 100.00
ICMP 315 45 315 45 100.00
ARP 315 45 45 315 14.29
Network Topology : SOST
TCP 135 27 135 27 100.00
UDP 135 27 135 27 100.00
ICMP 135 27 135 27 100.00
ARP 135 27 27 135 20.00

25.00

20.00

15.00 T mHOST

10.00 . mMOST

SOST

Filtering Accuracy Precentage

5.00 —

0.00
ARP

Spoofed Packet Type

Figure 9: ARP I P spoofed packet Filtering Accuracy in various
topologies.
In thistest, we used host h7 as attacker which was
connected with legacy switch S3 of HOST
topologies:

Table 10: I P Spoofing Attacks from Non-SDN Switch connected host

Attack Attacker Host System Identified Filtering
Type Generated Packets Packets Accuracy
Spoofed | Valid | Spoofed | Valid | Percentage
Network Topology : HOST
TCP 1080 90 864 306 80.00
UDP 1080 90 864 306 80.00
ICMP 1080 90 864 306 80.00
ARP 1080 90 72 1098 6.67
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Figure 19: Filtering Accuracy for Non-SDN Switch connected host.
VI. SIPAV-SDN FEATURES& FUTURE WORKS
Proposed approach is having various features such asit is

suitable for small & large SDN network, provides scalability 9.

in network, auto-configurable of flow entriesin flow table of

OpenFlow switches as per security policy. It suggests any 10

change or implementation at controller level and not host '

level and packet header level. Proposed solution a so worked

with hybrid networks. During system performance test, we

found that processing time for first packet of ahost took more 11

time in inspection, forming control packets at controller level

and forwarding packet to its destination. So, astudy is needed

to reduce the processing time of first packet of a host. Other 12

issued is that we used ARP packets for extraction of host

details and installation of flow entries into flow table of an

OFSwitch. Attacker sends IP spoofed ARP packets than 13,

proposed system doesn’t perform well due to extraction of

host details from ARP packets. So there, is need of a specia

host discovery system which removed the dependency of

ARP packet generated by connected hosts. 14,

VIl. CONCLUSIONS 15,
This paper described SIPAV-SDN a new approach for
validation of Source Host IP Address for SDN environment

by binding source host IP & MAC with switch port.

Approach tested using various SDN topologies and stored 16

details such as IP, MAC, connected switch ID and Switch

Port ID into HostTable. Test results have shown that filtering

accuracy of SIPAV-SDN for IP spoofed TCP, UDP and 17.

ICMP packets was 100% and this accuracy level was aso

achieved with varying number of Hosts for SOST topology in 1.

between 15 to 150. Accuracy for source IP spoofed packet

filtering for ARP packet was observed low and it was
between 8% and 20%. SIPAV-SDN has detected al IP  1g,
spoofed packets and filtered incase target or attacker or both

are connected with SDN Switch but attacker host connected

with a legacy switch, can successfully carry out an IP g

spoofing attack on hosts connected with the same switch.

21.
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