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Abstract: With the advent of wireless communication, the
problem of data security is of greatest interest. In this paper,
spread spectrum techniques have been employed due to its
advantages in providing data security. Further, the mechanical
integrity of a transformer is investigated using an off-line
diagnosistest called as Frequency Response Analysis (FRA). The
FRA data of a transformer has been taken as the input signal
which is being transmitted from the field where transformer is
kept and received at the control room. Furthermore, Direct
Sequence Spread Spectrum (DSSS) and Frequency Hopping
Spread Spectrum (FHSS) are employed on FRA data and
analyzed the signals by transmitting over Additive white Gaussian
noise (AWGN) and Rayleigh faded Channels.
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. INTRODUCTION

Achieving improved efficiency in power and bandwidth are
two major chalenges in the field of wired/wireless
communication. Therefore, these two important parameters
have to be addressed in order to achieve better performancein
the recent wireless technology applications [1]. However,
sometimes it is necessary to compromise at efficiency to
achieve high security and reliability. When a signa is
transmitted from one point to other point in wireless, it needs
to be encountered two environments such as fading
environment and jamming environment [2]. In order to
achieve improved performance in both of these channels,
spread spectrum is proposed in the literature [3]. Spread
spectrum can be defined as a modulation technique in which
pseudo-random sequence is used in expanding the actual
bandwidth of the signal to reduce the multipath fading,
increase the range and multiple access capability [4]. As
shown in Figure 1, spreading is performed after the
modulation and dispreading is performed before the
demodulation to retrieve the original information. There are
mainly two spread spectrum techniques being used in recent
technologies such as Direct Sequence Spread Spectrum
(DSSS) and Frequency Hopping Spread Spectrum (FHSS)
[5].
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Fig. 1. Spread spectrum in a basic Digital
Communications System [2].
A. Direct Sequence Spread Spectrum

In DSSS transmission, the input signal is spread at base-band
and then modulated by a carrier signal [6]. The data
transmission is carried out in two steps. The first step is to
secure the information by coding it with some pseudorandom
bit sequence. The next step is to modulate the information
with the help of a carrier signal. Using this methodol ogy, the
modulation process is separated from the spreading process.
Animportant property of DSSS system isthat it can easily be
operated in even strong channel interference[7], [8]. A DSSS
system effectively reduces the effect of noise on the
transmitted data. It easily diminishestheinterfering signal to a
level up to the processing gain of the system itself. An
interfering signal is reduced by a factor which may be as high
as the processing gain. Interference handling capacity of a
DSSS transmitter depends on the length of pseudorandom bit
sequence. If the bit sequence length is increased the data
becomes more secure. The major parts of DSSS are baseband
data signal, PN sequence, modulation and transmission
channel. The security and reliability of the system mainly
depends on the quality of Pseudorandom number generators
(PRNGsS) [9].

B. DSSS modulation and demodulation process

During transmission phase a PN sequence c(t) is used to
spread the baseband signal m(t) [10] and the combined spread
signal s(t) is applied to (BPSK) modulator. The modulated
signal is transmitted over AWGN channel and Rayleigh
channel as shownin Figure 2. The coherent detector is used to
demodulate the received signal y(t) and same PN codeis used
as shown in Figure 3. Asthe code consists of +1sand -1s, by
this operation the PN code is removed and original data is
obtained.
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It is observed that the dispread operation is the same as the
spread operation. different carrier signals which are chosen
randomly using PN sequence [11], [12]. FHSS is a wireless
technology of CDMA scheme that distributes its signal over
frequencies that are continuously varying. Each frequency
band is again separated into a set of smaller frequencies.
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m(t) .:‘ S r\/ Modulation

L

Fig. 2. DSSS Transmission block diagram.

==

Fig. 3. DSSS Receiver block diagram.
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C. Frequency Hopping Spread Spectrum

In this method, different signals can be transmitted by signals
randomly hop among a set of predefined arrangement of
frequencies. Even if interference is occurring it only affects the
signal for avery short interval. A narrow frequency band is required
for a single carrier frequency whereas a much wider bandwidth is
required for frequency hopping of signals while transmitting the
data. At a given time, just a minor part of bandwidth is used for
transmission. As a result the whole bandwidth remains the same
[13]. FHSS does not provide any extra protection against wideband
noise, however this method significantly reduces the losses that
occur due to narrowband interference sources.

D. FHSS modulation and demodulation process

Thetransmitted signal is spread among different channelsand
the entire bandwidth is separated into various sub-channelsin
a frequency-hopping spread spectrum (FHSS) system. For
example, itissupposed that the channel isbeing divided into 8
different channels denoted as f4, fy, f3, f4, s, fe, f7, fs. The
signal ‘hops’ among the above channelsin the given order: fs,
fg, f3, fe, f1, f7, T4, f2 as shown in Figure 4 [14]. The baseband
signal is multiplied with different varying frequencies and then
modulated onto a carrier. The PN source generates a new bit
valuefor afrequency of the carrier. This parameter is utilized to
look up a channel in the channel table, and that determines the
frequency of channel in the given time period.
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E. Frequency Response Analysis (FRA) of a Transformer

In our contribution, we have applied spread spectrum sensing
techniques on FRA data of a transformer. Dick and Erven
introduced the term ‘FRA’ to diagnosis a transformer [15].
Recently, FRA measurement became a mandatory diagnosis
test for transformers in industries. It is observed that FRA
measurement not only provides transformer mechanical
integrity but also significant information about transformer
internal condition [16]. Therefore, in this paper, FRA datais
used as an input information to perform spread spectrum
techniques. The FRA data obtained by transformer modeling
inMATLAB isshownin Figure 5 [17].
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Fig. 5. FRA input data.

II. CHANNELS

To model and identify the effects of electromagnetic
trans-mission of adata on wireless communication channels, the
channel models are frequently used. Due to the presence of
reflectors in the environment, the transmitter and receiver are
badly affected. This can cause the information to traverse a
different path than the desired one [18]. As a consequence, the
receiver perceives an overlapping of multiple transmitted signal,
each traveling across a different path. In this paper, AWGN and
Rayleigh channel models are used to analyze the received
signals.

A. AWGN Chann€

The noise model used to examine the effects of random
processes appearing in nature on the transmitted data is known
as AWGN channel [19]. It is called additive because it is added
to the transmitted data, white because it has uniform power
throughout the frequency band. Gaussian as it normaly
distributed over time.
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B. Rayleigh Channel
Rayleigh fading is a model used to analyze the effect of a
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DESS AaND FHSS OVER AWGN CHANNEL.

medium of propafgatlon on atrar?smlsson signal, Ilkg the ones SNR(AE) DEES TS
that used by devices [20]. In this method, the magnitudes of 2 0.3333 01036
transmitted signals are varied randomly as per a Rayleigh 4 0.1905 0.03786
N L - & 0.09524 0.02286
distribution, where that distribution is the combination of two T 000534 0005952
uncorrelated Gaussian random variables. 10 004762 0000837
12 0.09524 0.000003 5
I1l. RESULTSAND DISCUSSION
Figures 6 and 7 show the DSSS transmission over AWGN and TABLE IT

Rayleigh channels, respectively. The first sub plot represents
the input baseband signal which is the FRA taken from

DSSS amD FHSS OVER EAYIEIGH CHANMNEL.

transformer and converted to binary data. In the second sub SNRj(dB) ?f‘:ﬁs? (:E Eg‘ﬁs?

plot the binary data is spreaded using pseudorandom bit T 501763 01267

sequence. The third sub plot represents the first 100 samples & 0.04762 0.09207

of the BPSK modulated data. The corresponding power 8 0.1429 0.06468

spectral density of the signals can befound out onright side. It 10 0.04762 0.04345

. . . . 12 0.04762 002891

isobserved that the PSD in AWGN channel is much higher as 13 003762 00158

compared to Rayleigh channel. 15 0.04762 0.01232

Figures 8 and 9 show the FHSS transmission over AWGN and 18 0.04762 0.007759

Rayleigh channels, respectively. The first sub plot rep-resents 20 004762 0.004894

the input baseband signal which is the FRA taken from

transformer and converted to binary data. In the second sub TABLE III

plot the binary datais spreaded using six different frequencies AVEFRAGE BER.

on which the data hops. The third sub plot represents the first

100 samples of the BPSK modulated data. Figures 10 and 11 Channel Dsss | FHSS

show the FHSS demodul ated data over AWGN and Rayleigh .

channel which is same as the original bit sequence. Ve AWGN channel 0.142 0.028
Ravyleigh channel 0.035 0.028

In this paper, bit error rate (BER) is used as a parameter for
assessing the performance of this transceiver system. BER is
the number of bits that have errors in comparison to the total
number of bitsthat are obtained after receiving an information
in atransmission. Figures 12 and 13 show the BER Vs SNR
plot for DSSS transmission over AWGN and Rayleigh
channels, respectively. Figures 14 and 15 show the BER Vs
SNR plot for FHSS transmission over AWGN and Rayleigh
channels, respectively. The results obtained by using two
different channels show that the BER of DSSS transmission
system is decreased as the number of users increased, while
for Rayleigh channel there is gradual change in the BER.

Tables | and Il show the BER values at various SNRs for
DSSS and FHSS systems over AWGN and Rayleigh
channels, respectively. It is observed from the tables that
DSSS is less immune to the noise compared to DSSS
transmission for both the channels. Table |11 shows that the
average BER for Rayleigh channel is five times as low as
compared to AWGN channel and FHSS system hasless BER
than DSSS. Therefore, we can conclude from obtained results
that FHSS system has better performance than DSSS.
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Fig. 7. DSSStransmission over Rayleigh channel.
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Fig. 9. FHSStransmission over Rayleigh channel.
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Fig. 10. FHSSreceived signal over AWGN channel.
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Fig. 11. FHSSreceived signal over Rayleigh channel.
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Fig. 14. BER vs SNR FHSS over AWGN channel.

In this paper, the FRA data of a transformer is successfully
transmitted and received over AWGN and Rayleigh channels.
Two communication channels are implemented and
performance is analyzed in terms of BER and SNR. The
results obtained by using two different channels show that for
DSSS system BER decreases as the number of users increase
while for Rayleigh channel there is frequent change in the
BER. With the help of spread spectrum sensing we have
compared the strengths of signals in DSSS and FHSS. It is
concluded that FHSS system has better performance than
DSSS, since DSSS is less immune to the noise compared to
DSSS transmission for both the channels.
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