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Abstract: With the fast-paced industrial and Techni revolution,
smart nations are emerging with the idea of integrating the
developing technologies, like 1oT and CPS, to make
communications and networks easier and closely interconnected.
With increasing technology usage globally, the UAE envisions
transitioning into a global smart nation by innovating and
deploying world class disruptive technologies for the better
connectivity digitally.

However, the frequency of cyber threats has also increased
drastically with this ever-evolving technology. For a nation like
UAE that is transforming into a digital nation at a rapid speed,
while still having stakeholders with poor cybersecurity practices,
UAE stands as a strong target for attacks by malicious hackers.
With cyber-attacks becoming the top most concern globally,
especially in the Middle East, UAE has built certain strategies to
combat the evolving issue of cybersecurity.

In this paper, the authors suggest that just as the collaboration of
the key stakeholders — government, academics, industry and
society — depicted under the Quadruple Model is needed to develop
an innovative and creative nation, so is their coordination
required to protect that nation from the potential cyber threats. In
light of this theory, the four key stakeholders of the UAE are
analyzed for their cybersecurity practices, initiatives and
coordination to prove UAE’s commitment towards becoming the
most cyber resilient nation in the world.

Keywords: UAE, Cyber Resilient Nation, Fourth Industrial
Revolution, Quadruple Model, Cybersecurity

I. INTRODUCTION

The population of the UAE is rapidly increasing from 9.5
million in 2018, to a predicted rise to 9.8 million by 2021[1].
Most of the population are tech-savvy millennials, where
about 70-80% of the population carry smart phones, setting
the nation in the top positions of worldwide technology
infiltration [2]. This increasing trend has prompted UAE
government to take smart initiatives to manage the growing
population effectively which involve the use of IloT
technologies embedded in the “smart cities” of the UAE. It
aims to provide its people with the best facilitates and
produce a happy nation. The UN World Happiness Report
2019 ranks UAE 21% among other nations of the world [3].
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UAE is also among the top ten most positive nations in the
world [4], housing two of the world’s smartest cities - Abu
Dhabi and Dubai. The UAE Vision 2021 emphasizes on
innovation and transitioning towards a knowledge-based
economy by increasing research and development three-fold
by 2021 [5]. As per the Globa Innovation Index 2018, UAE
ranks 38th but demonstrates high commitments through its
National Agenda to become one of the top ten most
innovative countries by 2021 [6].

But where technology exists, accompaniesit are its risks and
threats, and with a city undergoing digital transformation,
there are higher threats to a country which must be identified
and mitigated. As per Kaspersky Lab’s Malware Reports,
UAE was one of the top ten countries with 1.9% users
attacked by a malware in Q3 2018 [7]. Dark Matter, a
cybersecurity firm in UAE, reported that the country is
subject to 5% of all the global cyber-attacks and such attacks
have increased nearly by 55% over the past five years [8].
There are many such statistics that portray the cybersecurity
vulnerabilities of UAE. Yet the country is determined to
strengthen its cybersecurity through collaboration of various
key stakeholders — government, national and international
industry players, academicians and the society at large - and
the aim of this paper is to understand the importance of these
players and the extent to which they contribute in the UAE to
the build a smart and secure nation.

II. LITERATURE REVIEW

A. Smart Nation

Smart City has been a concept widely sought out by many
countries worldwide including those in the GCC like Oman,
Kuwait, Bahrain, Saudi Arabia, Qatar, and UAE. The most
prominent smart city projectsin UAE are the Masdar City in
Abu Dhabi and Smart Dubai in Dubai. There are severa
definitions of a Smart City. The smart city is a concept of
compelling mix of physica, advanced and human
frameworks into a misleadingly made condition so as to
guarantee maintainable, fruitful and far reaching future for
natives [9]. Smart cities are emerging to improve quality of
life and create a competitive and interconnected economy
through Internet of Things (10T) and Cyber Physical Systems
(CPS) [10]. Other technologies that support smart city
transformation include artificial intelligence, machine
learning, blockchain technologies, drones, autonomous
vehicles, robotics, and cloud technologies. UAE has several
specific smart technology strategies like the UAE Atrtificia
Intelligence Strategy 2031, UAE Blockchain Strategy 2021
and the Hyperloop project.
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Moreover, a leading Dubai project is known as the Dubai
10X initiative, a concept of disruptive innovation that
positions Dubai 10 years ahead of other global cities. Dubai’s
Smart City initiative aims to make its citizen happy by using
Internet of Things (I0T) and Internet of Everything (10E) to
enhance safety, waste management, educational platform,
financial services, e-government and much more [11].

UAE has built its National Innovation Strategy (NIS) to
become the leading innovative nation. It defines innovation
as the desire of individuals, private ingitutions, and
government to generate creative ideas and innovative
products and services that improves quality of life, promotes
economic growth and increases competitiveness. It aims to
do this by providing the right platform and infrastructure and
by primarily focusing on priority sectors that will drive
innovation including technology, education, transportation,
renewable and clean energy [12]. Including UAE Vision
2021, the National Strategy for Innovation recognized digital
technology among the top domestic main sections. The
strategy mainly focuses on the development of smart cities,
updated software, and applications using disruptive
methodology such as the artificid intelligence,
nanotechnology, semiconductors, and 3D printing, as well as
ensure a swift implementation of technology across various
industries.

Transformation into a Smart Nation is a “Whole of Nation
Approach” that requires commitment and cooperation of
various stakeholders and deployment of the right set of skills
and infrastructure [12].

B. Quadruple Helix M odel

UAE has constantly been distinguishing itself in terms of
innovation and creativity by enhancing its social and
economic status. Believing on innovation being the future of
human investment, the UAE Vision 2021 emphasizes
innovation, research, science and technology to be the pillars
of a knowledge-based economy, led by ambitious
entrepreneurs in a business-friendly environment where
effective public-private partnership exists [12].

A successful innovative and creative economy requires the
combined synergy between key innovative players -
academicians, industry, government and the society at large
[13]. This is well depicted under the creativity
knowledge-based model “Quadruple Helix Model” (Figure
1), that suggests a dtrategic approach to economic
development through interaction between the four key
stakeholders for decision making, policies and practices[13].
The Quadruple Helix Model is a further development of the
Triple-Helix Model, which previously involved interaction
between three players — academicians, industry and
government. The triple-helix model enables economic
development towards a smart city by synergizing government
policies, academic leadership and other major corporate
strategies [14]. This model consists of only institutionalized
domains, missing the public domain, whose contribution
would complete the entire knowledge-based, innovative
economy paradigm [15-16]. Every stakeholder in the
Quadruple Helix model has akey roleto play — academicians
from universities act as researchers (science), the government
acts as the policy maker (policy), and the industry plays the
role of producers (economy), while the society actsto fill the
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gap between these three parties and complete the paradigm
(connector).

ACADEMIC GOVERNMENT

QUADRUPI

HELIX MODEL

INDUSTRY SOCIETY

Figurel: The Quadruple Helix M odel (Compiled by
Authors)

C. “The Challenge” For Smart Nations

Smart nations are built on emerging technologies with
support of Internet of Things (10T) devices, Cyber-physical
Systems (CPS or sensor networks), cloud technologies and
their likes and result in several dimensions such as Smart
Governance, Smart Energy, Smart Technology and Smart
Infrastructure. As acknowledged earlier, with every
technology accompanies its risks. And just like the four key
players of a smart nation — academics, government, industry
and society — play an important role in the development of a
knowledge-based, innovative economy, so is their
collaboration vita to identify the risks associated with the
technological innovation and find ways to mitigate them
(summarized in Figure 2).

SMART GOVERNANCE,
SMART EDUCATION,
SMART ENERGY, SMART INTEGRATING

TECHNOLOGY, SMART "~ 17} 10T & CPS
HEALTHCARE, SMART
INFRASTRUCTURE, SMART
MOBILITY

Figure 2: Role of the Innovative Economy'skey playersto
identify and mitigate risks associated with innovative
technology (Complied by Authors).

With increasingly interconnected cities and large amount of
data distribution, the main challenge will arise in
cybersecurity and privacy. There will be a great need to
mitigate security risks associated with new data and that
collected for future use and manage privacy concerns and
personal data control. With cities using technologies like
autonomous vehicle, smart apps and smart traffic lights to
interconnect, hackerslook for loopholesin the entire network
to target critical infrastructure
and private data[11].
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Table 1 lists some of the likely cyber-attacks and their
conseguences on the autonomous vehicles for instance.

Table 1: Potential cyber security risks to an autonomous

vehicle
Risk Consequence

Network Attack Loss of communication between various loT and
CPS devices connected, causing network
interruption.

Sensor Attack Loss of data transmission to the network, hence
requiring vehicles to be trained to make
uninformed decisions.

Vehicle Attack Vehicle may be used for maleficent activity,
causing car crash or harming passengers by any
means.

Data Theft Data privacy and security threat, exposing
sengitive data (including user information)

Hence, we understand that with coordination of key
stakeholders of a creative economy, traditional security
infrastructures need to be upgraded and robust cyber policies
must be in place to address the challenges associated with the
emerging technologies and successfully transform to an
innovative and cyber resilient nation.

1. CYBER SECURITY

Cyber security isacombination of the policies, best practices,
tool and devices designed and used to maintain the CIA triad
— i.e. Confidentiality, Integrity and Availability. The
flourishing digital economy, however, is attached with cyber
threats, and risks for nationsin context of malware, organized
cybercrime and cyber terrorism, personal information and
data breach, and Advanced Persistent Threat (APT) [17]. In
this section, we will analyze the extent of the various
cyber-attacks globally and those specific to GCC and UAE.
Cyber Threats Worldwide

The Global Risks Report 2019 is the 14th Edition published
by World Economic Forum that provides an overview of the
potential global risk landscape in the year 2019 which extend
from increasing environmental degradation to the disruptions
of the Fourth Industrial Revolution. The report presents
results of Global Risks Perception Survey (GRPS), wherein
about 1,000 decision-makers from public sector, private
sector, academia and the civil society have assessed the
global risks. In over ten years span, extreme weather and
climate-change policy failures are foreseen as the deadliest
threats. Technology instability is seen as another substantial
risk in the coming decade, where massive data fraud and theft
ranks four and cyber-attacks rank five globally [18]. It is
predicted that cybercrime would cost $6 trillion globally by
2021[19].

Maware attacks generaly tripled the total amount of
cyber-attacks in 2017 in the first half of 2018, though 2017
faced the most drastic of ransomware attacks called
WannaCry and Petya/lNotPetya. The serious assessment of
cryptocurrencies has drawnillegal trade on the Dark Web and
payments through infections with ransomware, Distributed
Denial of Service (DDoS) and tons of others. Just as
technology is advancing, the malware threats are getting
more sophisticated since criminals and terrorists employ
experienced hackers. These threats are growing regionally
and globally, and the worst threat to a nation is cyber-attack
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on energy in the form of power plants and grids that if
disturbed would shut the country down.

Data fraud is also associated with identity theft, where
two-third of the GRPS respondents expected the risks with
fake news and identity theft to magnify in 2019 and about
three-fifth held the similar opinion on loss of privacy to
companies and governments, a consequence of mainly the
loopholes in cybersecurity national policies. Likethe Yahoo
accounts breach in 2016 which reported around 3 billion
accounts’ data stolen. In India, government ID database,
Aadhaar, suffered severa breaches compromising the
records of about 1.1 billion registered citizens [19].

Many other massive data breaches were reported in 2018,
especialy with new hardware weaknesses revealed, posing
great risk to critical infrastructure and the national security at
large. Meltdown and Specter were threats to the hardware
that affected aimost every Intel processor in the last decade.
The Global Risk report stresses on the potential use of
Artificial Intelligence (Al) and Machine Learning (ML) to
engineer more sophisticated cyber-attacks with high use of
loT to connect billions of devicestogether. Some of these Al
and ML threats include exploiting fake video and audio
generated mostly by Al, hacking smart contracts, breaking
encryption using quantum computers, and cloud computing
assaults [20]. Likewise, malicious attacks on critical
infrastructure may negatively affect people’s lives, for
instance an attack on a hospital’s system could cause
casudtiesif the datais tempered by changing prescriptions or
turning off life-support or other critical systems.

Cyber Threatsin the GCC & UAE

Over the previous few years, cyber-attacks have increased in
the GCC region, posing an increasing threat to business
operations. Both government and private websites have
frequently been targeted by malicious attacks such as
ransomware, virus attacks and crypto jacking, and have also
been hit by the biggest worldwide WannaCry attack in 2017.
For example, at the end of 2017, malicious software assaulted
the websites of Kuwait's Ministry of the Interior and Saudi
Aramco (state-owned oil corporation). UAE's
Telecommunications Regulations Authority (TRA) has aso
reported at least 86 cyber-attacks faced by the country in the
beginning of 2018, like the UAE ride-sharing service Careem
data breach that exposed data of around 14 million people.
Since the Middle East is more dependent on the oil and gas
sectors, attacks on such sectors could be devastating for the
economy. Ever since, the GCC countries are actively seeking
to mitigate these risks by enhancing cybersecurity strategies
and implementation [21].

According to Dubai Police, around onein fiveresidentsin the
UAE were victims of cyber-crime in 2015, and reports of
cyber-crime increased by 23% later in 2015. According to
Kaspersky Lab, UAE ranked 8th worldwide in 2016 in terms
of the percentage of users attacked by banking trojans, where
five of the top ten trojans targeted smartphones running
Android OS holding the largest market share (about 40
percent) in the UAE.

In 2017, credit / debit card fraud was the most expensive
cybercrime technique in the UAE with a loss of more than
$1,000 per customer.
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Besides individual consumers, financia institutions and
government agencies have aso been struck hard by
cybercrime, particularly by targeted attacks such as DDoS
and malware infections.

While a handful of GCC countries are better ready to deal
with the increasing risk of cyber-attacks, others still need to
upgrade their policies for cyber security. According to the
Risk Briefing of the Economist Intelligence Unit, which
mesasures operational risk in 180 nations, the analysis of the
cybersecurity preparednessin GCC region 2018-19 (Table 2)
showed that Oman and Qatar rank the highest. As per UN
Global Cybersecurity Index (GCI) 2017, Oman is aproactive
country in the cybersecurity field and is also ranked fourth
globally for best preparedness for cyber-attacks. It has taken
anumber of measures to combat cybercrime including strong
legislations, active and continuous audit checks and the
launch of Oman's National Computer Emergency Readiness
Team (CERT) in 2010 to promote cybersecurity awareness.

Table 2: Preparednesson Cyber Security in GCC
countries (2018-19)
(0 = High preparedness; 4 = Low preparedness)

Country Score
Qatar 0
Oman 0
UAE 1
Bahrain 2
Saudi Arabia 2
Kuwait 3

Source: (The Economist Intelligence Unit, 2018)

The UAE scored 1, it is comparatively well prepared to deal
with cyber-attacks in the region, and ranks 47" in the global
cybersecurity index (as compared to 4™ position of Oman).
Severa national and international strategies have been putin
place to address the growing issue of cybersecurity which
shall be discussed in depth in the following sections. Saudi
Arabia and Bahrain both score badly on cyber preparedness,
while Kuwait is the most vulnerable of the six GCC countries
evaluated for cyber-attacks.

IV. UAE CYBERSECURITY PREPAREDNESS

In light with the Quadruple Helix Model, we have analyzed
the extent to which the key stakeholders in the UAE —
government, industry, academics and society - have
contributed to the nation’s drive to become the leading Smart
and Cyber Resilient Nation.

Government

The UAE government, including the Smart
Government, ranks number one in Middle Eastern
digital adoption and has the largest digital
facilities, such as digita signatures and smart
cards, as well as numerous digitization initiatives,
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such as increasing broadband coverage and smart city
projects[2]. The National Cyber Security Strategy (NCSS) of
the UAE aims to secure the national information and
communication across the country primarily by preventing
and addressing cyber threats, educating public and the
workforce, encouraging research in  cybersecurity,
international collaboration and by developing initiatives to
guide the implementation of the NCSS. Moreover, UAE has
also set anational cyber incident report team (CIRT) known
as “aeCERT” [22]. As part of national and international
collaboration strategy, The UAE has signed a Memorandum
of Understanding (MoU) with several international
organizations such as the British Standards Ingtitution (BIS)
and the SENAAT General Holding Corporation.

In 2014, the Dubai Electronic Security Center (DESC) was

launched to develop and implement best practices in

city-wide information and cyber security. The center
introduced the Dubai Cyber-security Strategy in 2017 with
domains for cyber smart society, innovation, cyber security,
cyber resilience and collaboration. Though the strategy is
well in place, the estimated time frame for the
implementation of the Cyber Security Strategy is five years

[23]. The DESC dso initiated 'Cyber Security Standard' for

Autonomous Vehicles in line with the Dubai Autonomous

Transportation Strategy which aims to transform 25% per

cent of the total transportation in Dubai to autonomous mode

by 2030.

UAE has several cyber laws in place governing the

cybersecurity and data privacy some of which include

Federal Law 5 of 2012 on Combatting Cybercrimes and

Federal Law No. 1 of 2006 on Electronic Commerce and

Transactions. Speaking of data protection legidations in

UAE, there is also no genera federal data protection law in

the UAE, like the GDPR in the Europe, though there is a

genera right to privacy for citizens under the UAE

Constitution, limited to citizens of UAE that are 8% to 12%

of the total population of the UAE [24]. There is aso no

particular national regulatory authority for data protection in
the UAE, and criminal sanctions can be enforced against an
offender by the police for violation of the Penal Code or the

Cybercrime Law. However, there are some sectora

regulators placed that include:

o Telecommunications  Regulatory  Authority: The

Telecommunications Regulatory Authority (TRA) regulates

and enforces the Telecommunications Law.

e DIFC Commissioner of Data Protection: The
Commissioner of Data Protection is responsible for
enforcing the Data Protection Law in the Dubai
International Financial Centre (DIFC).

e Centre for Healthcare Planning and Quality (CPQ) in

Dubai Healthcare City: The Centre was established as an

independent regulatory body to set and maintain best

international practices in healthcare, that include data
security and privacy, in Dubai Healthcare City (DHCC).

Worth considering are some conflict of interest arising from

different set of cyber related laws and principles between the

sectoral regulators and the UAE legislation at large. For
instance, the free zone UAE-Dubai International Financial

Centre (UAE-DIFC),
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that has an independent Commissioner of Data Protection
serving as a national data protection authority, prohibits data
transfer to jurisdictions with less stringent requirements,
including areas of the UAE outside the DIFC free zone. On
the contrary, there are no specific provisions governing data
transfer under UAE law and, pursuant to Article 378 of the
Pena Code, data subjects should give their consent to the
transfer of personal data to third parties, either within or
outside the UAE.

This entails that the inconsistency between UAE data
protection legislation and those of the sectoral regulators, like
the DIFC, reflect different priorities and responsibilities
towards citizens which creates a conflict of interest worth
considering and mitigating [24].

Industry

As highlighted previoudly, the Middle Eastern region has
been prone to many cyber-attacks, including advanced
malware attacks primarily on large organizations, oil and gas
utilities and the financial sector, and so many initiatives are
put in place to protect the nation’s critical information
infrastructure [25]. Only investing in highly secure and
robust technology to mitigate these risks will do no good if
the persons handling the systems are not well educated on
how to safely deploy the technology. Hence personnel’s
awareness, training and education on cybersecurity is very
crucial for a successful and competitive enterprise and
economy at large.

There is a significant danger recognized among UAE
organizations as per Dark Matter’s Q3 2018 study that should
be resolved to enhance cyber resilience. The research
demonstrates that UAE organizations can enhance their IT
security and make attacks difficult merely by addressing
some essential vulnerabilities that include obsolete and
unsupported software, weak passwords, unpatched systems,
and weaknesses in configuration management. It has been
revealed that approximately 45% of the top 20 recognized
vulnerabilities have been categorized as extremely serious.
93% of the assessments reported were obsolete software,
83% were unsupported software, 77% had poor credentias
and 34% had misconfigurations [26].

In UAE, the Dubai Future Academy, the Dubai Future
Foundation'sinitiative, holds numerous workshops and crash
classes to demystify the recent techniques by disseminating
expertise and leveraging individuals ' abilities to assist them
better prepare for the ever-changing future. Dark Matter
Group, the region’s first and only fully-integrated digital
transformation, defense and provider of cybersecurity
aternatives, "Cyber Education” has been launched, offering a
broad variety of lessons and programsto increase cyber talent
— from fundamental safety awareness programs to training
for particular sectors and professions.

One of the pillars of the National Cyber Security Strategy
(NCSS) of the UAE and the Dubai Cybersecurity Strategy is
to leverage international and national collaboration, hencethe
Government entities actively plan to collaborate with private
entities and startups. The Dubai Future Foundation (DFF)
was founded to play a crucia role in shaping the future and
enabling effective government and private sector entity
cooperation, allowing international technology companies to
test their future solutionsin Dubai and setting it asthe leading
industry of the future.
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Academics
Academic institutions play a critical role in educating the
future cybersecurity workforce and preparing them to take
forward a safe, innovative nation. Collaboration with the
industry players will enable academic institutions to stay
updated and mend their curriculums according to the recent
technological trends to equip the students for the jobs of
tomorrow. To attract alarge number of peopleto thisgrowing
field, it isimportant to acknowledge that cybersecurity is an
interdisciplinary field and should not just be confined to
engineering students, but also to other fields of management
and science so that they are all well prepared to contribute to
asmart and secure nation. Universities can also offer great up
skilling programs and opportunities for executive-level
training courses.

Evolving technologies like 10T and CPS interconnected in
smart nations require innovative and robust cybersecurity
techniques, which can be well supported by research and
development and closer cooperation between the
government, academia, industry and society. R&D will help
fill thetechnology gapsin IT security by constantly preparing
for the next generation security threats and producing
solutions to mitigate the same[27]. Open innovation involves
different approaches to attain and manage intellectual
property rights, which helps resolve ownership issues and
enables the IP owner to commercialize their innovation. The
Takamul program in Abu Dhabi provides legal and financial
support, to IP owners in the UAE, for international patent
filings at the USPTO and the PCT. Financial support extends
to as much as 90% for individuals, 60-75% for academic
institutions and about 50% for commercial organizations.
UAE has also planned to double its spending on national
security to more than $10 billion by 2024 with a majority of
the funding aimed at strengthening cyber-security.

UAE has established research centers like the Information
Security Research Center (ISRC) at the Khalifa University,
which offers M Sc and PhD degreesin cyber-security, and the
Center for Cyber Security (CCS) a New York University
Abu Dhabi, which focus on partnering with key local
universities, industry and government agencies to facilitate
cybersecurity research and enhance the country’s cyber
resilience.

Society

Asemphasized earlier, cybersecurity for asmart nation is not
just an institutional approach, but the responsibility equally
lies on the public to ensure safe use of the technological
solutions provided. And it is the responsibility of the other
key stakeholders — government, industry and academicians —
to make the public aware of the cyber risks they are prone to
and ways to guard against them [27].

Though UAE has one of the highest mobile penetration
worldwide, and a large portion of its population are
millennials, it isthis very segment of tech-savvy youth that is
the most vulnerable to cybercrimes around the world.
Millennials globally own at least four devices on average and
have the least amount of cyber hygienic practice, one in four
millennials, for example, uses the same password for all
accounts and 63% shared at least one of their passwords with
another. Whilein the UAE, about 45% of cybercrime victims
share their password with another individual for at least one
account and 20% use the same password across various
accounts [28].

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication



https://www.openaccess.nl/en/open-publications

UAE’s Strategy Towards Most Cyber Resilient Nation

Phishing is one of the most common cyber-attacks in the
GCC region, including in UAE. UAE ranked 10th in the
globeinterms of the percentage of email traffic recognized as
phishing and 7th for the percentage of email traffic
recognized as malicious, according to a study. Dubizzle —
the UAE’s largest classifieds website— carried a survey to
assess the cyber hygienic practices of the public [29]. The
results showed that 36% of the respondents had never heard
of the term “phishing” while 16% had heard the term but did
not know its meaning. The outcomes explain why Dubizzleis
a lucrative platform for phishing scammers, where 30.8%
suspected scams where on Dubizzle Jobs and 27.6% on
Dubizzle Motors [30].

Therefore, education, awareness and safe surfing of the users
is essential in combating cyber threats that arise from
emerging technologies. In early 2018, the initiative
"Cybersecurity Ambassador" was launched to build a secure
e-culture, empowering Emirati students as ambassadors for
cybersecurity, in line with UAE Vision 2021 to promote a
secure electronic lifestyle in the UAE. Recently, the ‘Child
Digital Safety’ initiative was launched in UAE to enhance
child safety and the quality of digital life in the country. The
initiative was launched on the Emirati Children’s Day on 15"
March 2019, consisting of several activities like an
interactive children’s camp, training workshops, digital
wellbeing portal and a platform to address queries from
parents.

V. CONCLUSION

The main objective of this paper was to analyze the cyber
resilience of UAE, a smart nation with strong visions of
becoming a knowledge-based creative economy and leading
other countries in terms of innovation and cybersecurity.
Leading two successful smart city projects — in Abu Dhabi
and Dubai — UAE is in the frontiers in deploying advanced
loT, CPS and cloud technologies. Yet in terms of
cyber-attack preparedness, UAE demonstrates a relatively
well score on preparedness for cyber-attacks among the GCC
countries, and 47" globally. High digitization, interconnected
communications and inadequate cybersecurity measures
make countries like the UAE a strong target for cyber
attackers, especialy with an increase in the extent of
cybercrimes worldwide and in the Middle East.

Introducing the Quadruple Helix Model for an innovative
economy, we connect the same model to the importance of
establishing a cyber resilient nation. The collaboration
between the key stakeholders namely the government,
industry, academics and society are essential to build a cyber
secure nation. Having said that, we analyzed to what extent
has the UAE’s four key players actively contributed to the
cyber resilience of the country.

UAE has legidations for cybercrimes in place, but what is
required is a single national regulatory to harmonize laws
between free zones and those of the UAE legidation at large.
A constructive national cybersecurity strategy is also in
place, including the Dubai Cyber Security Strategy, however
the implementation time frame of these strategies is quite
long compared to the rapid changing cyber environment and
need for quick actions for cybersecurity.
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Public-private sector collaborations and investment in
advanced cyber security technologies are a great stepping
stone, however, the most significant factor in the successful
deployment of these investments is the development of an
ecosystem for qualified individuals, technocrats and
researchers from the national and global talent pools.
Moreover, businesses must be aware that cyber-attacks are
evolving in their methods and techniques and so to keep pace
with the evolving cyber climate, timely personnel awareness
and training is crucial to minimize its impact. And so, the
academics and R&D play a major role by equipping the
future talent with skills of tomorrow and by up skilling
employees and executives. The UAE has severa initiatives
on technical workshops, but it aso needs to integrate
cybersecurity in schools and universities as part of their
curriculum. R&D is required to prepare cybersecurity
techniques for the future, unexpected cyber threats and UAE
has established research centers and actively planned to
invest agreat deal in R&D.

Lastly, yet most importantly, the public plays a very
important role in the whole paradigm of transforming into a
smart and secure nation. With rapidly increasing population
and high digital penetration, UAE comprises a population of
mostly the tech-savvy youth with poor cyber hygiene
practices, make the country vulnerable to cyber-attacks.
Hence alot of effort from the UAE Government, aeCERT,
academics and national and international collaboration of the
industry is required to make the society well aware on the
threats of the cyber world and enable them to make more
informed decisions.

The UAE government, national and international industries,
academicians and R&D and the society at large, together
these key players can lead the country to become a leading
Smart, Secure and Cyber Resilient Nation.
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