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Abstract: Large scale of images data sets are being produced 

every day by various digital devices. Due to huge computational 
jobs make people seizure to cloud platforms for their efficient & 
economical reckoning resources. These computing platforms in 
which assets are provided as services of the internet. Sensitive 
information stored in cloud makes more challenging in data 
security and access control. Once data is uploaded to 
cloud-platform, the privacy and security of image-data fully 
depend and believe upon cloud service provider honesty. Our 
proposed work deals with securing image where high protections 
are applied on multimedia contents. This paper deals with studies 
security challenges algorithms lies in image at the time of 
constructing cloud platform. In this a new enhanced security 
technique investigated, includes secure by using computation and 
encryption, act as a security information guard for high secrecy in 
cloud platform data storage areas. In our research work, 
cipher-text image is created and performing 
encryption-decryption at User level. Data hiding and ECC 
(Elliptic curve cryptosystem) based watermarking technique at 
cloud computing platform. 
 

Keywords : Cloud, internet, privacy and Security, encryption, 
decryption, elliptic curve cryptosystem, watermarking 

I. INTRODUCTION 

Now in present days emerging technology development 

in Cloud computing includes sharing of computing resources 
and has many challenges in various aspects of image 
information handling. It stores and manages frequently used 
data on multi servers that could be accessed later by using the 
availability of Internet. The advantage of adopting cloud 
computing is it saves user from incurring the heavy cost of 
hardware and software services. Before emerging of cloud 
computing, users/companies faced problem- there are high 
chances that user may lose his image data or company data, if 
there is hardware or software failure. 

 There are several high securities regarding client’s trust, 

leakage of data, user’s authentication, data loss and some 

malevolent user handling in cloud platform.  
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When wrong use of cloud computing and the services given 

then Hijacking of data, loss of control and some disturbance 
may be there in the cloud. Hence vital importance of 
improving the security and data storage in platform of cloud 
computing.  There are several high securities regarding 
client’s trust, leakage of data, user’s authentication, data loss 
and some malevolent user handling in cloud platform.  

It is very important and  necessary for the data storage hub 
in cloud computing with high security solutions. So the entire 
storage of data in cloud computing platform is with full 
trustable and reliable. The security in the cloud computing 
storage hub should be flexible so as per required, improved by 
new security algorithm. 

This research paper focuses on a solution to allow an 
concerned party to identify overall feature of image data with 
no conciliating user’s data privacy. In this proposed research 

method, the concern interested parties carry out one of the 
image detection algorithms to produce the features of an 
image from the encrypted image-data which is shared by 
Network Service provider [1]. Service provider can utilize the 
comparisons and similarity between the features extracted in 
the user’s image data and the standard specified images to 

identify end users. Against the interested party the privacy of 
user’s image is challenge to preserve. While permitting the 
useful features of detection algorithm over encrypted 
image-data. To manipulate this challenge, we intend an 
enhanced security system on image-data which exploits 
Homomorphic encryption method to crumble the 
present-exist image-data feature detection algorithm that can 
be carried out in cipher-data-text domain. 

 

II. CLOUD SERVICES AND MODELS 

    There are various services and models in cloud computing, 
which provides the cloud computing suitable and easily 
accessible to users. Cloud Computing provides four main 
deployment models as shown in figure-1and four basic 
service models. A cloud deployment model depends on 
“configuration” of cloud domain factors, which are: Public, 

Private, Hybrid, and Community and in cloud access belongs 
to any of one. The public cloud systems and services are 
mainly available to the general public and may be some 
possibility of less secure because of its directness. The Private 
cloud infrastructure allows systems and services provisioned 
for exclusive use within an organization and it provides high 
security, privacy and reliability because of its network 
environment.  
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The community cloud infrastructure is provisioned to be 
accessible by a specified organizations group having shared 
concerns. Hybrid cloud infrastructure is the combination of a 
private and public cloud, with flexibility   and control.  On 
these platforms critical workloads or sensitive applications 
are carried out by using private cloud and while having the 
non-critical workloads or applications are carried out by using 
public cloud. 

 
Fig. 1. Deployment Model 

 Cloud computing is collection of four service models and 
are categorized as: IaaS (Infrastructure as a service), Paas 
(Platform as a service), SaaS (Software as a service) and FaaS 
(Functions as a service) as shown in figure-2.These service 
models  act as cloud computing stack ,because their structure 
build on top of one another [2]. 
 

 
Fig. 2.  Service model 

IaaS is one of the most basic fundamental service models of 
cloud computing that allows IT infrastructure like virtual 
server space or VM’s on rent from the service provider from 

cloud computing platform on pay-for-service center. PaaS 
(Platform-as-a-service) refers to deploy onto the cloud service 
infrastructure acquired applications for developing 
on-demand condition, delivering, managing and testing of 
software applications. In SaaS (Software-as-a-service) the 
cloud service provider leases applications or softwares, 
connected to the internet, as per the demand and on a 
subscription basis. These lease applications and softwares 
allow the cloud service provider to be control over investment 
for software design architecture; support operations; 
maintenance and client focus on the actual software and 
application being used. FaaS refers to cloud version of 
“serverless computing architecture”, adds another layer of 

concept to PaaS, allows software development and free the 
user from managing, so that developers are completely 
insulated from everything and upload instantly functional 
blocks of code and set them to be triggered by a certain event. 

III. IMAGE-DATA PROCESSING: PRIVACY 

PROTECTION  

The proposed research system Architecture as shown in 
figure-3 consists of cloud server model and its architecture in 
public cloud. Here User holds huge image-data act as 
data-owner and proposes to frame-out the image-data 
processing jobs to the cloud computing platform. As per the 
System Architecture Model, User encrypts the image-data 
earlier in advance before carry-outing to the cloud computing 
platform, which is poised by different-set of cloud servers. It 
can accept responsibility to be Honesty-and-Trustful with 
snooping. Cloud Server Platform can only right to access the 
encrypted image-data which is uploaded by the User-owner 
and carry-out the relevant image processing algorithms over 
cipher-text data domain. Then the cloud server in cloud 
computing platform precedes the demanded results back in 
cipher-text form to the user. After this , in last, User use its 
private key and process to decrypt the data to get returned 
concern results. In this entire system, the cloud computing 
platform should not have any involvement to access the User 
results carried-out by image-data computation jobs in the 
domain of plaintext 

 

 
 

Fig. 3(a).  Cloud System Model 

 
Fig. 3(b).  Architecture in public Cloud [4] 
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IV. SYSTEM DESIGN  

A. Image Data Preprocessing:  

Now a day image-data processing applications are installed 
or set-upped in large variety of end-user devices and are 
widely used for data transfer. So it is essential and important 
to encrypt an image before sending to anyone as per security 
point.RGB pixel displacement is the best method to encrypt 
the color-data image. In this RGB technique, shown in 
figure-4, input data is encrypted by using another color-data 
image which act or used as a Key-Image, and here important 
point is Key-Image is of equal  and same size with the given 
color data-image i.e. original color image. Now the key 
generation process involves the splitting of taken Key-Image 
into Red, Green, Blue components and then bit plane of each 
Red, Green, Blue components is selected, which operates as a 
KEY. Then we also split the original color data-image into 
Red, XORed with the Key-Image components and by this 
operation transitional cipher-text Image will be generated. 
This further endures as shown in figure-5, scrambling of RGB 
and provides the required Cipher Image [5]. Here in this 
research, the original image is encrypted with the key image. 
Encrypted data image is accessible by one who is having the 
same Key-Image. When decryption of the Image is processed 
then it follows reverse process of encryption. 
 

 
Fig. 4.  RGB pixel displacement Encryption 

 

 
 

Fig. 5.  Generation of Encrypted/Ciphertext Image 
 

B. Privacy-Preserving Image Processing (Encrypted 
Image Evaluation):  

In cloud computing platform to access the various data-sets 
in different capabilities and maintaining the reliability and 
honesty of such data-sets, the security requirement is the 
important part. In this paper the main point emphasized is 
security of user’s information. This research paper focuses on 

privacy & security of information access and maintaining the 
reliability and honesty of information being accessed in cloud 
platform by using data hiding methods. So in our proposed 
framework ;First initially user-owner encrypted the original 
Image-data before uploading to cloud. Once the Image-data is 
encrypted and uploaded to cloud, this encrypted image i.e. 
cipher-text image in cloud computing platform, is splitted into 
two equal parts i.e. equal halves as shown in figure-6. The 
First-half part image is focused to steganography by using 
Least-Significant-Bit (LSB) and RGB displacement method 
both together. And the Second-half part image is focused to 
Watermarking technique using Elliptic-Curve-Cryptosystem 
algorithm [6]. 

 
Fig. 6.  Framework in Cloud 

 The First-half part of image is focused to RGB-LSB 
method of steganography. This is one data hiding method 
which hides LSB (List Significant Bits) of every pixel in 
Image-data. Now Secret message of textual data randomly 
generated in cloud server platform is shuffled and converted 
to binary bits. Then these bits are inserted in Red, Green, and 
Blue Least Significant Bits of every pixel in First-half part of 
Image-data. Now the secret message is embedded in RGB 
components of Image-data, which is very difficult to break 
and also difficult to predict the secret message data by the 
interloper. This is the procedure of getting First-half-stegno 
image [6]. 

The second-half part of the encrypted image is focused to a 
secure watermarking technique by using ECC (Elliptic curve 
cryptosystem) algorithm, which is most existing solution. The 
watermarking technique is to protect the secret Image-data 
from being tampered. In ECC algorithm, there is a 
public-key-cryptography which is based on algebraic 
organization of elliptic curves over finite domain fields.  
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In the ECC the security depends on the 
multiplication-computing point’s ability. When this ECC 

algorithm is compared with RSA algorithm, we observed that 
the smaller Key-Size is holded by ECC algorithm, with 
reduced size storage. Here in ECC algorithm, the public-key 
obtained is used for embedding watermark into Image-data. 
After this cloud server in cloud computing platform generates 
the private-key and public-key by using ECC algorithm. 
These keys generated are taken as location-point situation in 
an image and cloud server generates the watermarked 
Image-data. 

In cloud computing platform, once the stegno-image is 
generated by steganography method and Watermarked-image 
is generated by the watermarking techniques; which are 
applied on splitted two equal-half parts on an 
encrypted-image respectively. Then the stegno-image and the 
watermarked image are collectively combined to generate a 
Secured-Image in the cloud computing platform. 

After that in cloud computing platform, the cloud server 
precedes the demanded results back in cipher-text Image 
form, given in figure-7, to the User or User-owner, by 
applying decryption method on secured-image in cloud; 
which is just reversing the process of encryption method 

 
Fig. 7.  Retrieval of Frame-work in Cloud 

 Then finally decryption process in figure-8, is done by the 
User using RGB pixel displacement Decryption to get the 
Original Image as shown in figure-9 

 

 
Fig. 8.  RGB pixel displacement Decryption 

 
 

Fig. 9.  Regeneration of Original Image by User 

V. RESULTS 

In our proposed framework, following steps given below 
are involved in the entire process using MATLAB. In this we 
out-line a table-1 which describes the each step output of the 
processed involved in proposed framework. 
1. First the Input image is taken by the user. 
2. The given Input Image is encrypted before uploading on 

Cloud by User and named as Cipher-text Image. 
3. Now  this  cipher-text image  which is  uploaded  on 

Cloud-platform  is  splitted into  two  equal  parts by 
cloud-computing  process in cloud itself. 

4. First half part image is focused to steganography by using 
LSB and  RGB  displacement   method   both together and 
named as stegno-image. 

5. Second half part  image is  focused to  water marking 
technique using ECC algorithm. 

6. Then both the stegno-image and watermarked image are  
combined  to get  the  secured-image in the cloud 
computing platform. 

 
 
 
 



International Journal of Innovative Technology and Exploring Engineering (IJITEE) 
ISSN: 2278-3075 (Online), Volume-8 Issue-12, October 2019 

2131 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number: L33041081219/2019©BEIESP 
DOI: 10.35940/ijitee.L3304.1081219 
Journal Website: www.ijitee.org 

7. After that,  in cloud computing  platform,  the  cloud 
server precedes the demanded results back in cipher-text 
Image form when required (i.e. means if cloud needs to 
retrieve the original cipher-text Image then the 
secured-image is again splitted into two parts, from the 
first part of image ,steganography is removed by 
extracting the textual data from the image and the second 
part the process of Extracting watermark done by reverse 
the embedding algorithm, in the cloud platform and then 
after this both extracted images are added together to 
form cipher-text image.). 

8. If the data owner wants to retrieve the original image then  
he/she  decrypted the  cipher-text  image to get the 
original image. 

Table-1: Results of the Image Generation in entire 
process. 

 

VI. CONCLUSION 

In Image-data processing method, RGB pixel displacement 
algorithm is best one for encrypt the color Image-data and it is 
also suitable for encrypt 3D images data. This proposed 
system stresses on generating key-based on color images and 
the single-key is used for encryption & decryption. In this, 
there is no need for User to remember the keys and prevents 
the key loss. So it is observed that, this method of 
cryptography is more efficient, reliable and provide more 
security.RGB pixel displacement has been preferred for 
encryption-decryption operation at higher speed.   

Presently in Internet-Technology, Cloud computing is 
providing much dominated innovation role. So here again 
security and privacy enhanced methods required. In this cloud 
platform, the privacy of an embedded message is improved by 
data-hiding methods and ECC based watermarking technique 
manipulates copyright protection, to make sure that no 
intruder can own the data. 

In our research work, we observed that an encrypted image 
i.e. cipher-text image is created and performing 
encryption-decryption at User level. Data hiding and ECC 
based watermarking technique at cloud computing platform 
with reduced time. We also observed when the Image-data 
owner or user retrieves the Image-data, then there is no-effect 
of change, on the quality of Image-data, thus keep original 
Image-data preserved 

Our both proposed algorithm at user level and cloud 
computing level is helpful for the today’s requirement. 
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