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Abstract- The massive increase of information in the big data
era has not only created data processing problems, but also the
data security issues. These big data cyber security issues can be
handled effectively using machine learning algorithms among
which the Support Vector Machines (SVM) has better results on
big data classification problems. Defining the proper
configuration of the SVM requires expert knowledge in selecting
the kernel function and other parameters and this can
significantly improve its classification results. In this paper, the
SVM configuration process is modelled as a multi-objective
optimization problem by considering the false positive rate, false
negative rate and modd complexity parameters. A
Hyper-Heuristic Improved Particle Swarm Optimization
(HHIPSO) framework is developed to optimize the SVM
multi-objective optimization problem by incorporating the
hyper-heuristics and improved particle swarm optimization
algorithm. The proposed hyper-heuristic framework includes the
high-level strategy for controlling the selection of low-level
heuristics by search process and the low-level heuristics generate
the new SVM configuration solutions using different rules of
PSO. The effective selection of the kernel function and the
respective parameters of the SVM should result in better values of
false positive rate and false negative rate and also reduce the
complexity. The evaluation of the proposed HHIPSO is performed
on two cyber security problemsand the obtained resultsillustrated
that the proposed approach is effective in improving the
classification of big data cyber security problems than the other
algorithms.

Keywords: Big data, cyber security, Support Vector Machines,
multi-objective optimization, hyper-heuristics, Hyper-Heuristic
Improved Particle Swarm Optimization.

[.INTRODUCTION

Modern digital information era has created the space for high
volume of data to be generated and stored by the advanced
technologies and Internet of Things (10T) [1].
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This rapid growth of the Internet data has also exponentially
increased the frequency of cyber-attacks. The cyber-attacks
cause extensive damages to the networks and hence to tackle
them the cyber security systems have been designed and
installed. Cyber security techniques and processes are
assigned with the role of thwarting theillegal cyber-attacksto
protect the computers and networks from the cyber damages
[2]. They perform the major function of protecting the shared
information for improving decision making; detecting the
vulnerable attacks in applications; prevent unauthorized
accessing of networks and secure the confidential network
information [3]. Most of the larger companies have their own
cyber security network while other organizations make use of
such solutions from security organizations like Accenture,
IBM, CISCO, etc. [4].

Recent cyber security solutions have inclined more
towards the monitoring of network and Internet traffic to
identify and avert the bad actions[5]. Thisisentirely different
fromthetraditional cyber security solutions which focus only
on the detection of bad signatures for unauthorized access.
While the traditional systems were aimed at detecting the
malware by scanning the incoming traffic against the malware
signatures, they are relatively weaker with detecting only
limited threats [6]. These traditional techniques including the
intrusion detection, firewalls and anti-virus software have
become ineffective in tackling the hackers as the attack
strategies are highly destructive than the older versions[7]. In
addition to this, the presence of big data has increased the
critical condition as gigabytes of data are transferred between
each node of the computer networks; making the hackers job
of entering the networks very easier and cause severe damage
without getting traced [8]. The big data problems are majorly
due to the organizations providing access to their data
networks allowing the partners and consumers to access all
data and making it vulnerable to the cyber-attacks. Similarly,
the big data has also increased the skills of hackers to evade
the traditional security systems. Also, the big data has made it
difficult to identify the attacks when initiated and the attack is
only known after the damage is done to the hardware and
software components [9].

To address these security threats linked to the big
data, the big data analytics can be used for cyber security
analytics by employing the big data techniques to evade the
cyber-attacks [10].
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Based on this concept, many organizations have
started to remodel the cyber security systems [11]. As said
before, the machine learning algorithms have been utilized
extensively for this process with the SYM emerging as the
front-runner.

Recently, in [12], SVM configuration process was
modelled as a bi-objective optimization problem and a
hyper-heuristic framework was developed to optimize this
cyber security problem. However, the modelling of SVM
configuration as bi-objective problem considers only
accuracy and model complexity factors. Considering multiple
parameters can be beneficial in big data classification
problems. Likewise, the hyper-heuristic framework can aso
be improved further if advanced optimization concepts are
adapted to its basic structure. Hence, in this paper, the SVM
configuration is modelled as multi-objective optimization
problem and an efficient HHIPSO is proposed to resolve the
optimization problem. First, the false positive rate, false
negative rate and model complexity parameters are
considered for the modelling of multi-objective optimization
problem. Then the hyper-heuristic framework controls the
selection of kernel function and related parameters of SVM.
Then the HHIPSO adaptively analyses and detects the
suitable set of SVM configurations. The performance of the
proposed HHIPSO based framework is evaluated using two
cyber security problems: NSL-KDD anomaly intrusion
detection and ISCX-IDS Intrusion detection. The observed
results illustrate the effectiveness of the proposed
hyper-heuristic framework in the cyber security problems.

The rest of the article is organized as. Section 2
presentsabrief discussion of the recent related works. Section
3 presents the formulation of the SVM configuration and
section 4 presents the proposed hyper-heuristic framework.
The experimental resultsare highlighted in section 5 while the
conclusion of this paper is provided in section 6.

[I.RELATED WORKS

Many researchers have focused on developing efficient
cyber security solutions using big data analytics. Some of the
most recent techniques are discussed in this section. Dovom et
a. [13] presented a fuzzy pattern tree method for maware
detection of big data 1oT. This method transmutes the
Op-codes into vector space and appliesy fuzzy and fast fuzzy
pattern tree to detect the malwares. The results provided high
degree of accuracy in categorization with about 97% for
Kaggle dataset and more than 93.13% for Ransomware
dataset. Shamshirband and Chronopoulos [14] developed
high performance-ELM based malware detection method
which provided accuracy of 95.92%. However, this model
does consider only three features for malware detection and
hence needs to be improved. Zhong and Gu [15] proposed a
multi-level deep learning system detecting the malwares. This
system organizes multiple deep learning modelsusing the tree
structure and each tree focuses on specific data distribution of
particular malware group. Experimental results showed high
accuracy of malware detection using this system but the major
drawback isthe high computationtime. Ju et al. [16] proposed
a big data analytics framework for targeted cyber-attacks
detection from the heterogeneous noisy data. This approach
utilized different heterogeneous data and correlated them to
identify the malicious nodes. It provides highly accurate
cyber-attack detection but it considers only limited features
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and does not include the human perception in attack
detection.

Venkatraman et al. [17] introduced a hybrid deep learning
image-based analysis model for detecting the cyber-attacks.
This hybrid model helps in detecting suspicious behavior of
systems and also visualizes the malware classification. This
model achieves high accuracy of malware detection with less
computational cost. Calvert and Khoshgoftaar [18] used the
big data sampling to produce varying class distributions for
the detection of dow HTTP DoS attacks. This approach is
based on the legitimate traffic monitoring of the system to
detect the attacks using Random forest as optimal learning
algorithm. This approach provided results of AUC value
0.99904 for the attack detection. However, only the AUC
metric is estimated and this causes statistical inconsequential
decisons. Mao et a. [19] presented a spatio-temporal
approach to detect the malwares based on the big data
characteristics of the cloud systems. This approach devised a
graph based semi-supervised learning algorithm for detecting
the attacks based on the spatial and temporal features of the
data distributions. Experimental results provided better
detection rate of malwares in less computation time. But in
this approach thereis an upper bound on the recall to malware
detection based on the file co-occurrence in end hosts.

Martin et a. [20] introduced MOCDroid using
multi-objective evolutionary classifier detecting the malwares
in Android. This approach utilizes SPEA2, a multi-objective
genetic algorithm, to select groups of import terms to
determine the malware nodes. Empirical results proved that
this approach has high accuracy and reduced number of false
positives; but the approach considers only few objectives.
Gupta and Rani [21] proposed machine learning based big
data framework for zero-day maware detection. The
identification of attacks is performed using classification
algorithms in which the random forests provided higher
accuracy. However, the larger dataset used for evaluation
makes the detection process very slow. Wassermann and
Casas [22] developed BIGMOMAL method using big data
analytics and supervised-machine-learning for mobile
malware detection. This approach detected the maware in
running apps with high accuracy but the approach suffers
from concept drift problem. From the literature, it can be
understood that the machine learning algorithms can provide
better classification in the detection of malwares. However, it
is also inferred that certain classifiers are only suitable for
particular type of datasets. This leads to the necessity of the
designing better configuration of the machine learning
algorithms which could provide highly accurate malware
detection with less computation time and higher efficiency.

[11.SVM CONFIGURATION AND OBJECTIVE
FUNCTION FORMULATION

SVMs are supervised kernel learning based agorithms
whose primary role was classification and regression. The
kernel learning maps the input patterns into the higher
dimensional feature space for linear separation. Hence the
kernel function and the kernel parameters must be selected
appropriately to improve the performance of SVM. The
radial, polynomial, sigmoidal,
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ANOVA and inverse multi-quadratic are some of the
kernel functions used for SVM. Many researchers have
developed new and hybrid kernel functions by combining the
basic kernels. The existing kernels are either local or global
kernels. Thelocal kernels have good learning ability but have
poor generalization ability while globa kernels have good
generalization but poor learning ability. The main challengeis
to select the kernel function which should be used for the
current problem instance or the current decision point. The
selection is based on the distribution of the input vectors and
the relationship between the input vector and the output
vector. However, the feature space varies during the solution
process and hence it is determined to use multiple kernels
from which the best suitable kernel is selected for each
instance. This approach improves the accuracy of SVM but
the selection of kernel must be automatic and appropriate to
the current stage of processing.

The kernel functions are formulated by the input vectors
and kernel parameters o, f and d which are set by the user.
Apart from these parameters, the weight vector w and the
margin parameter C area also set by the user. In traditiona
SVM configuration, the appropriate values for C, the kernel
type and the kernel parametersare needed to be specified. The
objective is to select SVM configuration that minimizes the
error and improves the accuracy without influencing the
complexity in any tested data. This can be modelled as a
black-box optimization problem expressed as a tuple form

< SVM,0,D,C.5 = )

Where SVM is the configured algorithm, @ is the search
space of the possible SVM configurations (C, kernel type and
kernel parameters), T’ is the distribution of the set of
instances, C is the cost function, and 5 is the tatistical
information. The goal is to minimize the cost function  to
obtain the solution sets over a set of problem instancesto find

1
f* € ARGMIN—. Z c(8,m)
gee |D|
TED ()]

Each & € © represents one possible configuration of the
SVM and the output C is obtained while testing SVM across
many instances. The main function of the proposed HHIPSO
will betofind & € © such that the cost function is optimized.

The multi-objective optimization problem is formulated
based on the pre-determined three objective parameters. For
an SVM, the accuracy can be seen as a trade-off between the
complexity i.e. number of support vectors (NSV) and the
margin (C). Thistrade-off is controlled through the selection
of the SVM configuration (C, kernel type and kernel
parameters). To ensure this, the false positive rate (f£+),
false negative rate (f 717") and model complexity are selected
as the conflicting objectives. fpr and frr ae the
expectancy rates related to the accuracy, precision, recall and
f-measure values. The complexity is represented by the
number of support vectors (NSV). The multi-objective
optimization problem is formulated as

min F (X) = |f3(x). f; (x), f5(x)|
(©)
Where f1(x) = fpr; £, (x) = far; f5(x) = NSV

Retrieval Number: L34011081219/2019©BEIESP
DOI: 10.35940/ijitee.L3401.1081219
Journal Website: www.ijitee.org

3894

I nternational Journal of Innovative Technology and Exploring Engineering (1JITEE)
ISSN: 2278-3075 (Online), Volume-8 | ssue-12, October 2019

Resolving this formula provides the solution for SVM
configuration and this will be the main function of the
proposed multi-objective optimization framework.

IV.HHIPSO FRAMEWORK

The proposed HHIPSO framework consists of the SVM
and the hyper-heuristic framework containing the 1PSO
algorithm for multi-objective optimization. Fig.1 shows the
proposed HHIPSO based SVM working model. The proposed
model performs the processes of cost optimization based
configuration selection for the SVM. The SVM model
includesthe SVM configuration and setting of kernel function
and kernel parameters along with the margin and other
parameters. The cost function modelled using the SVM
configuration parameters is to be optimized using the
multi-objective optimization function. This function is based
on the fpr, fnr and model complexity and is performed
using the hyper-heuristics and the |PSO.

The solution representation is the one configuration
(8 € 0) of the SVM that is optimal and is represented as a
one-dimensional array with the margin, kernel type and kernel
parameters to be selected. The population of the IPSO is
randomly initialized by assigning a random value to each
decision variable.

x] =17+ Rand’(0,1) [LLJ —If],
4)

Where i denotes the index of the decision variable, d
represents the total number of decision variables, p denotes
the index of the solution, |PY denotes the population size,

Rand; (0,1) denotes the random value in the range [0,1]

p=12,..|PSl;i=12,....d

for the i-th decision variable, 17 and u® are the linear lower
and upper bounds, respectively.

SVM
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Fig.1. Proposed HHIPSO-SVM model
The fitness calculation is performed in the IPSO by
estimating the generated rules to optimize the cost function
based on the objective function in Eq. (3).
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This will be applied to al the training instances T and
determine the effective configuration with minimal cost
function. The fitness function is first decomposed into a
number of single-objective sub-problems which are solved in
a collaborative manner to form the objective values. The
fitness function is modelled as

fitness(x) = | 2| T, z,(X) )

Subject to z; (X) = min F(X)
Where z; [ X) is the objective value obtained for the instance
i inthetraining set T using the set of generated rules.

High-level strategy: The primary function of the high-level
strategy is to automatically perform the heuristic selection by
choosing the heuristics one-by-one and applying it to the
solutions. In the selection stage, the heuristics are chosen from
the existing set of heuristics formed by the low-level
heuristics. They are chosen using a online heuristic selection
mechanism by analysing its past performance for using it in
the current state. In this selection, two variables are vital.
They are the empirical reward and the confidence level. The
rewards obtained in past performance are caled empirical
reward while the frequency of utilization of the heuristic
denotes the confidence level. Based on these two variables,
the heuristics is deemed fit or unfit for the current state of
operation.

Once the heuristics are selected, they are applied on the
solutions. First the solution to which the heuristic is to be
appliedinthe particle mating processis selected. The solution
is selected based on the particle position and velocity of the
IPSO algorithm. The particle which is provided as gbest
solution contains the solution to be applied. The heuristic is
applied with the sel ected solution to form new set of solutions.
The new solutions are compared and they are analysed by
their properties in terms of configuration to either include
them in the existing set of solutions or terminate them to
accommodate newer solution from next iterations.

Low-level heuristics: The low-level heuristics contains the
set of problem related rules generated to provide solutions to
each selected problem instances. The low-level heuristics
considers one or more solutions and either combines or
modifies them to form new set of solutions. The solutions are
formed using many search based operations. The IPSO based
search processis one of the search processes utilized to form
new solutions from the existing set of solutions.

After the formation of new solutions by low-level heuristics
and the selection by the high-level strategy, they are saved in
the non-dominated set of solutions in the archive. The
non-dominated sorting procedure is used to classify the
archiveto create several levelsfor saving the newer solutions.
The first level is given to the solution with high priority and
the next level will be given to the second best priority and vice
versa. The IPSO selects the solutions from this archive based
on the Pareto-front and returns the best configuration as the
final solution.

IPSO: The proposed enhancement to the PSO algorithmisto
improve the local search capacity. The velocity and position
update of PSO is given by

Vg = WE VU + oy (P — Xg) T 61y [:Tﬂgf.' -
tiz)

(6)
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Xig = Xjg T Vig (7

Here the ;. denotes the velocity of particle i at
D-dimensional vector, x ;. denotes the position of particle i
at D-dimensional vector, w is the inertia weight, ¢4 and
are positive acceleration factors, and ¥ and > are random
functions varying between [0, 1]. P;; and P, are local
optimal extreme and global optimal extreme, respectively. In
traditional PSO algorithm, the global search ability is
decreased with the increase in the number of iterations. In
order to tackle this problem, the local minimum value is
slimmed down to enhance the global search ability. This can
create the solution to be struck in the local minimum value
and also reduces the convergence speed.

The proposed IPSO aimsto overcomethislimitation
by increasing the inertiaweight at each iteration and exchange
the high frequency non-linear function as the inertia weight
attenuation function to improve the convergence speed. Thus
the velocity is modified based on the new inertia weight
w(t) isformulated as

Vig = W(t) * v T 07y (Peg —%:0) +
€213 [_Tﬂgc: - x:’n‘}

©)

W, . — W, . t 2
O j(r J

2?-?‘?".33\.' max
9)
Here w(t) denotes the inertia weight after t
iteration, T, is the maximum iteration, and W, .. and
W arethe maximum and minimum inertia weights. When

theinitial t valueissmall, theinertiaweight iscloseto W, . ..
and increases the global search ability. With the increase in
the number of iterations, theinertiaweight stays balanced and
increases the local search ability and avoids the local
minimum value, thus improving the convergence speed.
Algorithm 1 shows the procedure of the proposed HHIPSO
framework.
Algorithm 1: HHIPSO
i.Begin

ii. Select set of training instances T

iii. Generate rules for the selected problem instance

iv. Initialize the population randomly

K= {xy, %0 . Xy}

v. lterationt = 0
vi.Whilet = T

meaex

do

a Foreachx; € X do

i. Compute fitness(X) using Eq.
©)

ii. Solve probleminstance Ty, € T

iii. Estimate values of C, kernd &
parameters
b. Endfor
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vii. Update pbest and gbest
viii. Update velocity and position of each particle by Eq. (7)
& (8)
ix.t=t—+-1
x. End while
xi. Return gbest
xii. End

V.EXPERIMENTSAND RESULTS

5.1. Experimental setup and benchmark instances

The evaluation of the proposed HHIPSO-SVM
model is performed using two benchmark instances of cyber
security problems, NSL-KDD anomaly intrusion detection
and ISCX-IDS Intrusion detection. The experiments are
conducted in MATLAB 2016b (version 9.1) on a Windows
64 bit machine of processor Intel corei5 3470 3.2 GHz, RAM
4GB DDR3 and Storage of 500GB Intel SSD. The two
benchmark instances are collected from
https.//www.unb.ca/cic/datasets/index.html.
A) NSL-KDD Anomaly intrusion detection: The first
evaluationis carried out using NSL-KDD datainstances. The
NSL-KDD consistsof training, testing, 20% training and 20%
testing data files. It also contains subset file with difficulty
levels. The NSL-KDD is an improved version of the popular
KDDCUPQ9 dataset. NSL-KDD problem instance consists of
311,027 training samples and 77,289 testing samples which
are classified as either normal or malicious.
B) I SCX-IDSIntrusion detection: 1SCX-1DS was created by
monitoring the network activity for 7 days from Friday
11/6/2010 to Thursday, 17/6/2010. It consists of records of
normal, HTTP Denial of Service attacks, Brute Force attacks
and infiltration activities. Around 208,667 training samples
and 78,400 testing samplesthat are classified as either normal
or attack activities are used for this evaluation.
5.2. Performance evaluation
The evaluation of the proposed HHIPSO-SVM is done on the
two benchmark instances and then the performance is
compared with the existing HH-SVM [12]. The comparison
metrics are accuracy, precision, recall, f-measure, model
complexity (NSVs) and time complexity. Table 1 shows the
accuracy comparison of HH-SVM and the proposed
HHIPSO-SVM for 25 independent runs. It can be seen that
the accuracy values of HHIPSO-SVM are significantly higher
than the HH-SVM for both the benchmark instances. For
NSL-KDD instance, the accuracy of the proposed framework
is higher by around 4% while for the ISCX-IDSinstance, itis
increased by 5.8%.

Table.1. Accuracy (%) comparison

Algorithm/ NSL-KDD ISCX-ID
Instance S
HH-SVM 89.76 86.6

HHIPSO-SVM 93.33 924

The comparison in terms of precision, recall and f-measure
are shown in Tables 2, 3 and 4, respectively. The precision
results from Table 2 shows that for the NSL-KDD, the
HHIPSO-SVM has high precision which is 6.8% greater than
HH-SVM while for the ISCX-IDS, HHIPSO also has 6.3%
greater precision. Similarly, for recall and F-measure, the
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values of HHIPSO are significantly greater than the HH-SVM
values for both the benchmark instances.

Table.2. Precision (%) comparison

Algorithm/ NSL-KDD ISCX-IDS
Instance
HH-SVM 67.10 63.3
HHIPSO-SVM 73.99 69.65
Table.3. Recall (%) comparison
Algorithm/ NSL-KDD ISCX-IDS
Instance
HH-SVM 62.81 60.0
HHIPSO-SVM 64.29 61.1

Table.4. F-measure (%) comparison

Algorithm/ NSL-KDD ISCX-IDS
Instance
HH-SVM 62.22 56.19
HHIPSO-SVM 68.37 59.82

Table 5 and 6 shows the comparison of HH-SVM
and HHIPSO-SVM in terms of model complexity i.e. NSV
and time complexity, respectively. For NSL-KDD dataset,
HHIPSO-SVM has 11 support vectors compared to the 16
support vectors of HH-SVM. Likewise for ISCX-I1DS dataset,
HHIPSO-SVM has 23 NSV compared to 34 NSVs of
HH-SVM. Thisjustifiesthefact that the proposed | PSO based
heuristic framework reduces the complexity of the system
with its precise and efficient design strategy. Similarly, the
time complexity of HHIPSO-SVM isgreatly reduced than the
HH-SVM model which is evident from the minimal time
consumption in Table 6.

Table.5. NSV comparison

Algorithm/ NSL-KDD ISCX-IDS
Instance
HH-SVM 16 34
HHIPSO-SVM 11 23

Table.6. Time complexity (seconds) comparison

Algorithm/ NSL-KDD ISCX-IDS
Instance
HH-SVM 4.65 126
HHIPSO-SVM 2.55 49.5

The performance of the proposed HHIPSO-SVM is aso
compared with other popular algorithms. The algorithms
namely Gaussian Naive Bayes Tree (GNBT) [23], Fuzzy
Classifier (FC) [24] and Decision Tree (DT) [25] are used for
comparison. The comparison is madein terms of accuracy for
the NSL-KDD dataset and it is shown in Table 7.
Table.7. Comparison of accuracy results of
HHIPSO-SVM and other algorithms

Algorithm NSL-KDD
DT 80.14
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FC 82.74
GNBT 82.02
HH-SVM 89.76
HHIPSO-SVM 93.33

From Table 7, it can be inferred that the proposed
HHIPSO-SVM framework has better performance than the
other algorithms. The main reason for thisimprovement isthe
use of better design strategy and efficient solution for
different problem instances by selecting the most appropriate
SVM configuration at each stage of the system without
degrading the data processing performance.

VI.CONCLUSION

In this paper, a hyper-heuristic improved particle swarm
optimization based SVM configuration framework is
proposed to resolve the big data cyber security problems.
First, the SYM configuration problem is modelled as a
multi-obj ective optimization problem with fal se positive rate,
false negative rate and model complexity being the multiple
objective parameters. This multi-objective optimization
problem is solved by developing the proposed HHIPSO
framework which utilizes the high-level strategy and
low-level heuristics of hyper-heuristic approach and
improved PSO agorithm. This proposed framework
improved the selection of margin parameter, kernel type and
kernel parameters for the better configuration of SVM for
cyber security big data problems. The proposed framework
was eva uated on two cyber security datasets: NSL-KDD and
ISCX-IDS. The obtained empirical results proved that the
proposed HHIPSO-SVM model provides highly superior
performance compared to the other algorithms. In future, the
proposed hyper-heuristic framework can be further improved
by including more features of the SYM for optimization of
cost function. Also, the computation time of larger datasets
other than NSL-KDD and ISCX-IDS of cyber security
problems will be evaluated to analyze the time complexity.
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