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Abstract— the security of users are questioned when security 

breaches occur in data when third parties are incorporated for 

collecting and controlling huge amount of personal data. A 

decentralized network of peers are accompanied by a public 

ledger and it has demonstrated bitcoin in the financial space that 

trusted and auditable computing. This paper describes a 

decentralized personal data management system for ensuring 

users control over their data. A protocol is implemented that is 

capable of turning a blockchain into an automated access-control 

manager that is not requiring trust in a third party. There are no 

strict financial transactions in our system. They are used for 

carrying instructions like querying, storing and sharing data.  

Finally, some possible blockchain extensions are discussed that 

are able to harness them into a well-rounded solution for faithful 

computing problems in society. 
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I. INTRODUCTION 

There has been a rapid increase in the amount of data in 

our world. The recent study[1] reports that the past couple of 

years collected 20% of the world’s data. After being 

incepted[2], around 300 petabytes of delicate data has been 

collected by world’s largest social site Facebook. It is 100 

times larger than the quantity of data collected by Library of 

Congress over 200 years[3]. The innovation and economic 

growth has resulted by the constant analysis and collection 

of data in this era of big data. The future trends prediction, 

optimization of process of corporate decision making, is 

done by the data collected by organizations and companies 

for personalizing services. Data is  one of the most valuable 

asset of our economy[4]. The concern about user’s privacy 

is growing with the benefits of a data-driven society. The 

large quantities of sensitive and private information is held 

by centralized organization in both private and public 

sectors. No individual has control over the data stored or 

used about them. The controversial issues related to the 

privacy has been reported by public media. The best known 

example of this issue is the large-scale scientific experiment 

conducted by Facebook without the knowledge of 

participants[5] and story about surveillance by 

government[6]. These privacy issues have been addresses 

several times, both legislatively[7]  and technologically. The 

computations of data and answers instead to raw data[7] is 

presented by a recently developed framework namely, 

openPDS. The OAuth protocol based software for serving as 

centralized trusted authorities is used by leading companies 

for implementing proprietary authentication. The privacy 

concerns of a private data is a major perspective of concern 

for researchers and various techniques are developed for the 
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same. The personally identifiable information is protected 

by data anonymization methods. K-anonymity is one of that 

techniques [8]. A diverse set of possible values[9] is used to 

protect the sensitive data by using related extensions to k-

anonymity including I-diversity and the distribution of 

sensitive data[10] is protected by t-closeness. Differential 

privacy methods are included in other privacy preserving 

methods for perturbing data and adding “noise to 

computational process prior to sharing data”[11] and 

schemes of encryption that permit running of queries and 

computations over encrypted data. It is possible to run any 

computation on data which is encrypted by “fully 

homomorphic encryption” (FHE)[12]. But it is inefficient to 

practice it. Bitcoin was the first system of such kind which 

allowed the transfer of currency securely without using a 

centralized regulator by the use of a blockchain or publicly 

verifiable open ledger. The functions that need trusted 

auditability and computing used blockchains. What that is 

contributed by us: 

1. The management of personal data that aims at 

privacy is constructed by combining blockchain and 

offblockchain storage.  

2.  A vital resource in trusted-computing is 

blockchains. 

II. PRIVACY PROBLEM 

This paper addresses the privacy concerns faced by a user 

while using third party services. The main focus is mobile 

applications because users require to install the mobile 

applications for the deployment of services. A high 

resolution of personal data is collected by these applications 

without the control or knowledge of a user. Our analysis 

makes an assumption of honest-but-curios services 

(followed by protocol). Other concerns of data privacy such 

as sharing of patient’s medical data for performing scientific 

research for monitoring how to use it and how to instantly 

opt-out from it can use the same system. The following 

privacy issues are protected by our system: Data Ownership. 

The main focus of our framework is to ensure that the users 

are able of owning and controlling their personal data. 

Auditability and Data Transparency: A complete 

transparency is offered to the user about the kind of data 

collected and the way it is accessed.  

Fine-grained Access Control: A set of permissions 

when signed-up is granted by users when using mobile 

applications. This presents a reason of concern. Opting-out 

from the agreement is the only way to alter the agreement  
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because permissions are granted indefinitely. By using our 

framework, user is able to revoke earlier collected data by 

altering the existing set of permissions anytime. It is 

possible to keep same user-interface and to securely store 

access-control policies on a blockchain.  

III. PROPOSED SYSTEM 

Beginning system’s overview, the three entities 

comprised in this system are illustrated. The users of mobile 

phone who are interested in using and downloading 

applications; data for operational and business reasons 

(personalized service, targeted ads, etc); and the entities and 

nodes for maintaining and verifying the identity of a 

blockchain. The system verifies their identity by keeping the 

users anonymous. The designing of system is done as 

follows: 

The two new types of transactions are accepted by 

blockchain: 

Taccess: It is used for “access control management”; 

Tdata: It is used for “storage and retrieval of data”.  

A shared encryption key is used for encrypting data 

collected on a phone (e.g., sensor data such as location) and 

in a Tdata transaction, it is sent to the blockchain which is 

able to route a pointer to data on public ledger (the pointer is 

SHA-256 hash of data). The user and service can query the 

data by using a Tdata transaction in association with a pointer 

(key).  Then the verification of digital signature by 

blockchain is done for knowing either it belongs to a user or 

a service.  If it belongs to a service, then the permissions for 

accessing the data are also checked. Taccess transaction can be 

issued anytime for changing the permissions granted to a 

service at any time that includes revoking access to 

previously stored data. It is possible to overview one’s data 

and ability to alter permissions by the development of a 

web-based dashboard and it is similar as developing 

centralized wallets such as Coinbase for Bitcoin1. The 

implementation of Kademilia[13] stores the key value of 

off-blockchain or a distributed hashtable (DHT). A network 

of nodes is used to maintain DHT for fulfilling approved 

read/write transactions. The high availability is ensured by 

sufficiently randomizing data across the nodes. For storing, 

the alternative solutions to off-blockchain should be 

considered. For storing the data, a centralized cloud could be 

used. It offers advantages in ease of deployment and 

scalability as well as some degree of trust in third party.  

 
Fig. 10 Summary of decentralized platform 

 

IV. THE NETWORK PROTOCOL 

The protocol used in the system is described here. Our 

platform uses the standard cryptographic building blocks: 

the 3-tuple defines a symmetric encryption scheme(Genc, 

Eenc, Denc) which is known as “generator, encryption and 

decryption algorithms” respectively, a “digital signature 

scheme” (DSS) which is also described by 3 tuple namely, 

(Gsig, Ssig, Vsig) namely, “generator, signature and 

verification algorithms” respectively which are implemented 

by SHA-256. 

A. Building Blocks:  

The bitcoin and blockchains are earlier discussed. 1) 

Identities: A pseudo identity mechanism is utilized by 

blockchains. The privacy can be increased by using as many 

public-keys as he wants for generating many pseudo 

identities as desirable. The extension of compound identities 

will be used in our system. A shared identity for two or 

more parties is known as a compound identity, where at 

least one party owns the identity and the rest are restricted as 

guests as they have restricted access. The implementation of 

user and the service is illustrated by protocol 1. The signing 

key-pairs of owner and guest are comprised in the identity 

also the symmetric key for encryption and decryption of 

data for protecting data from any threat in the system. A 

compound identity when seen by a network is the 2 tuple:  

(1) 

A 5 tuple is followed is by the entire identity which 

includes the private keys: 

                                                                                            (2) 

 
2) Blockchain memory: L is the blockchain memory 

space, represented as hastable L: {0,1}256  to {0,1}N for N>> 

256 and it is capable of storing sufficiently large documents. 

The adversarial models used in bitcoin and other  
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blockchains assume this memory to be tamperproof. The 

following simplified and albeit inefficient implementation 

can be considered for implementing trusted data store on a 

blockchain. The serialized output is constructed by rest of 

the outputs. Along with insertion, updation and deletion 

operations are also allowed because only recent most 

transactions are returned while looking up L[k].  

3) Policy: a set of permissions granted by users is denoted 

by POLICY u.s. for example, on installing a mobile 

application that needs to access the location and contacts of 

a user, POLICY u.s.={location, contacts}. Considering that 

protocol will not be subverted and data will not be labelled 

incorrectly, it is possible to store any data safely.  

4) Auxiliary Functions: The message sent to transaction, 

containing the arguments is de serialized by P arse(x). The 

verification of appropriate permissions to originator is 

illustrated by protocol 2 by CheckPolicy(pkk sig,xp). 

 

B. Blockchain Protocols:  

The core protocols executed on a blockchain are 

described in blockchain protocols. After the reception of 

Taccess transaction, node 3 in a network executes protocol 3 

whereas Tdata transactions executes protocol 4. A 

POLICYu.s. Set is sent to users for changing the set of 

permissions granted to guest by Taccess transactions. All 

access rights that were previously granted are revoked by 

sending an empty set. A user sends Taccess transaction 

compound identity for signing up to a service for the first 

time. The read/write operations are governed by Tdata 

transactions. CheckPolicy enables only the user or a service 

to access the data.  

C. Privacy and Security Analysis: 

It is desirable that blockchain should be tamper-free 

because it needs a wide variety of untrusted peers. A secure 

manner is required for managing keys by a user. Consider an 

example of a ‘secure-centralized wallet service’.  

 

 
By using this protocol, it is possible for a user to control 

their data. The adversary could not pretend as a user or forge 

a digital signature for corrupting the network or controlling 

the majority of network resources. It is not possible for an 

adversary that controls DHT nodes to learn raw data because 

it has encryption with keys that are not possessed by any of 

the nodes. It is possible to obtain signing and encryption 

keys when a new compound identity is generated. The data 

is assumed to be safe if only one of the keys is obtained by 

adversary. The exposure of a single compromised identity 

could be limited by splitting the identities. For every 

hundred records stored, it is possible to generate new key. 

V. DISCUSSION OF FUTURE EXTENSION 

The present future extensions to blockchains is presented 

in this section. In comparison to existing art systems, a 

better trusted computing platforms is shaped in this way. 

This is able to upsurge the utility of earlier presented 

platform.  

A. From storage to processing: 

Any function [14] could be securely evaluated by using 

Multiparty Computation  
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(MPC) by splitting data into shares, instead of encrypting it. 

Shamir’s Secret Sharing is implemented. Figure 2 

demonstrates the working of blockchains specifically in our 

framework. Results are safeguarded against tampering by 

storing them on a public ledger. Thus, the results of 

elections can be seen but nobody is able to learn about 

whom the individual voted for.  

 
Fig. 2 Secure communication in blockchain 

B. Trust and Decision Making in Blockchains:  

the proof of work algorithm [15] states that computational 

resources are solely responsible for collective decision 

making process of a bitcoin and all the nodes are equally 

untrusted. Also it means that for a “node n, trustn ∝ 

resources (n) (probabilistically)”. The weight of a node in 

votes is decided by it. Proof of work algorithm also states 

that there are lesser chances of cheating by a node. On the 

basis of node behaviour, rewards are given to good actors 

that follow the protocol. The probability p is the expected 

value as we are using a binary random variable. This 

probability is approximated by counting the number of 

bad and good actions taken by a node and then squashing 

it into a probability by using a sigmoid function.  The 

every score had a trust score re-evaluated in every block i 

as: 

 (3) 

Where α denotes the step size. More weight to trusted 

nodes is given by the network and blocks are computed 

more efficiently.  The system should be able to resist Sybil 

attacks because trust within the system is earned gradually. 

It is possible that other types of attacks are attracted by this 

system, such as increase of reputation of nodes for acting 

maliciously at a later time. It is mitigated by random 

selection of nodes, that are weighted by their trust for voting 

on each block and then equally weighted majority vote is 

taken. Regardless of the trust level of actors, too much 

influence of single actors is prevented by this.   

VI. CONCLUSION 

Third parties should not be trusted for personal and 

sensitive data because they can be misused and attacked.  

Instead of this users should themselves control as well as 

own data without negotiating with the ability of authorities 

for providing personalized services. Trusting any third party 

is not required by the users and they are aware of the use of 

data that is collected about them.  The users are recognized 

as the owners of their personal data by the blockchain. The 

companies utilize data without taking care of proper 

security. Also, the decisions about storing, sharing and 

collecting data with a decentralized platform should be 

made simpler. For enforcing the laws and regulations 

automatically, they should be programmed into a blockchain 

itself. The data is accessed or stored by making a ledger as 

legal evidence because its computation is tamper-proof.. 
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