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Background/Objectives: Wireless sensor networks (WSNs) with
thousands of sensor nodes are deployed under hostile
environments and battery constraints. Sensors have to operate for
as long as possible in a WSN because of power constraints.

Methods/Statistical analysis: The LEACH (Low-energy
adaptive clustering hierarchy) scheme is a clustering algorithm to
help increase energy efficiency in WSNs. As the semiconductor
technology develops, the feature size of sensor nodes also
decrease, which is one of the main factors that deteriorates the
reliability of the network. Therefore, a fault detection method is
adopted among the sensor nodes in WSNs. Previous studies to
reduce the power consumption of WSN nodes and increase the
reliability of the network have been inherently conflicted because
of the fact that increasing the network reliability leads to more
power consumption.Findings: In order to guarantee reliable
operation of the sensor nodes, the sensor node or the data
transmission between the channels must have error recovery
capability to compensate for any failure that may occur in a large
network. In addition, these sensor nodes have to operate for as
long as possible under power constraints. Error detection and
correction methods are applied to WSNs even though they
consume more power due to redundant parity bits. This study
proposed an error-correcting code (ECC) scheme for use in WSNs
and for reducing power consumption. This is rendered possible by
simplifying the error detection and correction process in the ECC.
In this paper, we analyze the efficiency relationship between a
power-efficient clustering algorithm and WSN reliability
improvement. We also analyze and model the types of errors that
may occur in the links between sensor nodes and nodes in the
network. Based on this analysis, we propose an ECC scheme with
improved power consumption efficiency. Improvements
/Applications: This proposed code is called a cross diagonal
parity check code. It has the same parity check overhead as the
Hamming code but reduced error-check complexity. The error
correcting processing time is reduced from 6-XOR stages to
4-XOR stages (~33%) when compared to the ATM-8 HEC code
for 64 bit data.
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1. INTRODUCTION

Significant progress has been made in the wireless sensor
network (WSN) field over the last few decades, which have
led to the development of a wide range of applications. Owing
to advances in semiconductor technology, micro electro
mechanical system (MEMS)-based sensor technology--which
involves low-power RF design--has facilitated the
development of relatively low-cost wireless
micro-sensors.[1,2] These tiny low-cost sensors can be used
in applications requiring hundreds or even thousands of
sensors to form a high-quality networks.[3] Paradoxically, as
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wireless sensor networks become smaller and cheaper, robust
data collection and transmission become more difficult.
Therefore, higher reliability is required in data collection and
transmission.[4]

Sensors monitor a wide range of natural environments
under harsh natural and limited power conditions. Under
these conditions, the sensors must be able to reliably collect
and transmit data.[5] Sensors are randomly deployed in a
large area where people are not involved. Therefore, a sensor
node must have self-recovery capability in case of hardware
failure. Applying error recovery technology can help detect
errors in sensor nodes and correct error bits. WSNs consist of
a base station and hundreds-to-thousands of sensor nodes.
Applying a sensor node grouping methodology within the
communication area can reduce power consumption.
Energy-efficient routings for WSNs have been researched
previously.[6] LEACH(low-energy adaptive clustering
hierarchy) uses a single-hop clustering algorithm in which the
cluster head communicates with the sink node directly.

The ARQ(automatic repeat request) and FEC(forward
error correction) schemes are typical methods for increasing
network reliability. In ARQ, the transmitter retransmits if it
does not receive a complete packet flag signal or receives a
retransmission signal. FEC implementation is based on an
error-correction code (ECC), which allows the addition of
redundancy into packets to detect and correct specific bit
errors. Therefore, FEC can improve reliability and is suitable
for low-power operation compared to ARQ since there is no
need to retransmit error packets.[7]

In this study, we examine the energy consumption model in
the channel for improving of the reliability of a network, and
propose an ECC based on this. We also simulate the search
for alternate paths in case of a faulty node. We report the
results of these simulations.

Il. MATERIALS AND METHODS

Energy-efficient operation in WSNs is an important factor
in system configuration. In particular, when data transmission
errors occur due to system malfunction, it is necessary to
perform additional operations to detect an error--a factor that
lowers the energy efficiency. To build fault-tolerant WSNSs,
we need to examine analytical data on the energy efficiency
between the data transmission packet length and the method
for fault tolerance. The ARQ scheme, a typical method for
controlling errors ina WSN, adopts a CRC(cyclic redundancy
check) code scheme. However,
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the start node must retransmit data packets to the sink node
if an error that cannot be corrected by the CRC code
occurs.[8] The so-called ATM-8 HEC code is commonly used
in the CRC to detect data bit errors within 64 bits. A total of 7
parity bits are added, the ECC code is generated from the
polynomial x®+x*+x+1. The ATM-8 HEC code is made up of
6 XOR logic stages, with an overhead of ~700 XOR gates.[9]
FEC is another error control strategy in WSNs. As an
error-correcting strategy, it is more efficient in terms of power
consumption because there is no need of retransmitting error
packets.[10]

The Hamming code is a typical code system for ECCs and
block codes such as Reed-Solomon. Likewise, BCH codes are
efficient for larger data packets. The ECC block codes are

represented as (n, k, p) and the code rate is defined as Rc = kh.

Assume that the data consist of a certain number of
information bits denoted by k. A number of check bits p
identifies the error from the check bits. A number of check
bits p can identify a total of 2° cases. Therefore, the check bits
check for errors in the number of bits for the range of
information bits from 0 to p + k.

2p=p+tik+1 1)

2.1. Related Work

The ATM-8 HEC code can be implemented in two ways:
serial and parallel. A serial implementation base on the
polynomial divisor g(x) = x3+x*+x+1 is simple, but it takes a
lot of time to generate the codeword.[11] A parallel
implementation is suitable for systems that require high-speed
computation, although it is an expensive solution. However, it
is not suitable for a system that operates beyond 3.2 Gbps
clock speed. For example, the ATM-8 HEC code needs 6
stages of 2-input XOR gates for a data length of 64 bits. The
CRC calculation time must be satisfied within a < tCCD =
5nCK.[12] The square code can improve the calculation
speed and overhead compared to the ATM-8 HEC code. This
coding scheme has row- and column-direction parity check
bits for detecting bit errors. This row- and column-direction
parity check bits can check crossly for each data bit. A parity
bit is calculated along each row and column when the number
of'data ““1” is odd. Table 1 shows the configuration of the code
word. It represents a 24-bit code word(=n), with 16-bit
information length(=k) and 6 parity bits(=p).[13] The parity
bit p0 checks the odd bits of “1” from the sum of all the data
bits d0-d3 in the first row. Parity bits p0-p3 check the odd bits
with “1” in the row direction, and parity bits p4-p7 check the
data bits in the column direction in the same manner. For the
odd-parity check system, if the sum of the data bit is “1”, the
parity bit will be “1”. Otherwise, the parity bit will be a “0”.
Finally, syndrome bit sO must be “0”, which is the sum of all
the first row data bits and parity bits. The syndrome bits s1-s3
are calculated in the same manner. The generated codeword
satisfies the minimum distance (dy;», = 3), so that the error bit
can be detected and corrected. Codewords are organized in
the following sequence:

codeword(n) = d0 d1 d2 d3 p0 d4 d5 d6 d7 pl

d8 d9 d10 d11 p2 d12 d13 d14 d15

p3 p4 pd> pb p7 )
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Table 1: Configuration of 16 bits information

16 bits

data Data | data | data | parity
data do dl d2 d3 p0
data d4 d5 dé d7 pl
data ds d9 dio | di1 | p2
data di2 di3 di4 |di5 | p3
parity | p4 p5 p6 p7

2.2. Radio Channel Modeling
The LEACH algorithm uses a simplified radio model
Eaevice = 50 nd/bit to operate transmitter/receiver devices,

with €amp = 100 pJ/bit/™" .[14,15] Figure 1 shows the radio
model.

Bxld) :

Packet Transmit ' Channel | : #ive
K Deviee | Amlia _—> distance - d )
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Figure 1. radio energy model between transmit and
receive node
To transmit a k-bit message at distance d, the radio model
expends is as follows:
Ery (k.d) = E’.".r—ds*ul'rp{k] + E’.".r—n:mp (k. d)
Ery(k.d) = Egopice » ki + Eamp * K * d: 3

To receive a k-bit message from the transmit node, the
radio model expends is as follows [14] :

ERI {k'd] = Eﬂr-dﬂ'frp{k]

Fﬂx{k'“‘] = Egepice * & (4)

Based on previous assumptions, the ARQ scheme needs
twice as much as radio energy than the FEC scheme. The total
energy consumption is as follows:

2% (Epplk.d) + Egy(k.d)) =

2% (Edsz:ics £k + Eﬂmp xkxd’ + Eds::ics * kj (5)

However, the FEC-based wireless energy consumption
increases only in proportion to the number of parity bits p. In
the FEC scheme, radio energy for transmission and reception
is expended as follows:

ETx(k 'I'P'd] = Edf-ufrﬁ' *{k 'I'P] t Er:rr.;l * (k 'I'P] * “1: (6)

Eﬂr{k + 7, d] = Eﬂ?l.-'fl.’? # {'[" + F] (7
Eventually, the FEC outperforms ARQ in terms of energy
efficiency in large-scale WSNs.

2.3. Odd-weight Cross Diagonal Parity Code

Data packets in a transmitting node encode a codeword,
including parity. They are transmitted through the channel to
the receiving node. The codeword is then decoded back to the
original data. Figure 2 shows the basic schematics of the
encoding, transmission, and decoding processes.
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Figure 2. Encoding & Decoding in the transmission
channel
The codeword of information n containing parity p may be
generated by multiplication with generator G. For n-bit data
length, G has a form [[u : C], where Lo is the n*n identity
matrix and C is the n*p binary matrix where p denotes the
number of parity bits. At the receiving node, the syndrome s is
calculated when decoding the codeword. The parity matrix H
is constructed from the generator matrix G. It has the form H

T.
= [C : [P]. Syndrome s decodes the error vector e and is
represented as follows:

s=nGHT + gHT (8)
2.3.1. Odd-weight Cross Diagonal Parity Code
Generation

For the 8-bit data in the proposed odd-weight cross parity
(12, 8, 4) code, Table 2-a shows the mapping relationship
between the data bits and the parity bits in the codeword
generation. For a codeword with a data length greater than 8
bits, the table can be extended as in Table 2-b.

Table 2: Configuration of 8 bits, 9bits information

(a)8 bits Configuration

8 bits

data data | data | parity
data do dl d2 p0
data d3 d4 d5 pl
data dé d7 - p2

parity | pO pl p2 p3
(b) 9 bits Configuration

9 bits

data data | data | parity
data do dl d2 p0
data d3 d4 d5 pl
data dé d7 - p2

parity | pO pl p2 p3
From Table 2-a, the codeword generator G and the parity H
are
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The syndrome equation is

SO=d0 P dl P d2 P d3 P d6 P po

S1=d1@ d3 e d4 @ d5 P d7 P pl

S2=d2 @ d5 @ d6 @ d7 & p2

S3=d0 P d4 P d3 P d6 @ d7 P p3

The generated codeword satisfies the minimum distance 3,
so that a single error bit can be detected and corrected. Let us
consider an example of generating a codeword from a data bit
to be transmitted. When the message is transmitted as n =
[0000 0110], the codeword nG is generated as [0000 0110
0110]. If a 1-bit error occurs at the second bit in the message
and »’ = [0000 0100 0110], the data are received, and the
syndrome value is s = [0110]. The data bits can be decoded
into the original message since the generator G is a systematic
code.

I11. RESULTS AND DISCUSSION

3.1. Simulation of Faulty Node Bypassing

Figure 3 shows the simulated results of setting the bypass
path, assuming the fault node shown in the figure, for about
1000 random nodes. As shown in the figures, the path
bypassing the fault sensor node has the same or great number
of nodes than the original path. This means that the bypass
path requires more power to transmit packets by equations 3,
4. Therefore, correcting the error rather than bypassing the
avoidance path can reduce the power consumption of the
sensor node. Figure 4 shows a data comparison of the
avoidance node and the error node in 100 accumulations.

3.2. Cross-Diagonal Parity Check Code Comparison

Figure 5 shows the minimum number of parity bits of a
SEC (single error correcting) code for a range of values of n
information bits. The proposed (12, 8, 4) code is a systematic,
quasi-cyclic code that can correct and detect 1-bit errors.
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Figure 3. Simulation results showing example of faulty node bypassing
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Figure 4. Simulation results showing 100 times accumulation between original and avoidance node

Number of Number of Parity Bits for SEC Number of Number of Parity Bits for SEC
Information | Hamming Cross-Diagonal | Information | Hamming Cross-Diagonal
Bits Code Code Bits Code Code
1 2 2 27~30 6 7
2 3 3 31~36 6 7
3-d 3 3 37~42 6 8
43~49 6 8
5 4 4
6 4 4 50~56 6 9
7~9 4 4 57~57 6 9
10~11 4 5 58~64 7 9
12 5 5
13~16 5 5
17~20 5 6
21~25 5 6
26 5 7

Figure 5. Parity bits for Error Correction
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1V. CONCLUSION

This paper demonstrates the advantages of the cross
diagonal parity check code in WSNs. Through radio channel
modeling(equations 6,7), we showed that the application of
the ECC technique based on the FEC scheme to faulty nodes
in a WSN is advantageous over the ARQ scheme in terms of
power consumption. In this paper, we assume that a sensor
node failure occurs during data transmission in the WSN, and
the simulation results showed that it consumes more power
because it the bypass path required is longer than the original
path.

The proposed scheme was compared to both the Hamming
code and a previous square code. The proposed code scheme
reduced the power consumption by ~30% when compared to
the Hamming code because it can reduce the number of XOR
stages from 6 to 4 to generate the codeword. Figure 6 shows
the graph of differences between the parity length of the cross
diagonal parity check code and that of the conventional code
for the same information length. This shows that the proposed
scheme has the same parity length as the Hamming code,

except for the specific length.
Information vs. Parity Bits length
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Figure 6. Parity bits comparison graph between Cross
Diagonal Parity Check Code and Conventional Code
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