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Abstract: Background/Objectives: A method for generating 

multiple certificates with a single CA-authenticated certificate in a 

vehicle communication system having an ECQV-based certificate. 

Methods/Statistical analysis: Using the features of ECC 

(Elliptic-Curve Cryptography), the author proposes a method to 

generate a multiple ECQV implicit certificates with a single 

certificate generation request. The vehicle sends the public key 

and the number of required certificates to the CA. The CA passes 

the ECQV certificate and the values needed to generate multiple 

certificates to the vehicle. Findings: In this paper, we implemented 

the proposed multiple ECQV implicit certificate scheme and 

analyzed its performance on the embedded board. In this case, the 

security library used in the implementation is Openssl, and the 

embedded board for performance analysis is FaLinux's 

ez-s3c6410. The setup and request time for generating the 

certificate are almost the same as the existing method. In the case 

of generating multiple certificates according to the existing ECQV 

method, one request processing time is required when generating 

each certificate. In contrast, in the proposed method, even when 

generating multiple certificates, only one request processing time 

is required. Experimental results show that certificate generation 

time is shorter than public key generation time from certificate, 

and secret key generation time is much shorter than public key 

generation time. This is because in public key generation in 

ECQV, the arithmetic operation of the points in the elliptic curve 

is required, whereas the secret key requires a simple integer 

arithmetic operation. Improvements/Applications: We propose a 

method to generate multiple ECQV implicit certificates by 

generating only one public key. The performance of the proposed 

method is analyzed and confirmed to be superior then the 

conventional method. 
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I. INTRODUCTION 

Recently, research on vehicle communication has been 

rapidly increasing, and it is expected that more and more 

vehicles will be connected to the network in the future. When 

many vehicles are connected by a network, there are various 

network attacks that may interfere with the normal 

communication of the vehicles. In order to prevent such 

attacks, the encryption and authentication functions of the 

messaging are basically required[1,2]. 

A certificates can be efficiently used for mutual 

authentication of vehicles transmitting and receiving data and 

encryption/decryption of transmitted messages. Currently, 

certificates made according to the X.509 standard are used 

most frequently. In this method, a user submits his/her 

identifier and public key to a certificate authority (CA). This 

certificate will be signed by using CAs own private key, and 
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this document containing the "name, public key, signature" 

will become a certificate[3]. 

The well-known public key security algorithms used for 

signatures are RSA (Rivest, Shamir, Adleman) and ECC. In 

particular, ECC methods based on an elliptic curve has 

recently been widely used as a solution to the problem of 

increasing the key length, which is a disadvantage of RSA. 

The ECC scheme, which can effectively encrypt data using a 

key having a small length, is recognized as a method that can 

be effectively utilized in a mobile terminal that is constrained 

by a performance of a processor or a battery[4]. 

As the ECC-based security method evolves, an ECQV 

(Elliptic Curve Qu-Vanstone) implicit certificate, which is 

different from the existing certificate, has been proposed. The 

ECQV implicit certificate does not store the public key value 

in the certificate differently from the existing X509 

certificate, and the receiving side calculates the public key 

using the contents of the certificate. This ECQV implicit 

certificate scheme has advantages of supporting small size 

and fast processing speed compared with existing X509 based 

certificates[5,6]. 

In case of the vehicle communication system, a message 

authentication function and an encryption/decryption function 

capable of judging whether or not the transmitted and 

received messages are falsified should be supported. To 

support these functions, the IEEE vehicle communication 

standards describes the use of implicit certificates based on 

ECQV for real-time processing of communication 

functions[7,8,9]. In order to support the anonymity of the 

communicating vehicle, one vehicle has several certificates 

and periodically uses different certificates[10]. 

When an vehicle operates in the ECQV implicit certificate 

scheme, the vehicle should have a number of ECQV 

certificates at the beginning of the operation, and so a 

plurality of public keys must be created and submitted to the 

CA[11,12]. In this paper, we propose a method to generate 

multiple ECQV certificates by generating only one public key 

and submitting it to CA, and analyzed the performance by 

implementing it. 

Section 2 describes the studies related to certificates, and 

section 3 describes how to generate multiple ECQV 

certificates. Section 4 describes the performance analysis and 

section 5 concludes the paper.  
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II. CERTIFICATE RELATED RESEARCHES 

2.1. Traditional certificate scheme 

Figure 1 shows the X509 certificate generation process that 

is currently in use. As shown in the figure, the hash value is 

calculated by inputting the "user name, public key", and the 

digital signature is the encrypted hash value encrypted with 

the CA's secret key. A certificate is one that adds an electronic 

signature to the original document that contains the user name 

and public key. Commonly used hash algorithms are SHA2/3 

and SHA256. RSA and ECDSA (elliptic curve digital 

signature algorithm) are used to encrypt the hash values. 
Message 
or File

Generate 
Hash

Message 
Digest

(192/256/512 bits)

Digital 
Signature

SHA2, SHA3 RSA, ECC

privprivprivpriv
This is the 
document 
created by 

egkim

76*d03r9%

Kdj76%df

This is the 
document 
created by 

egkim

Asymmetric 
Encryption

76*d03r9%

decrypt with
RSA pub. key

private 
key

 
Figure 1. General certificate generation procedures 

Figure 2 shows the certificate validation process. The 

certificate receiver calculates the hash value by inputting the 

value of "user name, public key". In addition, a value obtained 

by decrypting the signature value in the certificate with the 

public key of the certificate owner is calculated. If the two 

values are equal, it is confirmed that the contents of the 

certificate are valid. 
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Figure 2. General certificate verification procedures 

2.2. ECQV implicit certificate scheme 

The entire process of the ECQV implicit certificate 

scheme, as shown in Figure 3, performs the  operation 

first. The user performs a  requesting the 

generation of a certificate, and the CA that receives the 

certificate request performs a  to generate an 

implicit certificate. A user who has used an implicit certificate 

can perform a 

/  to calculate a 

public key and a secret key. 

 

Figure 3. Overall procedures of implicit certificate 

scheme 

  

The CA initially sets the parameters required for ECC. 

- EC coefficients  and . 

- Base point generator . 

- Order of the base point generator . 
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- CA key pair (private key , public key ) 
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- Select random  
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CA receives (user id),  as input, calculates , 

and delivers it to the user. 

- Select random  

-  

-  
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 /  

The user calculates the public key and secret key from 

received ,  

-  

- Calculated public key:  

- Calculated private key:  

An ECQV implicit certificate has the following advantages 

over an existing certificate: 

- The ECQV certificate has a smaller size than the existing 

certificate because the ECQV certificate does not have the 

digital signature, while the X509 based certificate must store 

the digital signature and the public key. 

- In the X509 based certificate, the digital signature of the 

certificate must be verified in order to check whether the 

public key value is normal. In the ECQV certificate, the 

public key value can be extracted and processed faster. 

III. MULTIPLE IMPLICIT CERTIFICATE 

GENERATION SCHEME 

In the vehicle communication system, in order to guarantee 

the anonymity of the communicating vehicle, the vehicle has 

several certificates and periodically changes the certificate. 

The use of ECQV implicit certificates is recommended in 

order to reduce the size of the certificates and enable faster 

processing. To install multiple certificates on a vehicle, 

multiple temporal public key (in 2.2, 

procedure) must be calculated and delivered to 

the CA. 

In this paper, we propose a method to generate a number of 

ECQV implicit certificates by using a feature of 

 ECC scheme, so that the vehicle can 

generate multiple certificate only a single  calculation. 

Figure 4 shows the overall process of the proposed method. 



International Journal of Innovative Technology and Exploring Engineering (IJITEE) 

ISSN: 2278-3075, Volume-8 Issue-3C, January 2019  

405 

Published By: 

Blue Eyes Intelligence Engineering 

& Sciences Publication  Retrieval Number: C10860183C19\19©BEIESP 

 
Figure 4. Overall procedures of our designed implicit 

certificate scheme 

  

This is similar to the setup procedure in section 2.2. 
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Equation 1 shows that the computed public key  and 

private key  values are normal. 

 

 

 

 

 
                 (1)  

IV. PERFORMANCE VERIFICATION AND 

ANALYSIS 

In this paper, we implemented the proposed multiple 

ECQV implicit certificate scheme and analyzed its 

performance on the embedded board. The security library 

used in this study is Openssl, and the embedded board for 

performance analysis is FaLinux's ez-s3c6410 board (CPU 

ARMv61, RAM 1G, Linux Kernel 4.10.17) [13]. 

 
Figure 5. Performance of our designed certificate 

scheme 

Figure 5 shows the results of performance comparison 

between generating a single certificate and generating three 

certificates according to the proposed method. The  is 

as follows. 

 

 
 Array of value x, length y  

As shown in Fig. 5, the setup and request time for 

generating a single certificate are almost the same as those 

proposed in this study. In the case of generating multiple 

certificates according to the existing ECQV method, one 

request processing time is required when generating each 

certificate. In contrast, in the proposed method, even when 

generating multiple certificates, only one request processing 

time is needed. Thus, as shown in Figure 5, only one request 

time is required to generate three multiple certificates 

according to the proposed method. 

Figure 5 shows that the time required to extract the secret 

key from the ECQV certificate is shorter than the public key 

extraction time. This is because ECQV requires the arithmetic 

operation of the points in the elliptic curve to generate the 

public key, whereas the secret key requires a simple integer 

operation. In addition, in the proposed method, when  

certificates are generated, only " one certificate generation 

time" is required, and no additional time is required. This is 

also the case when generating a public key from a certificate 

( ). 

V. CONCLUSION 

A certificates are widely used for mutual authentication and 

message encryption of terminals that send and receive data. 

The currently used X509 certificate has a structure including 

"name, public key, signature" value. In recent years, as the 

elliptic curve based security method has evolved, an ECQV 

implicit certificate has been proposed which is different from 

the existing publicly used certificate. The ECQV implicit 

certificate has the advantage of being able to support a smaller 

size and faster calculation speed than existing X509 

certificates, and is expected to be widely used in mobile 

communication systems. In particular, in the case of vehicle 

communication, it is recommended that a single car has 

multiple certificates and periodically changes the certificates 

to ensure the anonymity of the communicating car. 
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In this paper, we propose a method to generate multiple 

ECQV implicit certificates by generating only one public key 

and sending it to CA. In addition, we implemented the 

proposed method and confirmed that it is superior then the 

traditional methods in terms of processing speed and amount 

of data to be transmitted. 

In the future, we plan to apply the results of this study to the 

standard of vehicle communication security standard. 
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