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Abstract: Privacy preserving is an emerging concern in the 

field of data mining. The Randomization technique protects 

privacy with loss of accuracy. The secure multi-party computation 

increases the accuracy and conserves privacy but the 

computational complexity is more. The encryption of data using 

cryptography makes the data secure without loss of accuracy and 

reduces the communication complexity. The proposed technique 

is privacy preserving decision tree algorithm using cryptographic 

approach.  The data miner collects frequencies and combined 

frequencies from the users and learns the classification rules from 

the decision tree. The data miner learns only frequencies of the 

sensitive data. The experimental result shows that proposed 

privacy preserving decision tree algorithm is computationally 

efficient and the accuracy is more than the randomization models. 

The communication complexity is less compared with the secure 

multi-party computation models.     

Keywords: Cryptographic encryption, Data Analysis, Decision 

Tree and Privacy Preserving. 

I. INTRODUCTION 

Due to tremendous growth in information technologies and 

storage devices, it is easy to collect a large amount of data 

from users.  Data mining is the process of knowledge 

discovery from large databases. If no proper measures are 

taken, the extracted data may violate the privacy of users. The 

privacy is an important measure in the field of medical, 

business and financial. For privacy concerns, when the user 

data is collected for a survey, many are not willing to provide 

details or may provide false information. When the data 

analysis is applied for the collected false data, the accuracy 

becomes low. Many users are willing to provide the data 

when their data is protected from privacy.  

The researchers proposed different techniques to protect 

the privacy of user’s data. Perturbation method protects 

sensitive data of the user but leads to low accuracy. The 

secure multi-party computation is another technique which 

protects the sensitive data of the user, but the communication 

complexity is more. The other method is homomorphic 

encryption technique which preserves the privacy of the user 

with less communication complexity. Most of the research is 

focused on randomization, anonymization and secure 

multi-party computation. In these methods, the  
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computational complication is high and useful information 

is extracted from the centralized database. The proposed 

technique privacy preserving decision tree algorithm which 

minimizes the information loss and maximizes accuracy in 

distributed communication.  In this, the data miner receives a 

row of data from the user and learns the classification rules. 

The user sensitive data is encrypted using homomorphic 

encryption; data miner receives encrypted user data and 

calculates the final frequency of attribute values. The 

cryptographic encryption is successfully applied to privacy 

preserving data analysis with the invention of homomorphic 

encryption by Gentry [9]. The additive and multiplicative 

homomorphic approaches applied to the encrypted data by 

the fully homomorphic encryption scheme. The results 

produced on encrypted are same as the results produced on 

the original data. The proposed ElGamal additive 

homomorphic encryption technique encrypts the user 

sensitive data. The data miner applies a decision tree on the 

received frequency data. The literature survey presented in 

section 2, privacy preserving decision tree in section 3, result 

analysis in section 4 and the conclusion is in section 5.        

II. LITERATUR REVIEW 

The user sensitive data is protected with randomization, 

secure multi-party computation, and homomorphic 

encryption. These details of techniques are presented in the 

following subsections. 

A.  Randomization Techniques 

Random noise is added to the original records in the 

randomization.  Agarwal R et al[11] proposed an approach to 

estimate the distribution of actual information by 

reconstruction. Agarwal D et al [18] proved that the actual 

distribution is estimated using the Expectation-Maximization 

algorithm. Evfimievski A[1] applied randomization on 

categorical and numerical data using applied statistics, Du W 

et al [12] build a decision tree using randomized response 

techniques for classification. Kargupta H et al [5] proved that 

the data distortion preserves less privacy and low accuracy.  

Depending on the level of privacy all the solutions accuracy 

varies. The accuracy of the model decreases as the privacy of 

each user increases. In general, the required solution is that 

provides adequate privacy and accuracy to the user 

information. To increase the privacy and accuracy secure 

multi-party computation is proposed and data shuffling by 

Muralidhar and Sarathy [4]. The original data records are 

added with noise data in these techniques and these are 

allowed only on statistical data.   
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B.  Secure Multi-party Computation   

In a distributed environment group of parties share the 

confidential data to the trusted party. The trusted party 

computes joint operation on the received confidential data.  

The trusted party extracts useful patterns from the data 

through data analysis. The results are shared with the other 

parties. When the trusted party compromises, the shared 

information is not secure. In secure multi-party computing, 

two or more parties share their data with the trusted party. 

Yao A [6] proposed the secure multi-party computation.  The 

solution for any polynomial functions by secure multi-party 

computation proved by Goldreich [2]. Lindell Y et al [3] 

constructed a decision tree successfully using secure 

multi-party computation without learning anything by the 

shared parties from shared information. The other approaches 

like clustering, KNN, and association rule mining have been 

applied to the shared information. B Pinkas et al[7] 

implemented Generic constructions to achieve Privacy 

preserving the two-party.  

              Lindell Y et al [23] identified the various aspects 

for the issue of efficiency and difficulties to construct SMC 

with related to PPDM. The team presented regular concerns 

that are predominant in the writing when secure multiparty 

computation methods are connected to PPDM. Orlandi, C 

[24] prepared some pragmatic arrangements that can be 

significant for true applications in SMC. Vaidya et al [8] 

introduced PPDM  algorithm of naive Bayes classifier for 

data partitioned by vertically, Archer, D et al [22] have 

designed robust security protocols in SMC, illustrated 

various usecases  of SMC and deployment of its  products. 

Kantarcioglu et al [19] proposed an architecture to keep on 

the privacy of client data and Wright et al [20] introduced 

privacy preserving technique for distributed heterogeneous 

data using Bayesian network structure. This approach is not 

secured when n-2 users and data miners are compromised or 

corrupted.  The discussed techniques provide strong privacy 

but the performance cost is high. These techniques are 

applied to a minimum number of parties says two parties. In 

the above-specified techniques, the communication between 

the parties is multiple numbers of rounds and communication 

complexity is high. 

C. Homomorphic Encryption Technique 

The homomorphic encryption [HE] is a kind of encryption 

technique that allows parties to do computations on 

encrypted data, provides an encrypted result is same as the 

result of operations done on original data. The fully 

homomorphic encryption allows mathematical operations 

such as multiplication and addition for encryption and the 

result of encrypted data by homomorphic encryption same as 

the results produced on the original data. There are two 

different distributed PPDM approaches existed, those are for 

vertically partitioned and horizontally partitioned data. 

Many authors proposed cryptographic mechanisms for 

privacy preserving. Craig Gentry [9] introduced the first 

Fully homomorphic encryption technique using ideal lattices 

for data analysis on a ciphertext without revealing sensitive 

data of the user. Yang Z et al [10] proposed the PPDM 

classification technique that provides the privacy to the user 

data without losing any accuracy. To provide privacy for the 

user sensitive data, all these approaches uses ElGamal public 

key algorithm. In fully distributed communication, the 

additive HE scheme of ElGamal algorithm is used for 

encryption. Zhan [13] presented the homomorphic 

encryption technique and constructed decision tree to learn 

classification rules to achieve privacy preserving on vertical 

data. To preserve the privacy of user data, Chen et al [14] 

shown how to do backpropagation using the artificial neural 

network.  

Aslett et al [15] proposed a machine learning algorithm on 

encrypted statistical information to preserve privacy and 

discussed how to use various software tools in an encrypted 

statistical machine learning. Kaleli et al [16] proposed a 

variety of recommendations for the privacy of user data on 

privacy preserving naive Bayes classifier over the distributed 

data. Huai et al [17] have proposed privacy preserving naive 

Bayes classifier for privacy preserving. The homomorphic 

encryption serves in two categories i.e. additive 

homomorphic encryption and multiplicative homomorphic 

encryption. The additive HE encryption property of ElGamal 

public key algorithm has a finite solution for data sharing 

among unsecured parties. Durga Prasad  K et al [21] has 

demonstrated how to use ElGamal public key Homomorphic 

encryption algorithm for data sharing in a distributed 

environment while preserving privacy. 

III. PROPOSED PRIVACY PRESERVING 

DECISSION TREE 

Let assume U1, U2, … , Un be n users shares their data with 

the data miner. Each user communicates a row of data to the 

data miner and a row has m attributes. Each attribute is either 

continuous or discrete. The discrete data is represented as 

Boolean value and continuous data is represented using fixed 

precision. The sensitive discrete attribute values are 

encrypted using ElGamal additive homomorphic encryption. 

The sensitive continuous attribute values are transformed 

using one-way function. The ElGamal additive homomorphic 

encryption is presented in the next subsection.  

A. ElGamal Additive Homomorphic Encryption 

The ElGamal is a public key encryption algorithm. The 

ElGamal algorithm supports additive homomorphism. The 

security of the algorithm is dependent on the discrete 

logarithm problem. Let assume p be large prime number and 

g be the primitive rootless than p. The data miner selects a 

private key d such that  1 < d ≤ p − 1 . The public key e 

corresponding to the data miner’s private key d is generated 

as  e = gdmod p . The data miner shares public key e, 

primitive root g and prime number p to the users. The user 

Uisends either Boolean value  bi or normalized continuous 

value. The data miner only learns b from the collected data 

b = ∑ bi
n
i=1 .  

The data miner learns b from the following privacy 

preserving protocol as 

Ui → miner: m = grmod p         (1) 

 : hi = bi ∗ ermod p for Boolean value          (2)               

http://www.ijitee.org/
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miner:  = ∑ hi

n

i=1

                              (3) 

 b = s ∗ (md)−1mod p  for Boolean value      (4)                  

And can prove that privacy preserving protocol computes the 

sum of the inputs of the user’s correct as  

               𝑏 = ∑ 𝑏𝑖
𝑛
𝑖=1                   (5)         

      𝑏 = 𝑠 ∗ (𝑚𝑑)−1 𝑚𝑜𝑑 𝑝                (6) 

    = ∑ ℎ𝑖
𝑛
𝑖=1 ∗ ((𝑔𝑟)𝑑)−1𝑚𝑜𝑑 𝑝 

    = ∑ 𝑏𝑖 ∗ 𝑒𝑟 ∗ ((𝑔𝑑)𝑟)−1𝑚𝑜𝑑 𝑝𝑛
𝑖=1  

    = ∑ 𝑏𝑖 ∗ 𝑒𝑟 ∗ (𝑒𝑟)−1𝑚𝑜𝑑 𝑝𝑛
𝑖=1  

    = ∑ 𝑏𝑖
𝑛
𝑖=1                                 (7) 

This protocol is secure even when n-2 users compromise with 

the data miner.   

B.  ID3 Decision Tree Algorithm 

An ID3 is a decision tree learning algorithm.  In which 

nodes are the attributes and edges are the possible values of 

the attribute. Each internal node is a test node corresponding 

to an attribute. The ID3 algorithm works as follows. The 

Decision tree is constructed using a top-down recursive 

approach.  The root of the tree is selected by evaluating each 

attribute using statistical measure entropy and information 

gain. The entropy measures the impurity of the collection of 

data using the following equation 

𝐸𝑛𝑡𝑟𝑜𝑝𝑦(𝑆) ≡ ∑ −𝑃𝑖

𝑐

𝑖=1

log2 𝑃𝑖            (8) 

Where S is the collection of data and c is the number of 

classes and Pi  is the proportion of examples belonging to 

class i. The information gain measures the expected reduction 

in entropy caused by partitioning the data according to this 

attribute. The information gain, Gain(S, A) of attribute A is 

measure using the following equation 

𝐺𝑎𝑖𝑛(𝑆, 𝐴) ≡ 𝐸𝑛𝑡𝑟𝑜𝑝𝑦(𝑆) − ∑
|𝑆𝑣|

|𝑆|𝑣∈𝑉𝑎𝑙𝑢𝑒𝑠(𝐴) 𝐸𝑛𝑡𝑟𝑜𝑝𝑦(𝑆𝑣)  (9) 

Where Values(A) is the set of all possible values for 

attribute A, and Sv is the subset of S for which attribute A has 

value v. The highest Gain attribute becomes the root. This 

procedure is continued at every level of tree construction. If 

the attribute is a continuous attribute, then have to sort the 

values in increasing order and divide it into groups using the 

mean of two consecutive values and then calculate the 

information gain. The proposed privacy preserving ID3 

decision tree algorithm is presented in the sub section 3.3. 

C. Privacy Preserving ID3 Algorithm 

Assume that each user senders either a Boolean or numeric 

value to the data miner. A class label V has p classes 

(𝑣1, 𝑣2 , … , 𝑣𝑝) and each discrete attribute 𝐴𝑖has r attribute 

values(𝑎𝑖1 , 𝑎𝑖2, … , 𝑎𝑖𝑟). The data miner computes the sum 

 𝑏 = ∑ 𝑏𝑖
𝑛
𝑖=1  without knowing the individual value of the 

discrete attribute for each user.  

 The additive homomorphic ElGamal encryption algorithm 

protects the privacy of the user data. Let P be the large prime 

and g be the primitive root of P. The user Uimaintains two 

pair of keys  xi, Xi = gximod P and yi, Yi = gymod P where 

xi  and yi  are private keys and Xi and Yi  are public keys. 

Define two common keys X and Y as 

𝑋 = ∏ 𝑋𝑖
𝑛
𝑖=1      (10) 

𝑌 = ∏ 𝑌𝑖
𝑛
𝑖=1     (11) 

Every user uses the common key to send the data to the 

data miner. Each user Uisends the Boolean value and the data 

miner learns, d = ∑ di
n
i=1 . Each user Uisends the following 

pair to the data miner 

𝑚𝑖 = 𝑔𝑑𝑖 . 𝑋𝑦𝑖     (12) 

ℎ𝑖 = 𝑌𝑥𝑖         (13) 

The data miner learns d with the received pair of information 

as 

𝑟 = ∏
𝑚𝑖

ℎ𝑖

𝑛
𝑖=1       (14) 

For d = 1 to n 

  if 𝑔𝑑 = 𝑟  output d 

The pair (𝑔𝑑𝑖 . 𝑋𝑦𝑖 , 𝑌𝑥𝑖) = (𝑚𝑖, ℎ𝑖) is cipher text of the plain 

text 𝑑𝑖  using Elgamal additive homomorphic encryption 

algorithm.  

The privacy preserving ID3 is presented for discrete and 

continuous attributes as: 

For Discrete Sensitive Attribute 

• User  𝑈𝑖 Private Keys: 

𝑥𝑖𝑗
𝑙 , 𝑦𝑖𝑗

𝑙 𝑤ℎ𝑒𝑟𝑒 1 ≤ 𝑖 ≤ 𝑛, 1 ≤ 𝑙 ≤ 𝑝 

• User  𝑈𝑖 Public Keys: 

𝑋𝑖𝑗
𝑙 = 𝑔𝑥𝑖𝑗

𝑙
, 𝑌𝑖𝑗

𝑙 = 𝑔𝑦𝑖
𝑗𝑙

1 ≤ 𝑖 ≤ 𝑛, 1 ≤ 𝑙 ≤ 𝑝 

•  Common Keys: 

𝑋𝑗
𝑙 = ∏ 𝑋𝑖𝑗

𝑙

𝑛

𝑖=1

, 𝑌𝑗
𝑙 = ∏ 𝑌𝑖𝑗

𝑙

𝑛

𝑖=1

, 1 ≤ 𝑙 ≤ 𝑝, 𝑗 ∈ 𝑆 

 

• Representation of Discrete Attribute values 

 

o Single attribute 

𝑎𝑖,𝑗
𝑘,𝑙 = 1   𝑖𝑓(𝑎𝑘

𝑖,𝑗 , 𝑣𝑙) = (𝑎𝑗
𝑘 , 𝑣𝑙) 

= 0 

o The dependency of two attributes 

𝑎𝑖,𝑗
𝑘,𝑙& 𝑎𝑘′,𝑙

𝑖,𝑗′ = 1   𝑖𝑓(𝑎𝑘
𝑖,𝑗 , 𝑣𝑙) = (𝑎𝑗

𝑘 , 𝑣𝑙) &(𝑎𝑘′

𝑖,𝑗′ , 𝑣𝑙) 

        =  (𝑎𝑗′
𝑘′

, 𝑣𝑙)   = 0 otherwise 

o The dependency of three attributes 
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𝑎𝑖,𝑗
𝑘,𝑙& 𝑎𝑘′,𝑙

𝑖,𝑗′& 𝑎𝑘′′,𝑙
𝑖,𝑗′′ = 1   𝑖𝑓(𝑎𝑘

𝑖,𝑗 , 𝑣𝑙)

= (𝑎𝑗
𝑘, 𝑣𝑙) &(𝑎𝑘′

𝑖,𝑗′ , 𝑣𝑙)

= (𝑎𝑗′
𝑘′

, 𝑣𝑙) & (𝑎𝑘′

𝑖,𝑗′ , 𝑣𝑙) = (𝑎𝑗′′
𝑘′′

, 𝑣𝑙) 

            = 0 otherwise  

o The dependency of all sensitive attributes 

 

𝑎𝑖,𝑗
𝑘,𝑙& 𝑎𝑘′,𝑙

𝑖,𝑗′& … &𝑎𝑘𝑚,𝑙
𝑖,𝑗𝑚 = 1   𝑖𝑓(𝑎𝑘

𝑖,𝑗 , 𝑣𝑙) =

(𝑎𝑗
𝑘, 𝑣𝑙) &(𝑎𝑘′

𝑖,𝑗′ , 𝑣𝑙) = (𝑎𝑗′
𝑘′

, 𝑣𝑙) & … &(𝑎𝑘𝑚

𝑖,𝑗𝑚 , 𝑣𝑙) =

(𝑎𝑗′
𝑘′

, 𝑣𝑙)     = 0 otherwise 

The data miner collects joint probabilities from the users then 

calculates the entropy and information gain for all attributes.  

For continuous sensitive attributes 

• The data miner collects transformed data for 

continuous attribute and sorts the data.  Consider a 

split position as the mean of two consecutive values 

then calculate entropy and gain for each split point 

and select the split point which produces the highest 

gain. 

The algorithm is presented below. 

Privacy Preserving ID3 (attributes, attribute_ 

joint_frequencies, class_labels) 

• Create a Root node for the decision tree 

• If all classes are positive, return the single-node tree 

Root, with the class label is + 

• If all classes are negative, return the single-node tree 

Root, with the class label is – 

• If attributes are empty, return the single-node tree Root, 

with class labels as the most common value of the 

class_labels 

• Otherwise   

o A→ select the best attribute (discrete/continuous) 

using the highest information gain 

o Root→A 

o If the attribute is discrete then 

▪ For each possible attribute value 𝑎𝑖 of A 

• Add new branch below the Root 

• Consider the subset of joint frequencies 

corresponding to attribute A 

• If the subset is empty then  

o Add a class label to this branch 

• Else below this new branch add the subtree 

• Privacy Preserving ID3 (attributes-{A}, 

𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒_ 𝑗𝑜𝑖𝑛𝑡_𝑓𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑖𝑒𝑠𝑖 , 

class_labels) 

 

o If the attribute is continuous then 

▪ Add one branch less than the threshold and 

other greater than the threshold 

• Consider the subset of joint frequencies 

corresponding to attribute A 

• If the subset is empty then  

o Add a class label to this branch 

• Else below this new branch add the subtree 

• Privacy Preserving ID3 (attributes-{A}, 

𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒_ 𝑗𝑜𝑖𝑛𝑡_𝑓𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑖𝑒𝑠𝑖 , 

class_labels) 

  

   The implementation and analysis of the algorithm are 

presented in the next section. 

IV. RESULT ANALYSIS 

The privacy preserving ID3 is secure and it protects 

the user data even when n-2 users compromise with the data 

miner. The data miner learns only the final frequency. The 

data miner learns only the final frequency.   

 

The privacy preserving ID3 decision tree is 

implemented and 20000 users data taken for the survey. The 

data miner collected the joint frequencies for the discrete 

attributes and transformed data for continuous attributes. In 

this, the data miner generates the common key and it took 

around 2.30 seconds.  

Each user shares attribute value frequencies and 

joint frequencies for the discrete attributes and transformed 

data for the continuous attributes. Each user prepares a 

message, which includes the joint frequencies. The data 

miner decrypts the sum of each attribute and its 

corresponding values for the discrete attribute. The time to 

decrypt the sum is presented in Table 1. As the number of 

users is increasing the time also increasing in seconds and 

analysis presented in Fig.1. 

 

Table I: Computational Time for discrete sensitive 

attributes 

Number of Users Sensitive attributes(seconds) 

2000 2.8 

4000 5.24 

6000 10.28 

8000 13.06 

10000 18.02 

12000 21.41 

14000 23.36 

16000 25.17 

18000 30.92 

20000 34.09 

http://www.ijitee.org/


International Journal of Innovative Technology and Exploring Engineering (IJITEE) 

ISSN: 2278-3075 (Online), Volume-8 Issue-4, February 2019 

271 

Published By: 

Blue Eyes Intelligence Engineering 
and Sciences Publication (BEIESP) 

© Copyright: All rights reserved. 

Retrieval Number: D2738028419/19©BEIESP 

Journal Website: www.ijitee.org 

 
Figure 1: Analysis of Computational time for sensitive 

discrete attributes 

 

Table II: Computational time for all attributes 

 

Number 

Attributes 

Computational Time 

(seconds) 

2 2.6 

3 5.04 

5 10.48 

6 13.01 

8 18.28 

10 21.49 

 

The time to decrypt the sum is also increasing as the number 

of sensitive attributes is increasing and the results are 

presented in Table 2. and analysis is  presented in Fig. 2. 

Figure  2: Analysis of Computational time for all 

attributes 

 

The proposed privacy preserving ID3 decision tree algorithm 

is producing better accuracy when the number of attributes is 

limited, but over fits when the number of attributes is 

increased drastically.   

 

Table III: Comparison of Server’s Computational time 

Number of 

Users 
PPDANB (s) 

PPNBC 

(s) 

Proposed  

PPDCL(s) 

2000 3.6 3.02 2.01 

4000 6.34 5.8 4.62 

6000 11.62 10.26 9.22 

8000 15.54 14.52 13.06 

10000 20.02 19.06 18.08 

12000 23.09 22.29 21 

14000 25.08 24 23.03 

16000 27.34 26.98 25.17 

18000 31 30.12 30.92 

20000 33.62 32.08 31.07 

 
Figure 3: Performance analysis of Comparison of 

Server’s computational time 

 

The accuracy of the proposed algorithm is compared with 

the existing privacy preserving algorithms and the results are 

presented in Table 3. and analysis presented in Fig. 3.   

V. CONCLUSTION 

The proposed privacy preserving ID3 decision tree algorithm 

protects the user sensitive data in distributed communication. 

The data miner collects the joint probabilities for the discrete 

sensitive attributes and transformed value for continuous 

data. The proposed algorithm is producing maximum 

accuracy without loss of privacy as the algorithm is 

implemented using an additive homomorphic ElGamal 

algorithm. The communication complexity is minimum 

compared with secure multiparty communication or other 

randomization methods. The experimental results show that 

the proposed algorithm is better than existing algorithms.        
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