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Abstract: Healthcare applications are one of the major fields
from the business user’s perspective and an important domain.
Healthcare applications require a degree of authentication &
authorization. An Authentication is a mechanism of authorizing a
particular integrity in a communication system which assures the
authenticity of the element in intercommunication. It is one of the
fundamental objectives of the security. In this paper, we are
focusing on a multi-factor authentication method for the loT
based healthcare systems. The survey will find the multi-factor
authentication related work, different types of security attacks,
risk, security gaps in healthcare systems. As a result, there will be
a gap that could be further investigated so that more types of
authentications are feasible. The conclusion of this paper is that
by using a multi-factor authentication method, there are
possibilities for proposing a secured authentication and
authorized algorithm for loT based healthcare system and
overviewing of sensor destruction and different types of potential
attacks on 10T devices based on 10T healthcare system

Index Terms: Authentication, Authorization, Multi-factor,
Role-Based Access Control, data confidentiality, confidentiality,
sensitivity, security attack

I. INTRODUCTION

Kevin Ashton in 1999 firstly composed Internet of Things
about Radio Frequency Identification (RFID) which has a
pre-requisite for implementing systems which were classified
as loT's. Today, healthcare applications are one of the major
fields from the business user’s perspective and it's an
important domain [1]. An Authentication is a technique to
validate an identity to certify the user prior in allowing access
to the authorization and guaranteed resource of the technique
to validate the authentication of the user has been
acknowledged or permitted to access the requested resource

Healthcare applications necessitate a number of
authentications and authorizations, few contain highly
Personally Identifiable Information & Protected Health
Information sensitive data that pre-requisite to control as it is
changed forth and back among the desktop or mobile
applications and it is server-side database or storage place.
The Role-Based-Access Control (RBAC) is an applicant data
for protecting most sensitive data of applications [2]. The
application layer defines various applications and drivers
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specific services to the end user. Data confidentiality and
integrity need to be assured. Authentication and authorization
techniques must be applied to prevent an unauthorized access
[3]. The health associated records are extremely
hypersensitive and confidential entity and it is the
fundamental goal of security. There are fundamental security
requirements for adopting to assure the records. Typically,
health related records must constantly be encrypted during
transmission, even in offline approach. At present, the highly
serious issues are personal confidentiality. Hence, health
related personal record becomes the core for protection. In
sequence to protect individual health record is one of the
major tasks. Mechanism of authentication is adopted between
record owner and conservator of healthcare [4-9].

Il. AUTHENTICATION AND AUTHORIZATION IN
HEALTHCARE SYSTEM

Authentication — An Authentication is a mechanism of
authorizing or certifying identity in intercommunication an
assure the reliability of the source or element of the
communication. Authentication is one of the preliminary
objectives of the security and operates as a gateway in front
of the security system to prevent the flaw. The user ID and
the password submitting mechanism is the most commonly
authentication used by a Secure Socket Layer (SSL). A
plaintext password transmission is calculated by the
Cryptography hash and avoidance. The authentication will
require end users to re-authenticate every time they access
resource [10]. Authentication works in two different ways. 1.
Local OS and Authentication Server. The important
authentication factors are Single factor authentication, Two
factor authentication, Three factor authentication, one time
password, biometric factor, mobile authentication continuous
authentication, API authentication and open authorization
[11]. The entire network is a breach in safety to protect the
system from impersonating nodes of authentication is
necessary to avoid illegal access. The two aspects addressing
data confidentiality are data access mechanism and object
authentication processes, where data is transmitted, routing
and encryption that are precious to provide safety. Password
authentication, Biometric authentication, and Token
authentication are its different types [12].

Authorization - Authorization is the process of landing
someone authorizing to do or have. A system administrator in
a multiuser application is in allowing the user to access the
system about privileges of use. Before anyone entering to the
application, it wants to inspect what resources the user can be
given as permission during the session.
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So, authorization is consistently viewed as both the
fundamental setup of acceptance in system administrator and
the permission values is actually checked to setup when the
user is getting access. MAC (Mandatory Access Control),
DAC (Discretionary Access Control), RBAC (Role Based
Access Control), UCON(Usage Control), CapBAC
(Capability Based Access Control) and ABAC (Attribute
Based Access Control) are different types of authorization
modes [13].

Confidentiality and Sensitivity- Data confidentiality is
relevant to the business applications, where only authorized
person can access or modify the data. In the context of an loT,
the data confidentiality is addressed by two important
aspects. The first is about the data access mechanism and a
second is about object authentication processes. Sensitivity
security is applied to secure high profile or risky data. A
sensitivity level is assigned to the sensitive data or to the
client to restrict the viewing and modification of the data to a
few users [14].

I1l. TYPES OF AUTHENTICATION METHODS AND SECURITY
ATTACKS IN A HEALTHCARE SYSTEM

Lightweight authentication and Multi-factor authentication
are the two important types of authentication methods. In this
paper, we are focusing on Multi-factor authentication.

Lightweight Authentication — Lightweight authentication
methods are wused in Machine to Machine (M2M)
communications in an 10T environment.

Multi-Factor authentication - Multi-factor authentications
require more than single factors to the user which includes
biometric factor like fingerprint, facial identity, possession
factors such as security token key generated by the
authenticator application. Multi-factor authentication (MFA)
is one of the best ways to prevent unauthorized users from
accessing health or medical data. It required in multiple
methods of identification. In the attack key-chain, the
implementation of multi-factor authentication across
end-user and privileged user blocks cyber-attacks through
multiple points and protect against credential compromise.

'\
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Figure — 1 Types of Authentication methods

Figure 1 shows the different types of authentication
methods: They are a single factor which contains knowledge
factor i.e. Pin, password and security questions. The second
factor which is ownership as in smartphone, key card &
one-time password and in a Multi-factor method as Biometric
i.e Fingerprint, face identity, and behavior recognition.

The following table 1 shows the various types of attacks in
security. The primary security attacks are Attacks on Data
Collection Level, Wormhole Attack, Attacks at the
Transmission Level and Attacks at the Storage Level [15].
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Table — 1 Security Attacks

SL No

1 Attacks on Data Collection Level.

Different types of Security Attacks

=]

Attacks at the Transmission Level.

3 Wormhole Attack.

4 Attacks at the Storage Level.

IV. OVERVIEW OF SENSOR DESTRUCTION IN
HEALTHCARE OF IOT

The major attacks can render during sensors are
functioning unattended in rough and remote areas. Different
kinds of malicious activity can attempt to disrupt, aggregate,
reject, destroy and downgrade the patients secured health
information itself. Attacks are classified into two categories.
They are Active Attack and Passive Attack. An active attack
endeavor to alter the system resources or affect its system
operation and a passive attack attempts to review and do a
benefit to information from the system which does not
damage the system resources. The primary security fault
causes serious threats to the safety of health about of the
patients. Medical devices can be remotely manipulate,
controlled dosage levels for drug infusion pumps. There are
different types of sensor network holes. They are Routing
holes, Coverage holes, Worm/Sinkholes and Jamming holes
[16]. Many different sensors and approaches are there for
sensor network holes to repairing the hole, preventing hole,
detecting hole and avoiding hole which is capable to monitor
a vast variety of ambient conditions as a movement,
humidity, temperature, the presence and absence of particular
kinds of objects, mechanical stress levels on attached objects.
Different types of potential attacks on 10T devices based on
0T healthcare system [17]. The attacks on 10T devices are
classified as:

= Physical Attacks -Tamper hardware components.

= Side Channel Attacks — Are recapturing from the
encryption device.

= Cryptanalysis Attacks — Focused on ciphertext, try
to crack the encryption.

= Software Attacks —The prime source of security
susceptibility in any systems over its own interface
communication.

= Network Attacks —Because the nature of the
broadcast, transmission intermediate attacks are
common in wireless communication systems.

RELATED WORK

In existing work, there are many techniques that are used to
secure in access control. In this below table 2 and 3, we
discuss several existing proposal approaches that are applied
for the security mechanism.
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Author
n:::. ﬁd Problems Adapted Techmigues Advantages Drawbacks
publication
Anjali Veole | Tovalidats data aceess| Security Hash alzorithm | Defining acesss policy, storing | Ifthe kay is hackzd
o 2l [18] controland provide | and proxy m-sncryption | patient’s data, verifying and then the sscurity of
015 patisnt cantric health | protocel am vsed. validating data acesss raquest | the entirs system
information. and avditing the stored will be affacted.
enerypled data.
Well suited for authenticating
short-rnzs technolosies
M Barna ot | tharing and providing | Attribute-based Brivileges were nupped into | Thedata was storad
al. [19], 2013 ] acesss to improve the | sncryption (ABE) was | roles attribute-based encryption | on 2 centralized
fine-grained securty | vsed based ondifferent | aceess. servar, it becomas 2
baszd on differant privacy levals. Sharing and providing aceess | bottlznzck when
privacy levels to control in clovd computing data quedts wars
szcure the patient based on Proxy Re-eneryption  |issued from diffarent
health information. protocol. BEars
L Guoatal | Tosolve theproblem | Privecy-praserving Privacy orient=d access control |Understanding the
[6],2012 of mamntaning privacy| avthentication systems | for healthears records, 2 complaxity of
and variahility of 2ach | 2= vaad. allowad to zuthenticate zach | vulnerabilities will
and usar s attributes. other without disclosing their | be thesscurtyrisk.
attributes and identitizs.
R ToPavacy-orisnted | Diserstionary Acezss | Flaxible zecess forhealth Privacy oriented
Gajanayaks | access control modsl. | Control (DAC), professionals for healthears access control model
a al. [20] Mendatory Aceess records. User can carafully canbemsadaza
Centrol (MAC)and combine three existing aceess | standalons security.
Fole Based Accass control modsls and prassnta
Control (RBAC) novel aceess control model for
techniques ars vsad. healthears records which
satisfizs the requirements of
health reords.
W Lisetal | Tokesp data secuez | Hisrarchical identity Tokeeping data secure 2nd A Framework doss
21] and confidential. basad eneryption confidential. not provide accurate
(HIBE) framewotk znd aceess contral
the role-based aeces: requirsments, bs in
contral (RBAC) are some spacific
1324, situations, patients
might not have
aecess to their ovn
sansitive data,
without proper
anthorization
according toHIPAA
razulations.

Table — 3 Summary of the various possible issues and
challenges in 10T based healthcare sector

Author
u:_::fr ﬁ;;ﬂ Problems Adapted Techniques Advantages Drawhacks
publication
[91,2014 | escrow problem by | Adleman) technology | patient to authorize access, to | service) attacks will
employing re- areused based onthe  [have a great validity and health |be the risk factor.
encryption under the | attribute encryption and |provider could be prevented
attribute group keys. | re-encryption from obtaining the read keys
without multiple authorities.
Aleksandr | To solve data spoofing | Biometrics and Multi- [ Provide a secure environment | A risk of capturing
Ometov et al | and identifying factor authentication  |and to consider the related physical or
[22],2018 | spoofing possibilities | frameworks areused. | spoofing possibilities in electronic patterns
in advance. advance. and reproducing
them within the
Multi-factor
authentication
Fystem should be
addressed.
Jose Costa et | To provide a Two-factor authenticator | The keystroke analysisisused  |Biometrics havea
al[23].2017 | tradttional fixed protocols with biometric | to reawthenticate user’sopen | high implementation
password during the | formulation known as | session. cost and false
intial login while BioHash areused fecognition rate
authentication. (FRR) and false
acceptance rates
(FAR) canlead to
many unsuccessfl
authentication
attempts.
Eldefrawy M | To reduces the SMS-based OTPs - two | User can focus more on remote | The problem would
H.etal [24], | restrictions caused by | or multi-factor login side and can enswre that | be that biometric
2011 the SMS system. authentication users only have access to scanning needs
implementation are specic applications. specialized
used. equipment which
tends to be
expensive.
Retrieval Number: D2882028419/19©BEIESP
Journal Website: www.ijitee.org 548

V1. PROPOSED SECURITY SOLUTIONS FOR HEALTHCARE
APPLICATIONS ON AUTHENTICATION AND AUTHORIZATION.
It's very challenging to identify and conclude all the possible
attacks, vulnerabilities and threats associated with 10T based
on healthcare domains. The table - 3 presents a few solutions
which have been proposed in order to resolve the issue and
reduce the risks [25,26,27].

VIIl. CONCLUSION

In this paper, presents an overview and analysis of
authentication & authorization on the Internet of Things
based healthcare sector. As the authentication and
authorization are the two very important security challenges
in the 10T based healthcare system. Multi-factor methods are
used which has several benefits in the healthcare sector, still
security challenges exist. These challenges might be in the
form of overcoming the authentication and authorization
concerns. Few solutions are discussed in order to resolve the
issues and reduce a risk. The survey paper also went through
the authentication issues, multi-factor authentication and
different types of security attacks, risk, security gaps in
healthcare systems. There are numerous opportunities to
improve to make the authentication algorithms even more
secure such as Elliptic curve cryptography based mutual
authentication, Keed Hash scheme without certification
authority and Physical Unclonable Function (PUF) based
mutual authentication to make everything even much more
secure and hence that could be used to create an
authentication and authorization algorithm to overall benefit
the healthcare applications [26].
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