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Abstract: Healthcare applications are one of the major fields 

from the business user’s perspective and an important domain. 

Healthcare applications require a degree of authentication & 

authorization. An Authentication is a mechanism of authorizing a 

particular integrity in a communication system which assures the 

authenticity of the element in intercommunication. It is one of the 

fundamental objectives of the security. In this paper, we are 

focusing on a multi-factor authentication method for the IoT 

based healthcare systems. The survey will find the multi-factor 

authentication related work, different types of security attacks, 

risk, security gaps in healthcare systems. As a result, there will be 

a gap that could be further investigated so that more types of 

authentications are feasible. The conclusion of this paper is that 

by using a multi-factor authentication method, there are 

possibilities for proposing a secured authentication and 

authorized algorithm for IoT based healthcare system and 

overviewing of sensor destruction and different types of potential 

attacks on IoT devices based on IoT healthcare system 

 
Index Terms: Authentication, Authorization, Multi-factor, 

Role-Based Access Control, data confidentiality, confidentiality, 

sensitivity, security attack 

I. INTRODUCTION 

  Kevin Ashton in 1999 firstly composed Internet of Things 

about Radio Frequency Identification (RFID) which has a 

pre-requisite for implementing systems which were classified 

as IoT's. Today, healthcare applications are one of the major 

fields from the business user’s perspective and it's an 

important domain [1]. An Authentication is a technique to 

validate an identity to certify the user prior in allowing access 

to the authorization and guaranteed resource of the technique 

to validate the authentication of the user has been 

acknowledged or permitted to access the requested resource 

Healthcare applications necessitate a number of 

authentications and authorizations, few contain highly 

Personally Identifiable Information & Protected Health 

Information sensitive data that pre-requisite to control as it is 

changed forth and back among the desktop or mobile 

applications and it is server-side database or storage place. 

The Role-Based-Access Control (RBAC) is an applicant data 

for protecting most sensitive data of applications [2]. The 

application layer defines various applications and drivers 
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specific services to the end user. Data confidentiality and 

integrity need to be assured. Authentication and authorization 

techniques must be applied to prevent an unauthorized access 

[3]. The health associated records are extremely 

hypersensitive and confidential entity and it is the 

fundamental goal of security. There are fundamental security 

requirements for adopting to assure the records. Typically, 

health related records must constantly be encrypted during 

transmission, even in offline approach. At present, the highly 

serious issues are personal confidentiality. Hence, health 

related personal record becomes the core for protection. In 

sequence to protect individual health record is one of the 

major tasks. Mechanism of authentication is adopted between 

record owner and conservator of healthcare [4-9]. 

II. AUTHENTICATION AND AUTHORIZATION IN 

HEALTHCARE SYSTEM 

Authentication – An Authentication is a mechanism of 

authorizing or certifying identity in intercommunication an 

assure the reliability of the source or element of the 

communication. Authentication is one of the preliminary 

objectives of the security and operates as a gateway in front 

of the security system to prevent the flaw. The user ID and 

the password submitting mechanism is the most commonly 

authentication used by a Secure Socket Layer (SSL). A 

plaintext password transmission is calculated by the 

Cryptography hash and avoidance. The authentication will 

require end users to re-authenticate every time they access 

resource [10]. Authentication works in two different ways. 1. 

Local OS and Authentication Server. The important 

authentication factors are Single factor authentication, Two 

factor authentication, Three factor authentication, one time 

password, biometric factor, mobile authentication continuous 

authentication, API authentication and open authorization 

[11]. The entire network is a breach in safety to protect the 

system from impersonating nodes of authentication is 

necessary to avoid illegal access. The two aspects addressing 

data confidentiality are data access mechanism and object 

authentication processes, where data is transmitted, routing 

and encryption that are precious to provide safety. Password 

authentication, Biometric authentication, and Token 

authentication are its different types [12]. 

Authorization - Authorization is the process of landing 

someone authorizing to do or have. A system administrator in 

a multiuser application is in allowing the user to access the 

system about privileges of use. Before anyone entering to the 

application, it wants to inspect what resources the user can be 

given as permission during the session.  
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So, authorization is consistently viewed as both the 

fundamental setup of acceptance in system administrator and 

the permission values is actually checked to setup when the 

user is getting access. MAC (Mandatory Access Control), 

DAC (Discretionary Access Control), RBAC (Role Based 

Access Control), UCON(Usage Control), CapBAC 

(Capability Based Access Control) and ABAC (Attribute 

Based Access Control) are different types of authorization 

modes [13]. 

Confidentiality and Sensitivity- Data confidentiality is 

relevant to the business applications, where only authorized 

person can access or modify the data. In the context of an IoT, 

the data confidentiality is addressed by two important 

aspects. The first is about the data access mechanism and a 

second is about object authentication processes. Sensitivity 

security is applied to secure high profile or risky data. A 

sensitivity level is assigned to the sensitive data or to the 

client to restrict the viewing and modification of the data to a 

few users [14]. 

III. TYPES OF AUTHENTICATION METHODS AND SECURITY 

ATTACKS IN A HEALTHCARE SYSTEM 

Lightweight authentication and Multi-factor authentication 

are the two important types of authentication methods. In this 

paper, we are focusing on Multi-factor authentication.  

Lightweight Authentication – Lightweight authentication 

methods are used in Machine to Machine (M2M) 

communications in an IoT environment. 

Multi-Factor authentication - Multi-factor authentications 

require more than single factors to the user which includes 

biometric factor like fingerprint, facial identity, possession 

factors such as security token key generated by the 

authenticator application. Multi-factor authentication (MFA) 

is one of the best ways to prevent unauthorized users from 

accessing health or medical data. It required in  multiple 

methods of identification. In the attack key-chain, the 

implementation of multi-factor authentication across 

end-user and privileged user blocks cyber-attacks through 

multiple points and protect against credential compromise. 

 

Figure – 1 Types of Authentication methods 

Figure 1 shows the different types of authentication 

methods: They are a single factor which contains knowledge 

factor i.e. Pin, password and security questions. The second 

factor which is ownership as in smartphone, key card & 

one-time password and in a Multi-factor method as Biometric 

i.e Fingerprint, face identity, and behavior recognition. 

The following table 1 shows the various types of attacks in 

security. The primary security attacks are Attacks on Data 

Collection Level, Wormhole Attack, Attacks at the 

Transmission Level and Attacks at the Storage Level [15]. 

Table – 1 Security Attacks 

 

IV. OVERVIEW OF SENSOR DESTRUCTION IN 

HEALTHCARE OF IOT 

The major attacks can render during sensors are 

functioning unattended in rough and remote areas. Different 

kinds of malicious activity can attempt to disrupt, aggregate, 

reject, destroy and downgrade the patients secured health 

information itself. Attacks are classified into two categories. 

They are Active Attack and Passive Attack. An active attack 

endeavor to alter the system resources or affect its system 

operation and a passive attack attempts to review and do a 

benefit to information from the system which does not 

damage the system resources. The primary security fault 

causes serious threats to the safety of health about of the 

patients. Medical devices can be remotely manipulate, 

controlled dosage levels for drug infusion pumps. There are 

different types of sensor network holes. They are Routing 

holes, Coverage holes, Worm/Sinkholes and Jamming holes 

[16]. Many different sensors and approaches are there for 

sensor network holes to repairing the hole,  preventing hole, 

detecting hole and avoiding hole which is capable to monitor 

a vast variety of ambient conditions as a movement, 

humidity, temperature, the presence and absence of particular 

kinds of objects, mechanical stress levels on attached objects. 

Different types of potential attacks on IoT devices based on 

IoT healthcare system [17]. The attacks on IoT devices are 

classified as:  

▪ Physical Attacks -Tamper hardware components. 
▪ Side Channel Attacks – Are recapturing from the 

encryption device. 
▪ Cryptanalysis Attacks – Focused on ciphertext, try 

to crack the encryption. 
▪ Software Attacks –The prime source of security 

susceptibility in any systems over its own interface 
communication. 

▪ Network Attacks –Because the nature of the 
broadcast, transmission intermediate attacks are 
common in wireless communication systems. 

 RELATED WORK  

In existing work, there are many techniques that are used to 

secure in access control. In this below table 2 and 3, we 

discuss several existing proposal approaches that are applied 

for the security mechanism. 
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Table – 2 Summary of the various possible issues and 

challenges in IoT based healthcare sector 

 

Table – 3 Summary of the various possible issues and 

challenges in IoT based healthcare sector 

 

VI. PROPOSED SECURITY SOLUTIONS FOR HEALTHCARE 

APPLICATIONS ON AUTHENTICATION AND AUTHORIZATION. 

It's very challenging to identify and conclude all the possible 

attacks, vulnerabilities and threats associated with IoT based 

on healthcare domains. The table - 3 presents a few solutions 

which have been proposed in order to resolve the issue and 

reduce the risks [25,26,27]. 

VII. CONCLUSION 

 In this paper, presents an overview and analysis of 

authentication & authorization on the Internet of Things 

based healthcare sector. As the authentication and 

authorization are the two very important security challenges 

in the IoT based healthcare system. Multi-factor methods are 

used which has several benefits in the healthcare sector, still 

security challenges exist. These challenges might be in the 

form of overcoming the authentication and authorization 

concerns. Few solutions are discussed in order to resolve the 

issues and reduce a risk. The survey paper also went through 

the authentication issues, multi-factor authentication and 

different types of security attacks, risk, security gaps in 

healthcare systems. There are numerous opportunities to 

improve to make the authentication algorithms even more 

secure such as Elliptic curve cryptography based mutual 

authentication, Keed Hash scheme without certification 

authority and Physical Unclonable Function (PUF) based 

mutual authentication to make everything even much more 

secure and hence that could be used to create an 

authentication and authorization algorithm to overall benefit 

the healthcare applications [26].  
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