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Abstract—The watermarking has gained a large popularity
among the research work that various authors are working in
this direction to improve its performance and to enhance the
security of the data. After having review to the traditional work
done on audio watermarking, certain limitations related to the
hidden image file were found in it. Thus, in this work, the author
presents a novel audio watermarking technique. In this work the
cover file is an audio file and the image are used to hide behind
the signals of the audio. To enhance the security level of the
image, the Run-length encoding (RLE) compression mechanism
is applied to the image and signals before hiding the image. The
RLE is preferred because it is a lossless data compression and
encryption mechanism. It ensures the data security and considers
the storage management as another major aspect. After applying
RLE, the Least Significant Bit (LSB) mechanism is applied to
hide the encrypted image behind the digital signals. After
implementation, the performance of proposed work is evaluated
in the terms of PSNR, BER, and MSE. The obtained results
prove that the proposed work outperforms the traditional work.

Keywords—Pseudo Noise, Least Significant Bit (LSB),
Watermarking, Run-length encoding (RLE).

I INTRODUCTION

In an audio signal an audio watermark is embedded that is
a unique electronic identifier and utilized to recognize
ownership of the copyright [1]. It is identical to a watermark
on a photograph. A procedure in which data is embedded
into a signal such as picture, video or audio in a manner that
is hard to eliminate is known as Watermarking [2]. After
copying the signal, likewise, the data is carried in the copy.
To enable copyright protection and ownership verification
the watermarking has become gradually more significant
[3].

The Spread Spectrum Audio Watermarking (SSW) is
majorly secure mechanism of audio watermarking. On a
huge bandwidth in SSW a narrow band signal is transferred
in order that the signal energy represented in any signal
frequency is unnoticeable. Consequently, the watermark is
spread on several frequency bands in order that the energy
in one band is unnoticeable. A fascinating characteristic of
this watermarking procedure is that obliterating it requires
noise of high amplitude to be added to all frequency bands.
SSW is a powerful watermarking strategy because, to
dispose of it, the attack must influence all conceivable
frequency bands with adjustments of significant strength [4,
11]. In the information the visible defects are generated by
this. Through utilizing a Pseudo Noise (PN) Sequence, the
Spreading spectrum is accomplished. In the traditional SSW
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mechanisms, the receiver should know the PN sequence
utilized at the transmitter and the position of the watermark
in the watermarked signal for investigating hidden data. This
is a high security characteristic, since any unapproved client
who does not approach this data can't identify any hidden
data. For discovery of hidden data from SSW the
investigation of the PN sequence is the major factor.
Through applying heuristic mechanisms like evolutionary
paradigms, the PN sequence investigation is feasible, the
huge computational expense of this operation prepares it
unreasonable [5, 12]. In the utilization of evolutionary
paradigms as an optimization tool because of the fitness
function evaluation in which mostly the computational
complexity is included which might be too hard to describe
or be computationally very costly. The utilization of fitness
granulation as an emerging fitness approximation
mechanism is the current projected mechanism in rapidly
recovering the PN sequence [6]. The costly fitness
evaluation step is replaced with an approximate model
through utilizing the fitness granulation mechanism known
as Adaptive Fuzzy Fitness Granulation that is also named as
AFFG. To extort the hidden information, the evolutionary
paradigms are utilized, and the entire procedure is known as
Evolutionary Hidden Information Detection, where the
fitness approximation mechanisms are utilized as a tool to
accelerate the procedure or not.

It is feasible to embed extra data in an audio track by
using an audio watermarking mechanism. An audio book or
a commercial is adapted to some extent in a defined way to
attain this, the audio signal of a music recording [7, 14].
This adaptation is very minor, so the human ear can’t
distinguish an audio dissimilarity. Sound watermarking
innovation in this way manages a chance to create duplicates
of a recording which are seen by listeners as
indistinguishable to the real one however which may vary
from each other based on the inserted data.

The software only which represents a perspective of the
kind of implanting and inserting parameters is equipped for
removing such extra information that were installed earlier.
Without such programming or if wrong implanting parameters
were chosen it is impossible to expect to get to these extra
information [8]. This evades unapproved extraction of
installed data and makes the method entirely flexible.

The Music Trace is used this feature in a targeted way. A
unique set of embedding parameters are acquired by each
Music Trace consumer. Therefore, only that consumer can
extort the data that is embedded by him. It is not feasible to
extort or access the embedded data of someone else.
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A couple of other factors assume a significant role to the
inaudibility of the watermark and process security [9]. The
First one is the data rate of the watermark which is a sign of
the volume of the information that can be transferred in a
specified interval of time. The Second one is the robustness
of the watermark. After an intentional attack or after
transmission and the inherent signal adaptations the
robustness is a sign of reliability that watermark can be
extorted. In case of Robustness the European Broadcasting
Union investigates the Music Trace that is in turn used to
implement the watermarking procedure [10]. Types of
attack examined included analog transformation of the
signal, digital sound coding, or repetitive filtering of the
signal. This uncovered that the watermark can never again
be extricated just when the superiority of the sound signal
has been significantly corrupted because of the attack [15,
16].

The data rate and the robustness of the factors are equally
reliant. The robustness of the watermark refuses as a result if
more inaudible data is to be transferred in a specific time.
Music Trace uses data containers which allow an acceptably
high data rate and robustness to embed extra information
[13]. A couple of most utilized information containers allow
transmission of 48-bit extra information in 5 seconds among
high robustness or 48-bit extra information in 2.7 seconds
among a little lower robustness.

1. PROBLEM FORMULATION

As security is main concern in the today’s scenario. While
exchanging the information between the two-party’s data
security is must so that the data is not accessed by any
unauthorized user. Audio watermarking is one the way if
exchanging the data between the wusers. An audio
watermarking is the process of embedded the text or image
in the audio. In an audio signal an audio watermark is
embedded that is a unique electronic identifier and utilized
to recognize ownership of the copyright. A procedure in
which data is embedded into a signal such as picture, video
or audio in a manner that is hard to eliminate is known as
Watermarking. There are various techniques of embedding
image into the audio. Earlier the techniques like LSB, Echo-
hiding were used for embedding data into the audio. In LSB
the data that is to be send is embedded in the bits of the
audio signal. The data is embedded into the real discrete
audio signal through watermarking in Echo-Hiding through
establishing a repeated edition of a real sample of the sound
signal among some delay and decay rate to prepare it
unnoticeable. But the main limitation of the traditional
technique were that while the image was embedded into the
audio, the whole image was send, including the portion, that
was not requires, and as the results the data length increases
and the chances of detection of information by unauthorized
user also increases. Also more is the length of the data, more
time is required to send the data.

So, there is need to propose a new method in which the
data length is reduced. So that the security level of sending
data will increase. As the new technique that is going to be
proposed should be better than the traditional methods of
embedding the data into the audio.
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1. PROPOSED WORK

The data is embedded into the real discrete audio signal
through watermarking in Echo-Hiding through establishing
a repeated edition of a real sample of the sound signal
among some delay and decay rate to prepare it unnoticeable.
The problem that arises using the traditional methods of the
audio watermarking was that the length of the data was
more, due to which the audio watermarking can become less
secure. So, in this a new method of the audio watermarking
is proposed. In this before the data is hided into the audio
signal the length of the data is reduced. The compression of
the data before hiding it can increase the rate of sending the
data. So, in these new methods the image is first compressed
by using RLE encoding.and after that by using the LSB
technique of audio watermarking the image is hided in the
audio signal. The image that is hided in the signal is the
watermarked image. The easy formation of the data
compression is Run-Length encoding in this the runs of
information are stored in the form of a single data value and
count comparative to the actual run. The meaning of runs of
data is the sequences where the similar information value
exists in several consecutive data elements.

So, this proposed technique of the audio watermarking is
efficient than the traditional techniques, as the length of the
data is reduced.

The traditional methods of audio watermarking were not
efficient as the data length was more the time consumed in
sending the data also increases as decrease in the security of
the system. So, a new method of audio watermarking is
proposed, in which the data is compressed before hiding it
into the signal. This method is efficient than the traditional
methods of Audio watermarking. The methodology of the
proposed technique is given below: -

Embedding of watermark

1) Initially select the audio signal in which the data is to
be embedded for sending to the other authorized user
form the source user.

2) A watermarked image is selected that is to be
embedded in the audio signal for sending to the other
authorized user form the source user.

3) In this step the size of the image is checked and if the
size of the data is same as the audio file then goes to
step 4. else go back to step 1

4) Now, Convert the selected watermarked image into
the black/white form so that the data image is
converted into the bits

5) Afterward in the next step the RLE encoding is
applied on bits to compress the information, in which
the sequences where the similar information value
exists in several consecutive data elements are stored
in the form of a single data value and count.

6) After this the data that is obtained after applying the
Run-length encoding (RLE) encoding method is hided
into the audio signal by using LSB technique of audio
watermarking.
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7) Finally, the data hiding audio file is obtained, after the
file is obtained save the file. This file can be now
being sent to the other user form the source user.

Select a

—» Select an audio file watermarked image

A 4

Apply RLE encoding for Convert the
reducing length. image into
black /white

If size of data
is same as the
audio

No

”Data embedding using the
LSB technique

'

|Fina|ly, the data hiding
audio file is obtained

'

|Save the file
Figure 1 Flow chart of Embedding of Watermark

Extraction of watermark

After the encoding is done form the sender side, at the
receiver end the decoding of the audio signal received is
done to obtain the watermarked image Following are steps
of decoding of the data: -

1) Select the audio file in which the data is hiding by the
sender. So, to retrieve the information that is send by
the user.

2) After the data hided audio signal. Next step is to
extract the watermarked image from the audio signal.

3) After the image is extracted firm the audio signal,
Next step is to apply the RLE decoding to obtain the
information.

4) Finally, the extracted watermarked image is obtained
from the audio signal.
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|Se|ect the audio in which the data is embedded
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|Extract the data from the audio
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|App|y the RLE decoding

A 4
Extract watermarked image

Figure 2 Flow chart of Extraction of Watermark

(AVA RESULTS

This section defines the results that are obtained after
implementing the proposed work in MATLAB. In this work,
audio watermarking is done by applying RLE encryption
technique. For this purpose, the graphical user interface is
developed so that accessibility should become easy. The
figure 3 shows the developed UI. Through user interface, the
user can load the audio, process the audio and selected
image, extract the data, evaluate the performance, and
perform comparison. To start the processing of proposed
work, first the user must click the on Load an audio
with.wav format, by clicking this button the user will leads
to the dataset where the audios are stored. From here, the
user can select an audio for watermarking purpose.

Audio Data Hiding With RLE X

LOADED FILE Watermark Image

0.8 0.5
0.6

ns
0.4 Extracted Image

0.2

n 02 04 (1151 (1]:] 1
Load An Audio With .wav Format

0 05 1
PROCESSING SelectImage

Select Image Hided Audio File coded.wav Data Extraction

Result Calculation Comparision

Figure 3 Proposed User interface for audio
watermarking

Figure 4 shows the loaded audio file. After loading the
audio file, next step is to select the image for hiding it
behind the audio signals. The figure 5 delineates the
message that is observed after hiding the image behind
audio.
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LOADED FILE

4 5]
Figure 4 loaded audio file

Audio Data Hiding With RLE X

LOADED FILE Watermark Image

Data is hided in coded wav file

Extracted Image
n 2 4 [ ) 10
Load An Audio With .wav Format 5
0
0 0.5 1
PROCESSING
Select Image
Select Image Hided Audio File coded.wav Data Extraction
Result Calculation Comparision

Figure 5 Data hiding

After hiding the image behind audio track, the next step is
to extract the watermarked data. For this purpose, user must
click the data extraction button. Then the extracted image
will be displayed on the proposed interface as shown in
figure 6.
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Performance parameter in any field is used to measure the
accuracy, efficiency, and proficiency of a technique. In the
given proposed technique, performance parameters used are
PSNR, MSE and BER. Each of them is explained as:

1. PSNR (Peak Signal to Noise Ratio) is a parameter
used to evaluate the noise in the image or signal with
respect to signal. It defines as a ratio between the
maximum signal and the noise [17, 18]. Signal in the
process is considered as an original data and noise is
the error in the data. PSNR can be expressed as an
equation in dB:

PSNR = 10. logy, (M“‘Xl)

= 20.l0g1, (y“‘_";)

=20.log,o(MAX;) — 10.log,,(MSE) )
In the above equation, Max is the maximum possible
value of the image and MSE is the sum over all squared

value differences which is divided by the size of an image.
2. MSE (Mean Square Error) is a parameter that
defines the average error of an image. It is a difference
between the estimator and the estimated value [17,
18]. It has used to estimate the quality of the proposed
technique with respect to the traditional technique. Its
value always is non-negative and closer to zero value

is better.
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3. BER (Bit Error Rate) refers to the bitwise error rate

in the signals. The formulation for BER is as follows.
NumberofError obtained

3

n—

MSE =

Il
o
-

BER =

(3

total numberoftransmitted bits "~

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

188



International Journal of Innovative Technology and Exploring Engineering (IJITEE)

©10°8 Mean Square Error
T :

6

1 2 3
MSE

Figure 7 MSE analysis of proposed work

The graph in figure 7 represents the MSE of proposed
work. It is evaluated for single case. Such 4 various cases
are analyzed in proposed work and the MSE of proposed
work is found to be quite effective. As per the observations
from the graph given above, the MSE of proposed work is
5.7960e-08.

Similarly, the graph in figure 8 elucidates the BER of
proposed work for single case. The system with lower BER
is referred as the ideal once. Thus, it is mandatory top have
the lower BER always. The graph proves that the BER of
proposed work for single case is 0.0139.

Bit Error Rate
0.014

0.012
0011

0.008

Value

0.006 [

0.004

0.002

1 2 3
BER

Figure 8 BER analysis of proposed work

The PSNR of proposed work is defined in figure 9. The
PSNR is a performance metrics that is used to evaluate the
peak signal to noise ratio in the obtained signals. This
parameter defines the ratio of information with respect to the
noise in the signals. The graph below proves that the PSNR
of propose work is 71.7355.
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Figure 9 PSNR analysis qf proposed work
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Figure 10 Comparison analysis of proposed and
traditional work in terms of MSE

The graph in figure 10 defines the comparison analysis of
proposed and traditional work in terms of mean square error.
The MSE of traditional work is 7.624e-08 and for proposed
work the MSE is 5.796e-08. The MSE of traditional work is
higher in comparison to the proposed work.

The graph in figure 11 depicts the comparison analysis of
the BER of proposed and traditional work. The bar in blue
color shows the BER of old or traditional work and the bar
in red depicts the BER of proposed work. The BER of
proposed work is 0.013818 and for traditional work, it is
0.014049. Similarly, the graph in figure 12 shows the
comparison analysis with respect to the PSNR. The PSNR
of proposed wok is 72.3687 and the PSNR of old work is
71.1781. Therefore, it can be said that the PSNR of
proposed work is higher than the traditional work and hence
proves the proficiency of the proposed work.
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Figure 11 Comparison analysis of proposed and
traditional work in terms of BER
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Figure 12 Comparison analysis of proposed and
traditional work in terms of PSNR

V. CONCLUSION

The watermarking plays an important role to secure the
data from unauthorized users. This study represents the
concept of digital watermarking that has been gained a lot of
attraction from all most each domain where the
confidentiality and security of the information is major
concern. Many research works have been conducted in this
field and still some of these are under process. After
analyzing the traditional work, the author concluded that the
major focus was on image watermarking thus, in this work,
the author developed the audio watermarking mechanism by
using the image as a watermark. The performance of
proposed work is evaluated in the terms of BER, PSNR and
MSE. After evaluating the performance of the proposed
work, the overall performance of the proposed work is
found to be quite efficient than the traditional work.
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