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Abstract: This paper examines one of the novel applications of 

the concept of stepping stone detection to address network threats 

known as spam. Previous research has been identified in several 

applications such as spam, backdoors, intrusions of proxy servers 

and denial of service attacks as a possible solution that can be 

solved by using a stepping stone perspective against network 

threats. In this paper, an experiment has been conducted as to 

proof two formulas that generated to solve spam problem. 

Through the control environment and the development of special 

prototype to detect spam, the result shows that both formulas in 

detecting spam attack can be used to detect spam successfully. 

The successful result of the experiment proofs that one of the 

identified application really works in the real experiment testbed. 

By producing another solution to detect spam in this research 

hopefully can contribute another solution to detect a spam 

problem. 

I. INTRODUCTION 

Computers share their resources as a means of handling 

data and performing tasks reasonably. Accurate, fast and 

reliable access to shared data is essential in network 

architectures. However, shared computer resources and 

operations proliferate the exposure of these networks to 

intrusions and threats to security, such as spam, backdoors, 

intrusions on proxy servers and attacks on Denial of Service 

(DoS), which may expose the confidentiality, accuracy and 

availability of shared data. 

The stimulated intrusion technique used by attackers to 

maintain anonymity is through abuse between host 

computers or stepping stones to initiate attacks on other 

computers in the network. 

To reveal the fraudster 's identity and to avoid further 

acceleration of uncertain activity, the discovery of the 

stepping stone is important. 

Figure 1 clarifies the stepping stone crossing through the 

Internet from one host to the next host before the victim is 

attacked. From the victim's point of view, the attacker 

comes from the victim's previous stepping stone host. The 

last host (blameless host) will be recognized as an invader 

for this purpose.  

 

 

 

 
Revised Manuscript Received on March  08, 2019.  

Mohd Nizam Omar, InterNetworks Research Laboratory, School of 

Computing, Universiti Utara Malaysia, 06010 UUM Sintok, Kedah, 

Malaysia 

Ali Yusny Daud, InterNetworks Research Laboratory, School of 

Computing, Universiti Utara Malaysia, 06010 UUM Sintok, Kedah, 

Malaysia 

Osman Ghazali, InterNetworks Research Laboratory, School of 

Computing, Universiti Utara Malaysia, 06010 UUM Sintok, Kedah, 

Malaysia 

The trace back to the source host (the real invader) will be 

virtually difficult with various internet connections. 

Research on stepping Stone Detection (SSD) is therefore 

authoritative. On the basis of traffic flow and appearances, 

countless algorithms have been established for the detection 

of stepping stones[ 1-15]. The SSD's achievement in 

identifying the right invader lights its novel application in 

detecting other network intimidations such as spam, 

backdoors, proxy server intrusions and attacks to Denial of 

Service (DoS). Current methods for analyzing and detecting 

spam, backdoors, intrusions of proxy servers and DoS 

attacks are developed using statistical methods, decision 

analysis, expert systems, neural networks and fuzzy logic[ 

1-26]. 

 

 

Fig. 1 Stepping Stone in General 

To our knowledge, the perception of the SSD has not been 

extended to detect backdoors, intrusions of proxy servers 

and attacks on Denial of Service (DoS). As mention 

previously, SSD can be used to identify the others kind of 

network attack such as spam, backdoors, proxy server and 

DOS. After giving a glance information about all kinds of 

attacks that can be solved by using SSD, this paper will be 

discussed about one of the network attack known as spam 

further. 

The paper continues as follows. To know the SSD further, 

essential terminologies for SSD are first distinct in Section 

2.In Section 3, the general SSD notations will bediscussed.  

Section 4 then presents the proposed solution of the spam 

detection using the SSD approach in details. Section 5 ended 

this paper by discussing the conclusion of this paper. 

II. TERMINOLOGY 

Some important terminologies are presented here to 

facilitate the understanding of the basic SSD that this paper 

will discuss further. First, a host is a computer connected to 

a network of computers. 
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Assume that Host A is a target in Figure 2, Host B is the 

source and Host C is the endpoint. Since Host B is the 

source, the data flow from Host B to Host A is recognized as 

an incoming flow for Host A. However, the outgoing flow 

from Host A to Host C is measured. 

The source denotes the originating host in stepping stone 

detection-based research and the destination denotes the 

source destination. An endpoint or victim is typically 

defined as the stepping stone's end destination. The 

incoming and outgoing flow is another term that is essential 

to consider. Alternatively, the incoming flow refers to the 

data entering a host and the outgoing flow indicates that the 

data leave a host. When the host is used to forward the data, 

i.e. by entering and then leaving the host, the stepping stone 

takes place. 

 

 

Fig. 2 General Stepping Stone Terminology 

SSD can be defined as the stepping stoned host 

identification practices. This is known as the connection 

chain when one host transfers data to another host. SSD 

research's main objective is to compile the list of hosts. 

Host-based SSD (HSSD) is SSD concentrated on unraveling 

the stepping stone problem in a host, as compared to 

Network-based SSD (NSSD) which goals SSD problems in 

a network environment. 

HSSD detects the stepping stone by using a host. It is 

done through the traffic of incoming and outgoing data. 

Host B obtains incoming data traffic from Host A in this 

case and the data traffic flows out to Host C as outgoing 

data. The relationship between incoming and outgoing data 

traffic on the same host occurs for HSSD. In other words, 

HSSD includes only a host for the detection of the stepping 

stone. 

NSSD includes the detection of stepping stone from one 

or more hosts on the other hands. The detection also 

includes each host's incoming and outgoing data. Each 

connection between the host must be recognized in this case 

either as stepping stones or not as stepping stones. The 

NSSD is generated by the list. It is clear from the 

description that NSSD includes a different number of hosts. 

III. GENERAL SSD 

Figure 3 shows that there are three hosts labeled as A, B 

and C. Host B (Host i) exists before Host A (Host i - 1) and 

Host C (Host i + 1) exists after Host B. i represents the 

current stepping stoned host, i - 1 represents the host before 

the i host and i + 1 represents the host after the i-th host. 

Each host has its own incoming and outgoing flow. Host A 

has one incoming (Ain) and one outgoing flow (Aout). Host B 

and C also have their corresponding incoming and outgoing 

flow, symbolized Bin, Cin and Bout, Cout respectively. 

 

Fig. 3 Basic Notation of SSD 

If the incoming flow is comparable to the outgoing flow, 

any host can be distinct as a stepping stoned host. If nin and 

nout are an incoming and outgoing flow to the host n, 

      
               

              

   (1) 

From Eq. (1), if the incoming and outgoing flow is the 

same or nin=nout, the host is a stepping stone host or nss. The 

host is not considered a step stone otherwise. The 

connection chain between host A and host B, symbolized by 

CCAB (can also be called CCBA because CCAB= CCBA), 

occurs when host A and B are nss. A or B indicates the 

stepping stone's source or destination. In Eq. (1), two 

connection chains are available, CCAB and CCBC. 

IV. THE NEW APPLICATION OF SSD 

As discussed in previous sections, SSD-based research 

was usually limited to the detection of stepping stones 

without looking at the full capacity of SSD in other research 

fields. Potential SSD applications in other fields are listed 

here by studying other related research fields in security. 

These include spam detection, detection of proxy servers, 

backdoor detection and detection of DoS attacks. 

SPAM Detection 

Spam is the manipulation of electronic messaging systems 

by sending unsolicited messages indiscriminately in bulk 

[27]. Although spam can be used in many types of media, 

such as instant messaging, the USENET newsgroup and the 

web search engine [28], the potential use of SSD can be 

found in e-mail spam. 

For e-mail-based spam such as[ 29],[ 30] and[ 31], a range 

of spam detection techniques have been explored. In the 

case of[ 29], the disclosure is performed manually by 

removing the spammed e-mail directly from the mailbox of 

the user e-mail, as the end user usually. On the other hand, 

spam detection is proposed in[ 30] using filtering. However, 

both techniques categorize a message by simply specifying 

the keyword, phrase and address. The results of spam 

detection will be in a high percentage of false positive 

signals using this method. The Artificial Intelligent (AI) 

techniques were recommended to overcome the problem 

[31].  However, the use of AI in spam detection, such as 

data mining, tends to take time. The spam e-mail appears to 

be a user's advertisement. Phishing and fraud are other 

purposes of spamming. 

From the SSD point of view, a spam can be found from a 

host's incoming and outgoing e-mail port. Instead of finding  
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many port selections to be examined, the spam can be 

detected from the incoming port and the outgoing e-mail 

port. Instead of all ports used by other applications, the SSD 

approach can be more focused on the detection of anexact 

port. For example, port numbers 25, 143 and 110 are used 

for e-mail applications using the Simple Mail Transfer 

Protocol (SMTP), the Internet Message Access Protocol 

(IMAP) and Post Office Protocol Version 3 (POP3). 

Essentially, these are the ports that must be examined in the 

SSD approach. 

The difference between the SSD concept practices in the 

detection of spam is that the number of incoming and 

outgoing traffic is not equal. In fact, the incoming spam is 

usually sent to one recipient and the same e-mail is sent to 

many other recipients. Then, e-mail spam detection can be 

written as 

          
             

               

   (2) 

From Eq. (2), the incoming e-mail should be less than the 

outgoing e-mail in a host. 

Proxy Server Detection 

A proxy server is a server that assembles a client 

application, such as a web browser and a real server[ 32]. It 

is clear that the proxy server acts as an intermediary for 

requests to connect to the web server from hosts or clients. 

The proxy server will therefore temporarily store any data 

transmitted between hosts. It is vital to detect the proxy 

server because it prevents the user from remaining 

anonymous in the network. 

A various methods for the detection of proxy servers have 

been explored. The network administrator's conventional 

approach is to use specific monitoring software such as 

Wireshark[ 34] for the detection of proxy servers. This 

approach, however, is not reliable. Another approach is to 

use a more reliable Intrusion Detection System (IDS) than 

the conventional approach, although it may take time. This 

latency may be caused by the use of data mining techniques 

in IDS[ 34-36]. 

This research recommended a simple SSD-based 

approach to improve latency in the detection of proxy 

servers. Figure 4 shows a model of basic SSD-based proxy 

server communication. 

 

 

Fig. 4 Proxy Server Communication 

From Figure 4, Host j as a proxy server sends a request to 

Host l through Host k. Therefore, by using the definitions 

given in Eq. (1) and Eq. (2), CCj,k = CCk,l and CCl,k = CCk,j. 

Each host involved in proxy server detection through SSD. 

           
               

              

    (3) 

From Eq. (3) to detect the proxy server; it is necessary to 

capture the incoming and outgoing traffic on the selected 

host. 

Back Door Detection 

The backdoor can be defined as an unseen approach to 

avoid regular computer authentication systems[ 37]. The 

backdoor program can be aggregate or exists for system 

processes. Backdoor programs are also implanted from 

numerous worms such as Sobig and Mydoom. Sophos Labs 

has exposed the W32 / Induc-A virus that has infected 

Delphi 's program compiler. The virus presents a new 

program with its own code that contaminates many systems 

that the programmer does not know about. This backdoor 

attack worked intangibly in the background until exposed a 

year later. Until exposed a year later, this backdoor attack 

worked intangibly in the background. This shows the danger 

of attacks on the backdoor. 

Antivirus solutions can most often prevent backdoor 

intrusion [38]. However, this involves the correct signature 

implanted into the antivirus and can only be recognized in 

the host environment. For this reason, this research 

recommends a simpler solution to detect the backdoor using 

stepping stone detection concepts. 

If the incoming and outgoing flow through the host is 

equal, a host can be defined as a stepping stoned host. In this 

situation, the detection occurs when the anexact port is 

connected many times. It usually occurs when the affected 

host directs the data abruptly to the external network using 

the same port number and within the same time period. 

Eq.(4) the detection of the back door was formulated using 

SSD. 

               
               

              

   (4) 

From Eq. (4), host can be defined as the “back door” 

when incoming and outgoing flow are equal and not if not. 

DoS Attack Detection 

A Denial of Service( DoS) or Distributed Denial of 

Service( DDoS) attack is a type of attack that attempts to 

prevent network resources [39]. DoS or DDoS attacks 

usually occur on websites hosting high- profile web servers 

such as banks or payment gateways for credit cards. 

There are many forms of attacks on DoS/DDoS. SYN 

flooding is a type of DoS attack where many SYN packets 

are directed and certainly not recognized, which suspends 

other users from the server and in severe cases endangers 

users when the server is completely shut down [40]. By 

using firewall settings [41], DoS attacks can be resolved. On 

the other hand, research by [42] addresses DDoS using a 

special Intrusion Detection System (IDS). In [43], the neural 

network is used to unravel DDoS. To address DoS attacks, a 

variety of AI can be used. 

If numerous attackers are assumed to send many requests 

instantly to the target, the authentic user is therefore unable 

to send any request to the victim. This is the basic nature of 

the DoS/DDoS problem. These can be transmitted from the 

SSD perception as: 

         
                       
                     

   (5) 
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Referring to Eq. (5), the stepping stone is identified if the 

number of incoming flows is less than the number of 

outgoing flows for the host by discovering the victim as the 

stepping stone host. Each host should balance the number of 

incoming and outgoing flows. 

V. SPAM DETECTION USING SSD TECHNIQUE 

Through study that has been conducted in SPAM, based 

on Eq. (6), SPAM can only be detected if           . 

Although in Eq. (3) earlier, SPAM can be detected if 

          , this is actually right because      is not equal 

with      or more accurately,     need to be greater or equal 

to     . This is shown in Eq. (6). Based on Eq. (2) also, to 

achieve accurate detection, this proposed research has also 

come out with Eq. (7) which is examine time of the packet 

out and in to the host.Based on the previous explanation 

about the spam, the problem formulation of Spam Stepping 

Stone Detection is based on this formula. 

           
             

               
     (6) 

            
                     
                      

   (7) 

The         is the spam detection formula using the 

basic stepping stone. Eq. (6) is valid or true when inbound 

message to a host is less than outbound message from the 

host and it is false when inbound message is greater than or 

equal to outbound message. The inbound and outbound 

message is categorized based on the email header such as 

subject or body. When the similar email directed to a host 

and then the host redirected out the same email to all of his 

contacts, Eq. (6) will be triggered. 

        on the other hands is the host that sending spam 

message through a network. Eq. (7) is true when the 

outgoing message time is less than the incoming message 

time and false when the time for outgoing message is greater 

than or equal to incoming message time. Eq. (7) is needed 

for detecting the real spammer in a network. 

Experiment 

To proof the Eq. (6) and Eq. (7), a set of experiment 

testbed has been set up. The problem explanation for Spam 

using SSD is based on testbed oriented where the sample is 

organized, numbers of host are fixed and the spam sample is 

directed manually.To send spam message, e-mail account 

needs to be set up. For this reason, a free e-mail account 

(gmail) has been set up.  

 

 

Fig. 5 Experimental Testbed 

As shown in Figure 5, the inbound and outbound message 

flows are shown through the use of the arrow that pass 

through between the host and the details of email is logged 

to excel file. By referring to Table 1, each host does not 

have every host address.Figure 5 also shows that host two is 

highlighted in red. This is to show that the spammer is the 

host two which will be sending spam email throughout the 

network. 

Table. 1 Host Connection Details 

Host Email Stepping Stone 

Chain 

Host 1 spamhost.one@gmail.com H3, H4, H5 

Host 2 spamhost.two@gmail.com H3, H4, H5 

Host 3 spamhost.three@gmail.com H1, H2, H4 

Host 4 spamhost.four@gmail.com H1, H2, H3, H5 

Host 5 spamhost.five@gmail.com H1, H2, H4 

 

In Table 1, host one has host three, host four, and host 

five addresses. Host one email address is 

spamhost.one@gmail.com.  

For host two, three contacts are available in his list of 

contacts. The host two contacts are host three, host four and 

host five. The email address is spamhost.two@gmail.com. 

Host three address is spamhost.three@gmail.com and has 

the host one, host two and host four address in his contact 

list. Meanwhile, host four has contact addresses of host one, 

host two, host three and host five with an email address 

which is spamhost.four@gmail.com. Lastly, the host five 

contacts are host one, host two and host four. The email 

address is spamhost.five@gmail.com. This kind of design is 

to mimic real life situations where a host might not have all 

contact address. 

For the development of the application, the Visual 

Basic.Net based application is used. In the experiment, the 

application assembles information such as sender address, 

receiver address, subject, body, and timestamp. Then, all of 

this information transformed into an excel file as to create a 

log book of inbound and outbound message. This 

information is critical to detect a spammer using the SSD 

technique because it only way to regulate the spammer by 

inbound and outbound message as stated in Eq. (6). 

Figure 6 displays the main interface of the SSD e-mail 

application that is being used for the experiment. It has two 

key functions which are to send email or view SSD Log.. 

Host needs to fill in all fields in order to send the e-mail. 

Then, the information is kept in an excel file. 
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Fig. 6 SSD Email Application Interface 

The complete information is keptin an excel file, 

including the body of an email. Because it is difficult to 

detect spammer with all the information, the application has 

also come out with the SSD Log that only to be used to 

display the information needed for the purpose of detecting 

spammer using SSD approach. In the SSD Log, the sender, 

receiver, subject and timestamp is presented so that the 

analysis can be done to detect the source of the spam. In Eq. 

(7), timestamp will be required as to detect the real 

perpetrator that distributes spam in the network. 

The development of the application is significant as to 

show the competences of the proposed approach. Through 

the development of the application also, the detection of 

spam can be more effective compared to the usage of 

mathematical equation solely. The discussion of the result 

will be discussed later in the section (Section 5.2). 

VI. RESULT 

The result of the experiment in Table 2. Although the 

table is quite alike compared to Table 1, it is in the same 

time disclosures that the detection of spam using SSD 

successfully interpreted to the result. On the other hand, by 

considering to these two tablesarerevealed that the overall 

experiment shows the result clearly. 

Table. 2 Experiment Result 

Host Detection 

Host 1 H3, H4, H5 

Host 2 H3, H4, H5 

Host 3 H1, H2, H4 

Host 4 H1, H2, H3, H5 

Host 5 H1, H2, H4 

 

From Table 2, it is exposed that each host 

effectivelyidentify all connected spam hosts. For example, 

Host 1 successfully identifies Host 3, Host 4 and Host 5 as 

the spammer. This is also applied to Host 2, Host 3, Host 4 

and Host 5. Every host that used stepping stone detection 

approach identify all spammers without fail. On the other 

words, it is 100% of detection occurred here. 

Through the experiment that has been performed, the 

connection between the hosts that involved in the 

experiment can be discovered. Not only each host has the 

ability of detecting spam (using a stepping stone detection 

technique) by itself, but the connection from differences 

host also possible to be recorded. The detection of a list of 

hosts that involved in spam solves many problems of spam 

detection. 

VII. CONCLUSION 

SSD has untapped potential in many emerging research 

fields for the discovery of host series by attackers, namely in 

spam, backdoor, proxy and DoS attack detection. In order to 

demonstrate the potential of SSD to address current spam, 

backdoor and proxy detection problems, four possible new 

SSD models are presented. 

In this research, one of potentially several emerging 

research has been discussed further, it is known as spam. 

Extensive experiments has been executed as to prove the 

theory that has been discussed before. 

The general result in this paper shown that the 

elementaryimpression on the detection of the SSD can be 

used for other purposed; in this case spam detection. This 

not only validate the idea through of our previous research 

paper, this paper also demonstrates the accomplishment of 

the research through the usage of real-time based templates. 
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