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Abstract: This drone protection unit is designed to protect from
possible accidents on the ground or water. Accidents may cause
technical failure, signal losses, motor malfunction, weather
condition, collision etc. The objective is to develop a prototype to
protect the components or any such packaging attached to the
drone for safe landing. Similar to an airbag concept, it deploys
two inflators once the sensor detects any unwanted movement
experienced by the drone. A total of six tests were done for this
experiment. The first three tests were the Ultrasonic, Arduino
and reliability tests; to indicate any environmental variables that
can have an impact to the drone and for the speed sensor. Among
these three, ultrasonic test gave the best sensing ability compared
to the others. The reliability test was conducted by placing the
sensor in front of a fan to observe the effect on the sensor;
whether it would be affected by windy conditions. The functional
test involved the drone to be equipped with six sensors to
determine the result for any changes in movement of any object
from the sensor. The final test was observing the whole system by
dropping the decoy drone from a height of 12m. Overall results
showed that the time taken for the airbag to fully be inflated was
32ms while the drone protection applied for this project was
1.293s.

I. BACKGROUND
Based on the previous research that have been done in the
aviation domain which includes many specializations1-19,
drone technology has been selected to be pursued for this
study. Human Drone accidents and incidents continue to be
on the rise. As for this year, on 25th March, the Federal
Aviation Administration (FAA) released 582 new reports of
incidents involving unmanned aircraft in United States of
America (USA) airspace system20. This causes the drone
owner to suffer few losses in which they need to buy or
build a new drone whenever a crash occurs. Drone accidents
and incidents have been a serious issue when it happened in
a private land or place as FAA recorded that there are 116
incidents of close encounters between a manned aircraft and
drone that involved a plane carry 50 passengers or more
while in Malaysia, there was one case where a guy flew his
drone right into Kuala Lumpur International Airport (KLIA)
to take shots of the planes coming in to land.
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Drone crashes may even lead to injuries or fatalities
whether it is directly or indirectly hit or fall on human
Drones normally weight around one kilogram or more and
providing its speed and the way it crash. The blade itself is
dangerous when it comes to such situation. This is why
drone needed a protection unit that can be deploy whenever
drone having technical failures, about to have any collision
or even in the event of near crash, so that it will protect the
drone from any damage and will not bring any harm to those
people around the drone. The specific objectives of the
project that should be achieved are as follows:

To design an automated protection unit for medium
size drone upon technical failure and physical impact

To test the functionality of the automated
deployable protection unit.

To analyses the type of sensors and feedback time
that affects the protection unit deployment duration.
This project basically applicable for any free fall object be
it from any aircraft crash or from high building. However,
the scope has been narrowed down to medium sized drones
of multi rotor with a speed of less than 30km/h. This project
is limited to above scope as small sized drone does not have
enough power to weight ratio to carry the weight of this
protection unit and the response time for this protection unit
does not work effectively for drones above 30km/h speed.
II. METHODS
The first part consists of electronic circuit and
programming, which involves Arduino Mega, different
types of distant measuring sensors such as Ultrasonic
Sensor, Arduino Infrared Sensor Module, and Sharp
GP2Y0A02YK0F Analog Infrared Sensor and also other
related
components
in
this
project.
The second part consists of hardware and materials which
will be used as a device that deploys the airbag system, type
of airbag and related protection systems that we have tested
to be effective in absorbing the impact from all sides.
Testing method is on developing a guideline to limit the
project’s methodology within the scope and to show the
steps that need to be followed in order to fully develop
aproject.
Arduino Mega will first initialize the distance and
converts them into velocity using 6 distance measuring
sensors located on all sides of the drone when turned on to
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prevent accidental deployment when the drone is on
ground. The drone will then start to measure all distance
measuring sensors that will be measuring distances and
converting them into velocity in real time once the drone is
clear of any obstacle within 60 centimeters on all sides. If
the velocity of the object on all sides exceeds 30km/h within
60 centimeters, the airbag will be deployed by Arduino
Mega’s digital signal which is sent to a relay that acts as an
electromechanical switch in the power circuit that is
connected to the airbag inflator, to absorb impact in any
directions. If the velocity is below 30km/h, the drone will
not activate the deployment system until the distance
measured is below 15 centimeters in either one direction,
except for sensor that is located at the bottom of the drone,
in which the airbag will be deployed regardless of the
velocity.
If the airbag is not deployed, the drone can return safely
without the accidental deployment on landing as the sensor
which is located at the bottom will not trigger as long as the
landing velocity is well below 30km/h. After landed, the
drone will turn off detection on all sides so that the drone
controller can safely approach the drone to turn the drone
off. If the drone is taken airborne again after landing, the
system will turn itself active again. The whole project has
rechargeable batteries to provide power to the system.

Fig. 1.1 Airbag Deployment System

III. RESULTS
Three sensors will be held up for the analysis which is
Ultrasonic Sensor, Sharp GP2Y0A02YK0F Sensor and
Arduino Infrared Sensor.
Testing Methods
Upon writing a successful coding that can interface with
the relay, it is now the job of sensors to provide the data to
the Arduino Mega 2560. This brings the project to the next
phase, where the sensors need to be tested. The analysis will
include a few aspects including functionality, reliability and
speed. These aspects are very important and crucial because
it will determine the functionality of the project as a whole,
thus determining whether or not the objective has been
achieved. The testing development will focus on electronic
components and software.

Fig. 1.2 Relay activated 10s after Arduino Mega Turned
On
Figure 1.2 shows the relay is initialized and then
activated after 10 seconds the Arduino Mega 2560 has been
turned on based on the coding written in Figure 1.1. Figure
1.3 shows a successful deployment of the Airbag Inflator
and the airbag has fully inflated.

How Relay Triggered Airbag Inflator
Before testing the distance measuring sensors, the relay
will be checked to ensure that it works properly. Also tested
here is the power supply for the airbag inflator that to make
sure Airbag Deployment Circuit is working accordingly.
Connection of the diagram is not changed as we are going to
test the whole Airbag Deployment System only. Figure 1.1
is the coding to test the system.
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Testing to Measure Distance
In this section, the measuring distance test is conducted
by using three different type of sensors. The result of this
test will indicate the environmental variables that can have
effect on sensor and the speed of reading from the sensor.
Figure 1.4 shows that the Ultrasonic sensor has been
successfully connected to the Arduino Mega and the relay
module. Then, the coding is written to get the reading from
the Ultrasonic sensor.

Figure 1.6 is the reading from the Ultrasonic sensor that has
been obtained from the Serial Plotter in Arduino IDE that
shows when object is moving at 60cm constant, object
moving at 10cm constant, object moving from 60cm to
10cm and object moving from 10cm to 60cm.

Fig. 1.6 Reading from Ultrasonic Sensor
The reading that obtained from Arduino is in
microseconds and the distances that need to be measures
should be in cm. Based on this, we have to convert the
original mathematical equation to measure distance into
different unit. Equation 1.1 is the original equation before
converted into new equation.
Equation 1.1: Original Distance Equation Used
Fig. 1.4 Test 1 - Ultrasonic Sensor Attached to System
The coding is shown in Figure 1.5. In this test, the
distance reading of this sensor is obtained by placing a box
at the distance of 60cm from the sensor. The box is then
moved towards the sensor and the reading is recorded.

Equation 1.2 is the equation that its distance and time
have been converted from meters to centimeters and from
seconds to microseconds.
Equation 1.2: New Converted Distance Equation

From Figure 1.6, three reading of object moving at
constant distance of 60cm is taken to get the accuracy of the
Ultrasonic sensor. From Table 1.1, we can find the distance
using calculation that has been derived from Equation 1.2.
Table 1.2 is the measured distance obtained from Table 1.1
after using the Equation 1.2.
Table. 1.1 Time taken at three reading of constant
movement of 60cm
Reading
1
2
3

Time (µs)
3500
3450
3550

Fig. 1.5 Coding to test Ultrasonic Sensor
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Table. 1.2 Measured Distance of Ultrasonic Sensor
Reading
1

Distance (cm)
60

2
3

59
60

Figure 1.7 is the graph of the measured distance of the
Ultrasonic sensor. We can see from the graph that the
distances measured from the three readings are slightly
same which proves this sensor accuracy.

B
ox

Fig. 1.7 Ultrasonic Measured Distance
Figure 1.8 shows the Sharp GP2Y0A02YK0F sensor
attached to the Arduino Mega 2560 and the 2 way channels
relay module. This test is carried out using the same method
as shown in Figure 1.6 before. The box will be moving from
10cm to 60cm and vice versa.

Fig. 1.9 Coding for Sharp GP2Y0A02YK0F
Figure 1.10 shows the reading from Sharp sensor where
the constant high reading indicates object moved at 60cm
constant while the lower reading indicates object moving at
10cm in constant distance. When the object moved from
60cm to 10cm, the reading will be decreasing. Figure 1.10
data is obtained from the Serial Plotter.

Fig. 1.8 Sharp GP2Y0A02YK0F Sensor Connected to
the
Relay and Arduino Mega
Figure 1.9 is the coding used to carry out this test. After
the coding has been successfully uploaded, the results can
be seen in Serial plotter as shown in Figure 1.10.
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Table 1.3 shows the distance from 10cm to 180cm and the
digital reading obtained from the Serial Plotter. Figure 1.11
is the graph plotted from Table 1.3 based on Equation 1.3
which is the power equation for the Sharp sensor
calibration.

Table 1.4 is three readings taken when object moving at
constant 60cm. By using Equation 1.3, the digital value is
then converted into distance in cm as shown in Table 1.5
and the results can be seen in Figure 1.12.
Table. 1.4 Digital Value of constant movement of an
object at 60cm

Table. 1.3 Measured distance for every 10cm

Readings
1
2
3

Digital Value
1975
2000
1900

Table. 1.5 Distance Measured
Readings
1
2
3

Distance (cm)
58.99
58.22
61.44

Figure 1.12 shows the graph obtained from Table 1.5 in
which the distances obtained from those three readings are
slightly the same, indicating that this sensor accuracy is
good since each reading did not have large gap in distance.

Equation 1.3: Power Equation for Sharp Sensor Calibration

Equation 1.3 is obtained by adding a trend line and to the
graph so that it will find out the average equation of the
measured reading to provide consistent graph in order to aid
the coding in converting measured digital value to
centimeters.
Figure 1.11 is the graph of distance vs. digital reading
where when the reading is high, it indicates that the distance
to the object or the distance from the object approaching the
sensor is near and when the reading is low, the distance will
be far or longer. However, this sensor will invert the signal
that it received if the distance is 170cm and above. The blue
line is the real result gained while the black line is the graph
that guided graph from the datasheet.

Figure 1.12: Graph obtained from Table 1.5
Figure 1.13 shows that the Arduino Infrared Sensor
Electronic is assembled as shown in Figure 1.14. After that,
the coding needs to be written to get reading from the
sensors. Figure 1.14 shows the coding for Arduino Infrared
sensor that is used for this test.

Fig. 1.13 Arduino Infrared Sensor Attached to Arduino
Mega

Fig. 1.11 Graph of Distance vs. Digital Reading
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Fig. 1.17 Ultrasonic Sensor in front of a Fan
Fig. 1.14 Coding for Arduino Infrared Sensor
When the coding is uploaded, the results can be seen in
Serial Plotter in which for this sensor, its reading is similar
to digital output which is high or low. Figure 1.15 shows the
reading obtained from Serial Plotter.
From Figure 1.15, reading is high when the object is
moving at constant 10cm distance while the reading is low
when it moved at constant distance of 60cm. This sensor
does not detect at all distance. However, it triggers when
object is in proximity. This is based on the reading in Table
1.6 and the results are plotted in Figure 1.17. Table 1.6 is
the readings gained from Arduino Infrared sensor.

Figure 1.18 shows the reading obtained by Ultrasonic
Sensor in which when it is subjected in front of a fan, the
signal is not stable and the reading is inaccurate as there are
noise in the signal as shown in Figure 1.18.

Table. 1.6 Readings from Arduino Infrared Sensor
Distance

Digital Value

10

550

20

550

30

550

40

10

50

10

60

10

Fig. 1.18 Ultrasonic Sensor’s Readings

As a conclusion, Ultrasonic Sensor gives the best distance
sensing ability compared to Sharp GP2Y0A02YK0F Sensor
and Arduino Infrared Sensor. However, Arduino Infrared
Sensor failed to detect more than 30cm making it limited up
to 30cm. Arduino Infrared Sensor is automatically
disqualified from the next test, which is reliability.
Figure 1.17 shows the ultrasonic sensor positioned in
front of a fan. However, both Ultrasound and Infrared
Sensors are subjected in front of a constant wind from fan to
see whether their readings affected by the wind.
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Figure 1.19 shows the Sharp GP2Y0A02YK0F Sensor
Readings in front of a fan gained from the Serial Plotter.
The Sharp GP2Y0A02YK0F Sensor has not been affected
by the windy condition after it has been tested in front of the
fan that has caused the Ultrasonic Sensor to give inaccurate
readings. This is caused by the Ultrasonic Waves being
affected by the surrounding air that is transferring the sound
energy moves rapidly causing the ultrasonic waves to break
or cause unwanted distortion. Another factor that
contributes to this is that the microphone becomes
insensitive because a constant subject to sound wave from
the wind. Although there are noises in Sharp sensor signal,
the signal still can give accurate reading and the signal
strength is better compared to the Ultrasonic sensor.
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to filter out unwanted noise. The coding was modified to
form the final coding as shown in Figure 1.21. Full coding
will be attached in the appendix.

Fig. 1.19 Sharp GP2Y0A02YK0F Sensor Readings
Due to the fact that light travels faster than sound, light
waves can be reflected and sensed faster. Furthermore, the
light waves are not affected by the surrounding air as light
can travel even in vacuums. This caused the Sharp
GP2Y0A02YK0F Sensors to have a clear advantage over
Ultrasonic Sensor. Generally Ultrasonic Sensors have a
more accurate reading but on a very quiet environment.
Since we are going to apply this sensor in a project that will
be subjected to winds and noise from rotor blades of the
drone, Sharp GP2Y0A02YK0F Sensors seems to be more
applicable in this project. Table 1.7 shows the comparison
between Ultrasonic sensor and Sharp Sensor.

Then after the Arduino Mega 2560 is programmed using
above code, we tested using relays without attaching airbags
for safety purposes. No further modification in both
hardware and software is required to repair or perfect the
system.

Table 1.7 Ultrasonic Sensor and Sharp Sensor
Comparison
Ultrasonic Sensor



Readings
affected by wind

Inaccurate
readings

Noise is
high

Fig. 1.21 Final Coding

Sharp
GP2Y0A02K0FSensor

Readings is
not affected by wind

Accurate
readings

Low noise

Drop Test
The decoy drone is dropped from a distance of 8m to
check whether the whole system is working as expected in
this dummy drone. Figure 1.22 shows the overall weight of
the decoy drone and the protection unit system itself.

This functionality test is using six Sharp sensors and each
sensor is represented in six different colors as shown in
Figure 1.20. Front sensor is represented by blue color, back
sensor is in orange color, bottom sensor is red color while
upper sensor used violet color. As for right sensor, the color
is green and left sensor is grey in color. The result shown is
to know whether all of the sensor readings changes
according to the distance of object moving towards and
moving away from the sensor.
All the all six sensors are outputting their signals in Serial
Plotter that have been filtered for noise. When the reading is
constant, it indicates that there is no movement. However, if
there is movement moving towards the sensor, the reading
will be decreasing and if the movement if going away from
the sensor the reading will be high. Based on the datasheet,
one 10uF smoothing capacitor is recommended to be used
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Table 1.8 shows the weight of the project which covers
the dummy drone, the drone protection system and the
dummy drone with the protection system as well.
Table. 1.8 Weight of the project
Components

Weight (g)

Dummy Drone

1342

Drone Protection
System
Dummy Drone +
Drone Protection
system

2225

Table. 1.10 Real Result Deployment of Dummy Drone

3567

When the drone is dropped, Arduino Data Logging
system that is placed inside the dummy drone will take
measurements continuously throughout the drop test in
terms of velocity, acceleration and time taken for the airbag
to deploy.
Time taken for the Arduino to deploy is calculated from
the time the relay disconnected. The expanding airbag will
cause the wire to disconnect, thus recording the log to the
Arduino Data Logger. Table 1.9 is the saved data retrieved
from Arduino Data Logger by subtracting the time of the
airbag deployment’s timestamp from the time relay turns on
as shown in Equation 1.4 and Table 1.10 shows the Real
Result Deployment of Dummy Drone retrieved from the
Arduino Data Logger.

Rela
y1

Rela
y2

0

OFF

OFF

NO

0

OFF

OFF

NO

0

0

OFF

OFF

NO

0

0

OFF

OFF

NO

<00:00:00:0004>

0

0

OFF

OFF

NO

<00:00:00:0005>

0

0

OFF

OFF

NO

<00:00:00:0006>

0

0

OFF

OFF

NO

<00:00:00:0007>

0

0

OFF

OFF

NO

<00:00:00:0008>

0

0

OFF

OFF

NO

<00:00:00:0009>

0

0

OFF

OFF

NO

<00:00:00:0010>

0

0

OFF

OFF

NO

(s)
<00:00:00:0000>

0

<00:00:00:0001>

0

<00:00:00:0002>
<00:00:00:0003>

Timestamp
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Airba
g

<00:00:41:910>

0

0.0089

OFF

NO

<00:00:41:911>

0.0089

0.0089

OFF

NO

<00:00:41:912>

0.0178

0.0089

OFF

NO

<00:00:41:913>

0.0267

0.0089

OFF

NO

<00:00:41:914>

0.0356

0.0089

OFF

NO

<00:00:41:915>

0.0445

0.0089

OFF

NO

<00:00:41:916>

0.0534

0.0089

OFF

NO

<00:00:41:917>

0.0623

0.0089

OFF

NO

<00:00:41:918>

0.7129

0.0089

OFF

NO

<00:00:41:919>

0.8018

0.0089

OFF

NO

Table. 1.11 Timestamp of the Triggered Components

Table. 1.9 Saved Data Retrieved from Arduino Data
Logger
Acceler
ation
(ms-2)

Relay
Acceleration 1
Airbag
(ms-2)

From the data logged by the data logger based on Table
1.10, airbag deployment time and time Relay 1 and Relay 2
on is as shown in Table 1.11.

Equation 1.4: Time Taken Arduino to Deploy the System

Velo
city
(m/s)

(s)

Velocity
(m/s)

Timestamp

Triggered
Components
Relay 1

Timestamp

Relay 2

<00:01:42:0872>

Airbag
Deployment

<00:01:42:0903>

<00:01:42:0871>

From Table 1.11, when we subtract according to the
Equation 1.4, it will be as shown below, based on the
equation stated, we know that it takes 32ms maximum to
deploy an airbag from the time it was triggered by the
Arduino Mega.
Trigger of Airbag deployment from Relay 2 =
00:01:42:0903 - 00:01:42:0872 = 00:00:00:0031
Trigger of Airbag Deployment from Relay 1=
00:01:42:0903 - 00:01:42:0871 = 00:00:00:0032
Figure 1.23 shows the graph of velocity over time in
which the time from when the decoy drone fall until the
time where the decoy drone stop. From Figure 1.23, it can
be seen that as the time for the decoy drone increases, the
velocity also increases along with the time.
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Fig. 1.25 Graph of Velocity vs. Time (Landing)

Fig.1.23 Graph of Velocity vs. Time
Figure 1.24 shows the graph of acceleration vs. time
where the acceleration is constant throughout the time when
the decoy drone fall. The plotted line in the graph is in
straight line, showing that the acceleration is constant.

Figure 1.26 shows the acceleration over time graph in
which this graph focuses on whether the dummy drone
touch ground or not. When the dummy drone touches the
ground, the acceleration is decreasing as per the graph
shown.

Fig. 1.26 Acceleration vs. Time Graph
Fig. 1.24 Graph of Acceleration vs. Time
Figure 1.25 is the graph of acceleration over time from
the time the acceleration starts to the time it stops with a
10ms delay in between each of the readings. Figure 1.25
show the velocity over time graph similar like the graph
shown in Figure 1.23. However, Figure 1.23 focuses more
on the time when the dummy drone landing and also focuses
on the shock absorbed by the airbag. We can see that there
is a deceleration faced by the dummy drone.
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Table 1.12 shows the data gained from both of the drop
test and the data logger. This table contains the data
variables, the raw values, the format and the values gained.
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Table. 1.12 Results from Drop Test and Data Logger
Data Variables
Height
Height
Drone's Max
Velocity
Drone's Max
Acceleration
Drone Released At
Drone's Relay 1
Activated At
Drone's Relay 2
Activated At
Drone's Airbag
Activated
At
Drone Touched
Ground
At
Drone Completely
Stopped At

Raw Values
12m
3 Story Building

Values
12m
N/A

10.68 m/s

10.68 m/s

8.9 m/s/s

00:01:42:872

8.9 m/s/s
1m 42s
918ms
1m 42s
871ms
1m 42s
872ms

00:01:42:903

1m 42s
903ms

00:01:41:918
00:01:42:871

Fig. 1.27 Overall System for Drone Protection Unit
Table. 1 Means for all items
V. CONCLUSIONS

00:01:43:211

1m 43s
108ms
1m 43s
211ms

00:00:01:293

1s 293 ms

00:01:43:108

Time Taken from
Top to Bottom
(Drone)
Airbag Inflation
Process
00:00:00:032
Stopping
Process
of
Drone
00:00:00:103
Time Taken for
activation of
Relay
to
00:00:00:340
Drone's
Complete
Stop

32ms
103ms

340 ms

IV. RESULT DISCUSSION
Overall, the project for Drone Protection System using
Arduino Mega 2560 Microcontroller, Distance Measuring
Sensors, Relay Modules and Airbag is a successful project
and achieved stated objectives. For the software, all coding
must be written without errors. Some error will be shown,
called syntax errors. They are easier to correct as it is just a
spelling error. A more complex error such as mathematical
errors will not be shown and this is harder to debug. If error
exists, the system will not function properly. Figure 1.27
shows the overall system for Drone Protection Unit.
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The Sharp GP2Y0A02YK0F Sensors has the most
reliable reading among the three sensors. However, the
reading is quite noisy and has to be fixed in order to
improve the signal. The datasheet comes in handy on
smoothing out the signal waveforms as we can get the exact
component and its rating. Also inside the datasheet is the
digital value reading to distance graph, which helped us in
getting the equation required to get the distance out of the
Sharp GP2Y0A02YK0F Sensors.
Relay Modules also has different types of variant but this
relay physically turns off secondary circuit by using a metal
armature that moves inside, actuated by an electromagnet.
The current rating for Relay Modules is also more than
enough for the system that we are constructing. The Airbag
Inflator which is controlled by the Relay can inflate Airbag
within tens of milliseconds which is very useful in high
speed collisions or during free fall.
As a conclusion, Drone Protection System using Airbag
Deployment System was successfully developed. The
lifesaving technology of Airbag, combined with other
electronic components such as Arduino Microcontrollers,
Relay Module and Sharp GP2Y0A02YK0F Sensors can be
utilized to protect a drone.
For further research and development, there are a few
recommendations on how this drone protection system can
be improved.
 Create a lighter system that uses a technology like the
airbag but lighter to reduce impact on drone’s battery life.
This project’s protection system is heavy and can eat up
drone’s battery life per charge by even half for medium
sized drone.
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 Make the system to be more flexible and portable to
support plug-andplay concept. Many drones are custom
made according to the owner’s or operator’s needs. If a
more portable and flexible device is created, the owner or
operator can just fix the device to their custom built drone
which can be costly to provide protection.
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