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Abstract: With the rise in tiny computing devices communicating 

end-to-end, followed the demand to reinforce security while not 

compromising on the constraints like area, power, memory, 

performance, latency etc. Lightweight cryptography is ideal for 

satisfying security requirements in resource constraint devices. 

LiCi is one of the recent lightweight ciphers with moderate 

emphasis on security for low-area overhead and low-power 

applications. In this paper, three different hardware architectures 

for this lightweight algorithm are proposed. The architectural 

strategies include a serialized architecture, a reduced datapath 

architecture and a pipelined architecture. The serial architecture 

consists of serially performing the operations with fewer resources 

using a control circuit targeting low-area and power at the 

expense of increased latency and low performance. The reduced 

datapath architecture targets a reduction in the width of the input 

bits for low-area and low-power with tradeoffs in security due to 

memory-based key-scheduling. The pipelined architecture targets 

high performance and throughput by reducing the critical path 

delay with the inclusion of registers at appropriate intervals. The 

proposed hardware designs target Xilinx FPGA platforms like 

Spartan 3, Virtex 4 and Virtex 6. The synthesis and 

implementation of the designs for Post Place and Route is done in 

Verilog using Xilinx ISE 14.6. The simulations for the same are 

observed in ISim Simulator. The power consumption is estimated 

using XPower analyzer. A fair comparison is performed with the 

existing ciphers in terms of slices occupied, latency, throughput 

and dynamic power for the targeted FPGA platforms. The 

dynamic power consumption of the proposed architectures is 

compared with the previous results for a clock frequency of 10 

MHz for Virtex 6 FPGA. Among the three designs, reduced 

datapath design consumes the least dynamic power followed by 

the serial architecture.The pipelined architecture occupies higher 

power due to the increase of registers and clock transitions. 

 

Keywords: LiCi cipher, IoT, RFID tags, Feistel Network, 

Security, Lightweight Cryptography, FPGA, Verilog, Slices. 

I. INTRODUCTION 

With the emergence of IoT (Internet of things), pervasive 

computing has increased to exponential levels. The devices 

interacting and communicating with each other are not 

limited to inanimate objects [1]. Recently introduced 

concepts like smart home, smart grid, smart city, ambient 

intelligence etc. are among the popular applications of IoT. 

This has led to a paradigm shift in the information transfer 

among the massive communication networks involving huge 

data transfer making the world a global village [2]. 

However, with this evolution came the need to constantly 

safeguard the data against security breaches. Any leakage of 

data can have severe and irreversible effects. Hence, itis also 
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crucial to protect the data against potential threats by 

employing suitable cryptographic algorithms [3]. While 

popular ciphers like Advanced Encryption Algorithm (AES), 

Data Encryption Standard (DES) are excellent in providing 

tight security, the area requirements of these ciphers are not 

ideal for applications having constraints on the resources to 

be utilized.The same can be said to be true for embedded 

applications like Radio Frequency Identification (RFID) 

tags, sensor nodes and other distributed control systems 

where the devices are tiny with fixed resources. For example, 

RFID tags, smart cards require low-area and power with little 

emphasis on throughput. On the other hand, RFID reader 

device is tasked with reading out many devices at one go. 

Hence, in this case, higher throughput is significant with area 

and power not set as the deciding factors. In such 

applications, security is necessary but not as strict as the 

objectives in desktop-server environments [4].The domain of 

Lightweight cryptography, a subdomain of Cryptography 

serves the purpose of imparting adequate security as well as 

satisfying the criteria set on the resources [5]. Lightweight 

cryptography offers choices among the cipher algorithms to 

choose from constraints like area, power, latency, 

throughput, key-size, block-size and security objectives. The 

selection of the constraints based on the resources and 

security can result in a trade-off among the lesser important 

parameters. As a result, this makes each hardware design for 

a cipher to be application-specific, suitable to serve the 

specific purpose [6].The cryptographic structures are 

generally classified as SPN (Substitution-Permutation 

Networks) and Feistel networks. SPNs consist of a link of 

connected mathematical operations with a single round 

composed of a substitution layer and a permutation layer 

along with the key-scheduling. The substitution layer aims to 

provide confusion by mixing-up the relation between the 

plaintext and the key. The permutation layer is tasked with 

imparting diffusion by targeting major changes in the 

ciphertext for a minor change in the plaintext bits [7]. 

Examples of SPNs are PRESENT [8], Light Encryption 

Device (LED) [9], AES [10], RECTANGLE [11] etc. On the 

other hand, Feistel networks operate on one half of the input 

data in a single round and generally require a suitable 

repetition of the rounds for achieving the security objectives.  

Some of the examples for Feistel networks are PICCOLO 

[12], LiCi [13], SPECK, SIMON [14] etc.The choice and 

design of a lightweight hardware architecture is dependent on 

the constraints set along with trade-offs that can be tolerated. 

The popular architectural strategies are round-based 

implementation, serial,parallel/pipelined architectures.  
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Round-based structures lay emphasis on low-area and power 

with higher latency. Pipelined architectures focus on 

moderate area with better performance and increased 

maximum operating frequency. Serialized architectures are 

designed for minimized area and power consumption at the 

expense of high latency, low throughput and low operating 

frequency. With the flexibility in the design and choice of a 

cipher, the application can be safeguarded against some 

possible attacks while keeping the design constraints in check 

[15]. The rest of the paper is organized as follows. Section II 

deals with the algorithm for LiCi cipher. Section III describes 

each of the three proposed architectures. Section IV presents 

the hardware comparison of the results. Section V includes a 

discussion of the results. Section VI is the conclusion of the 

work. 

II. CIPHER OVERVIEW 

LiCi[13], is a balanced Feistel design with emphasis on 

software as well as hardware implementations. It focusses on 

reduced area and power consumption. It comprises of 64-bits 

plaintext, 128-bits key and the 64-bits ciphertext. 

The Fig.1 shows that, from the 64-bits of the plaintext, 

32-bits from the MSB are inserted into the S-box to get the 

substituted values. These are XORed with the 32-bits from 

the LSB of the plaintext and 32-LSB bits of the round key. 

The values obtained are then circularly shifted to the left by 

three and then XORed with the substituted bits of the 

plaintext and the 32-MSB bits of the round-key. The result 

obtained is then circularly shifted to the right by seven. These 

set of operations are performed for 31 rounds to obtain the 

corresponding ciphertext. 

Key Scheduling 

The key scheduling is similar to that of PRESENT cipher. 

The key-scheduling in this cipher is resistant to popular 

attacks and quite robust in its performance [8]. For a given 

128-bits key, the 64 LSB bits are utilized in the XOR 

operations with the plaintext. 

For a given key, 

Key = a127a126a125 ……a2a1a0 
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Fig 1.  Encryption in LiCi cipher. 

Klsb = a31a30a29………....a2a1a0 

Kmsb = a63a62a61 ……..a34a33a32 

The key is updated as, 

1. Key <<< 13 (Circularly shifted to the left by 13-bits) 

2. S [a3a2a1a0]           [a3a2a1a0] 

3. S [a7a6a5a4]           [a3a2a1a0] 

4. [a63a62a61a60a59] ⊕Roundcounteri[a63a62a61a60a59] 

Here RoundCounterigives the value of the round counter, 

which is to be XORed with the 5-bits from the key-bits (a63to 

a59). 

III. PROPOSED ARCHITECTURES 

A. Serial Architecture  

This architecture is motivated by the serial architecture for 

PRESENT cipher for low-area with high latency and low 

performance [16]. The Fig.2 shows the proposed serial 

architecture designed with an input datapath of 8-bits. The 

first 16 clock cycles are required for the loading of plaintext 

and the key. The plaintext bits need a total 8 clock cycles for 

loading. The MSB and LSB bits are loaded in separate 

registers of 32-bits to facilitate easy processing of the 

operations involved. The loading of the input plaintext bits is 

done with the help of 2:1 multiplexers and shift registers. For 

the key, the data is loaded serially in a shift register of 128 

bits. This constitutes for the first state (S0) of the FSM as 

shown in Fig.3 wherein, the data is loaded and stored and 

then moves to the next state after 16 clock cycles. 

In the state S1, the first XOR operation is performed with 

the LSB bits of the plaintext and the substituted MSB bits 

along with the LSB bits of the key. For proper selection of the 

required bits to be XORed at each step, decoding logic is 

needed which incurs additional hardware. On successful 

completion of the XOR operation, the 32-bits intermediate 

result is circularly shifted to the left by 3-bits and stored in 

the MSB register. This state requires 4 cycles for substitution 

and the XOR operation is performed concurrently with the 

arrival of the substituted bits.  

The substitution is performed with the help of two S-boxes 

as opposed to the eight S-boxes used in the original design.  

The substituted bits also need to be stored as the XOR in the 

next state is dependent on the substituted bits. Hence, in an 

attempt to decrease the area overhead, the same register used 

for LSB bits is reused for this purpose. The first XOR 

operation and the circular left shift by 3-bits is complete at 

the end of the 4th cycle of the state S1. This result is stored in 

the MSB register, which also serves as the MSB input of the 

next round. 

In the state S2, the second XOR operation is performed 

with the result of the previous state stored in the MSB 

register, the MSB key bits selected through a decoding logic 

and the substituted values in the LSB register. This requires a 

total of 4 clock cycles for the XOR operation.The 

intermediate results of 8-bits at each clock cycle is stored 

back in the LSB register after shifting the result by 7 bits 

atthe end of the 4th clock cycle. This accounts for the LSB 

input of the next round. 
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In the stage S3, the key-scheduling is performed to 

calculate the key for the next 
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Fig 2.  Proposed Serial Architecture. 
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Fig 3.  FSM for Proposed Serial Architecture. 

 

round as per the operations in the algorithm. The S-box used 

for substituting the plaintext bits is reused in this state, for 

substituting the 8-bits of the key for the next round. This 

requires a single clock cycle.The next state depends on 

whether or not a new input is being loaded or the next round 

from a total of 31 rounds is to be executed. In all, for a single 

round, the number of clock cycles needed are 4 for first XOR 

operation, another 4 for the second XOR operation and a 

single clock cycle for the key scheduling. Hence, a total of 9 

clock cycles for a single round.  With the inclusion of 16 

clock cycles for the loading, 9clock cycles for the data 

processing and key scheduling for 30rounds and 8 clock 

cycles for the 31st round, a total of 294 clock cycles are 

needed to obtain the first output. The 31st round needs a 

clock cycle less due to the fact that key scheduling isn't 

required for the next round. As can be observed, the latency 

has increased, maximum frequency decreases with reduction 

in the area due to the reuse of S-boxes and registers. 

However, additional area is also incurred for the design of 

FSM and a counter to control its states. Also, suitable 

comparators and decoders are also needed for proper routing 

of the desired bits. It is to be noted that the output ciphertext 

is obtained through a 64-bits port. If it is required to reduce 

port size, additional registers would be needed to hold the 

MSB part of the cipher till the LSB part is calculated.  In 

addition, a decoder would be necessary to output the bits in 8 

clock cycles. However, this was not considered in the design 

proposed. 

The design of serial architectures for Feistel networks is 

not as straight-forward as that of an SPN like PRESENT due 

to the non-uniform logic for the LSB and MSB sections [16]. 

Hence, the design should be such that the common logic for 

the MSB and LSB parts can be reused to incur less area. 

ROM for 

Key

Reg1

Sbox

Reg2

>>7 <<3

2:1

2:1

Key(lsb)

Key(msb)

32

Key(lsb)

Key(msb)

 
 

Fig 4.  Proposed Reduced Datapath Architecture. 
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Fig 5. FSM for Proposed Reduced Datapath Architecture. 

 

B. Reduced Datapath Architecture 

The design proposed in the Fig.4 targets a reduced 

datapath width for applications with a lesser number of ports. 

The datapath can be altered to suit any width divisible by 

four. Hence, the datapath in this design is reduced from 

64-bits to 32-bits [17]. The width was chosen to be 32 bits in 

this case due to the fact that separate operations are 

performed on the LSB and MSB parts of the input. Also, the 

XOR operations performed are specific to 32-bits of input 

and key. It is to be observed that, any attempt to vary the 

datapath would also incur a proper control circuit for 

directing and storing the desired bits at each step. In order to 

decrease the area overhead, the key scheduling was done in a 

manner similar to the ROM-based key scheduling in 

PRESENT [18]. The values of the key for each round are 

precomputed and stored in a ROM-module and used as per 

the requirement based on the round counter. However, 

additional LUTs will be required in the FPGA to store the 

values in the key-set.The advantage of this design over the 

conventional approach is the reduced latency due to the key 

processing and loading. There are lesser registers used due to 

the absence of key storage of 128-bits. However, this is 

attained at the expense of security, making the design 

vulnerable to side channel attacks if the key-set falls in the 

wrong hands [19]. 
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As per the proposed design, the initial loading requires 2 

clock cycles by considering 32-bits data input at a time. The 

32-bits of the LSB and the substituted segments of the MSB 

bits are stored in different registers. The substitution is done 

by the eight S-boxes as per the original algorithm. This 

accounts for the first state S0 as can be observed in the FSM 

states shown in Fig.5 

In the next state S1, the first XOR operation is performed in 

one clock cycle with the stored LSB bits, substituted bits of 

the MSB part and the LSB key values from the 

ROM-module. The key values are selected from the 

ROM-module based on the control signals generated in the 

intermediate states. This XORed result is circularly shifted to 

the left by three and stored in the LSB register for reuse in the 

next state. In the following state S2,the second XOR 

operation is performed with the stored substituted value, the 

result of the circular left shift by three bits in the LSB register 

and the MSB key values from the ROM- module. This 

XORed result is then circularly shifted to the right by seven 

bits and stored in the MSB register. The next state depends on 

whether a new input is being loaded or the next round from a 

total of 31 rounds is to be computed. Each round requires 2 

clock cycles. Hence, the loading requires 2 clock cycles and 

for processing of all the rounds, 62 clock cycles are required. 

In all, 64 clock cycles are needed if a 64- bit output is 

considered as the ciphertext. 

If the datapath width of the ciphertext is also to be reduced, 

another state for the proper rearrangement of the LSB and 

MSB segments are needed along with a decoding logic for 

proper direction of the ciphertext bits. In this design, the 

output considered was of 64-bits and simple wiring of the 

LSB and MSB parts was done to reduce the area 

consumption. 

C. Pipeline Architecture 

The Fig.6 shows the proposed pipelined hardware 
architecture for LiCi cipher. It was designed in an attempt to 

pipeline the round-based architecture. Although the latency is 

high in a round-based architecture, the area requirements are 

minimum as the same structure can be reused multiple times 

depending on the number of rounds required for encryption. 

The latency increases due to the dependence of the input of 

the next round on the output of the previous round.  

In this design, the maximum operating frequency improves 

at the expense of larger area due to the additional registers 

required to store the intermediate results. The traditional 

round-based architecture can be designed without the 

intermediateregisters as there is no overlapped execution as  
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Fig 6.  Proposed Pipelined Architecture. 

 

in a pipelined design. 

A complete loop-unrolled design is the easiest way to 

pipeline with the inclusion of intermediate registers at the end 

of each round. This consists of cascading all the XORs, 

S-boxes as many times as the number of rounds which results 

in a huge area and power consumption with high throughput 
[15]. However, it is unrealistic to categorize such a design 

under the lightweight domain.  

In the Fig.6, it can be observed that the 64-bits input 

plaintext is separately routed through 32-bits 2:1 multiplexer 

and the input key through 128-bits 2:1 multiplexer. In the 

first stage, the LSB bits of the plaintext and the substituted 

values of the MSB bits are stored along with the 32 LSB bits 

of the key. These values are XORed and shifted to the left by 

3-bits and stored in the intermediate registers on the next 

clock cycle. Concurrently, the previously substituted values 

in the first stage and the MSB bits of the key are passed 

through intermediate registers to calculate the XOR for the 
second stage and shifting the result circularly to the right by 

7-bits. The previously shifted result of 3-bits from the 

previous stage and the result from the second stage account 

for the input of the next stage. The ciphertext results for the 

two inputs are obtained one after the other on successful 

completion of all the rounds. 

As can be observed, due to the stagewise division of the 

combinational path, there is a possibility for the acceptance 

of a second input even before the first ciphertext is obtained. 

This is not feasible in the case of traditionalround-based 

architecture.However, due to the processing of dual inputs in 
a round-based structure, as opposed to a single input, 

thelatency is nearly double. 

The results obtained at each clock cycle alternate between 

the intermediate results of the corresponding input plaintexts 

and keys. The output for the two inputs can be obtained on 

the 62nd and 63rd clock cycle. This design can result in a better 

operating frequency compared to the conventional 

round-based structure. However, this enhancement is 

obtained at the cost of increased latency,power and registers 

in the FPGA. 
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It is to be noted that the results are not as enhanced as 

expected in the case of SPNs. This is due to the variation in 

the data processing of the input plaintext which is dependent 

on the interchanging of the results from the previous stage. 

As a result, the MSB bits of the output need to be stored until 

the LSB bits are obtained which require additional registers 
to store the results. 

IV.  HARDWARE COMPARISON 

The area consumption for a hardware design is measured 

interms of gate equivalents in ASIC implementations. 

However, in recent years, FPGAs have gained importance 

due to their short lifetime to market and reconfigurable 

nature.The designs under evaluation in Table I and Table II 

are referred as 

1)Serial Architecture (S) 

2)Reduced Datapath Architecture (Rd) 

3)Pipelined Architecture (P) 

The architectures were implemented at Register Transfer 

Level using Verilog. The results were tabulated for the 

implementation usingPost Place and Route option in Xilinx 

ISE 14.6. Further, the simulations were observed in ISim 

Simulator for an input stimulus. The power analysis was 

performed in Xilinx Power Analyzer (XPA) which is a part 
ofXilinx ISE. The other synthesis options were the default 

options set.The area consumption in an FPGA is usually 

discussed with regards to number of slices occupied. The 

performance can be estimated based on latency and 

throughput.Power 

consumption by and large depends on the algorithm used, 

clock frequency, threshold voltage and the technology 

usedforimplementation.The dynamic power consumption is 

due tochange in the content of the flip flops due to clock 

transitions [20]. 

The results for the architectures proposed are evaluated for 

 

Table I: Hardware comparison of the proposed architectures with existing ciphers. 

 

Work Device name Slices MaX. 

Freq. 

(MHz) 

Latency 

(cycles) 

Throu-

ghput 

(Mbps) 

Through-p

ut/Slice 

(Mbps/sec) 

RECTANGLE[21]  

     xc3s50 

483 149 - 773 1.60 

SIMON [22] 399 135 - 216.8 0.54 

LED [23]  

 

     xc3s50-5 

199 78.78 48 104.8 0.53 

XTEA [24] 254 62.6 112 35.78 0.14 

Camellia [25] 318 125.786 875 18.41 0.057 

F-FCSR-16 [26] 473 134 - 2144 4.53 

This Work (Rd) xc3s50-5pq208 265 237.049 64 237.049 0.89 

CLEFIA [27] xc3s1200e-4 323 194 36 690 2.14 

This Work (S)  

xc3s1200e-4ft2

56 

220 190.99 294 41.57 0.19 

This Work (Rd) 265 252.066 64 252.066 0.95 

This Work (P) xc3s1200e-4fg3

00 

231 286.287 62 295.448 1.28 

ICEBERG [28]  

     xc4vlx25 

 

575 247 - 998 1.7 

SEA [28] 438 241 - 260 0.6 

PRESENT [17]  

 

xc4vlx25-12ff6

68 

 

192 284.33 55 330.86 1.72 

This Work (S) 229 371.543 294 80.88 0.35 

This Work(Rd) 297 538.593 64 538.593 1.81 

This Work (P) 231 667.624 62 689.16 2.98 
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Fig 7. Resource usage comparison of the proposed 

architectures. 
 

 

 
 

Fig 8.  Throughput per Slice comparison of the proposed     

architectures. 

 

Table II. Comparison of Dynamic Power Consumption in 

milliwatts with previous results. 

 

WORK DYNAMIC POWER 

CONSUMPTION IN MILLI 

WATTS 

LED[13] 100 

PRESENT[13] 38 

SPECK[13] 35 

RECTANGLE[13] 31 

LICI[13] 30 

PICO[29] 28 

THIS WORK(P) 27.86 

THIS WORK (S) 15.19 

THIS WORK(RD) 0.98 

 

Xilinx FPGA series.The focus is on the Spartan 3 seriesand 

Virtex 4 series for faircomparison with the results from the 

existing ciphers. 

V. DISCUSSION OF RESULTS 

The Fig.7 shows the resource usage comparison in terms 

of slices for Virtex 4 and Spartan 3 families. The proposed 

architectures occupy lesser area compared to most ciphers. 

However, they can be further optimized for lesser area to 

compete with SPNs like PRESENT and LED. The Fig.8 

gives the throughput/slice comparison with the existing 

ciphers. It can be observed that among the three proposed 

architectures, the pipelined architecture has the best 

performance and operating frequency and the serial 

architecture has the least performance due to increased 

latency. The enhanced performance in the case of pipelined 

architecture can be attributed to the reduction in the critical 

path delay. The throughput per slice for the proposed 

architectures is found to be better than the popular ciphers 

like PRESENT and LED.   The Fig.9 shows the dynamic 

power consumption results calculated in XPower Analyzer 

for a clock frequency of 10 MHz on Virtex 6 platform, the 

same family used by the authors in the base paper[13]. The 

proposed architectures were evaluated for xc6vlx75-3ff784.  

It can be illustrated from the results that the dynamic power 

consumption is very low in the case of reduced 

datapath.design. The pipelined architecture has more 

dynamic power consumption due to the 

 
 

Fig 9. Illustration ofDynamic Power consumption 

comparison with the previous results. 
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increase in the number of registers. However, the dynamic 

power consumption is lower than the other ciphers used for 

comparison. 

It was found that the area consumption is least in the serial 

architecture. From Fig.9, it is observed that the dynamic 

power consumption of the pipelined architecture is higher 

compared to the other two proposed architectures at 10MHz 

frequency due to the intermediate registers involved. 

Nonetheless, it is lower than the remaining ciphers. 

VI.  CONCLUSION 

In this paper, three different hardware architectures for the 

LiCi cipher are proposed. Choosing different constraints, a 

serial architecture, a reduced datapath architecture and a 

pipelined architecture are designed. The design strategy for 

the serial architecture is based on low area and power with 

serial processing of the input plaintext and key bits with 

tradeoffs in   high latency and low performance. The reduced 

datapath architecture consists of reduction in the datapath 

width of the plain-text bits with a ROM based 

key-scheduling. This is designed choosing tradeoffs from 

security, moderate latency for low-area and minimal power. 

The pipelined architecture is designed for high performance 

with moderate area and moderate latency by reducing the 

critical path delay.  The designs are implemented for FPGA 

boards like Spartan 3, Virtex 4 and Virtex 6.The area 

overhead is compared in terms of slices with the existing 

ciphers. Further, the latency and the maximum frequency 

obtained from the synthesized results is used to calculate the 

throughput and throughput per slice which gives an estimate 

of the performance. The power consumption is discussed in 

terms of dynamic power consumption at 10MHz clock 

frequency. There is further scope to enhance the results in 

terms of area or speed by utilizing the existing resources of 

FPGA like BRAM, SRL16 using efficient encoding schemes 

for the FSMs with implementation in RAM/ROM [30]. The 

usage of BRAM blocks in FPGAs can reduce the slice count 

with a reduction in speed. It can be concluded that the 

proposed architectures are well-suited for low-area and 

low-power applications based on moderate security. The 

tradeoffs must be chosen from area, power, throughput and 

latency thus making the architectures application specific. 
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