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Ankit Khare, Rashmi Sharma, Neelu Jyoti Ahuja

Abstract: Internet of Things (1oT) incorporates the physical
world with computing devices enabling them to be operate from
remote region. Sensors and actuators with the assistance of
communication protocols (MQTT, CoAP, HTTP, and REST)
exchange the data, enabling the smart devices to interact with
each other. These sort of devices having restricted limit, the
protocols are intended to be handle low data transfer capacity,
communication issues and high latency rate. In this paper,
existing lightweight protocols in 10T are analyze based on eight
different parameters(Architecture, Need of broker, Transport
protocol, Security protocol, Scope, Design Methodology, Message
size, Service levels) and these protocols can be used based on their
application area.
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I. INTRODUCTION

Internet of Things (10T) is a connection of smart objects like
actuators, sensors, mobile phones, Radio-Frequency
IDentification (RFID) tags etc.[1]. These mentioned objects
are called as ‘Things’. And the term ‘Internet’ is defined as a
communication medium i.e. used to interact between two or
more physical devices, without knowing their geographical
location [28]. In another words, 10T is a network of smart
objects that recognize and interact with each other by unique
addressing schemes [2].

0T has become integral part of human life in the modern
era, especially in commercial and domestic fields [2][3].
Along with above said area e-health, e-learning, intelligent
transportation, logistics and industrial manufacturing are also
few loT based applications areas [23][27].

In all above mentioned applications one object (thing)
interacts with other. It is not necessary that all these objects
have same platform/architecture/operating systems[29].

A. Architecture of loT

As discussed in figure 1, 1oT’s architecture comprises of
following three layers that are Application layer, Network
layer and Perceptual layer [30]. Fundamentally, the below
mentioned layers explain the basic structure or working of
loT
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Figure. 1: Basic Architecture of loT [30]

A. Perception Layer

It is responsible for sensing, reading and identification of
objects, RFID tags, sensors, bar code readers GPS, actuators
come under perception layer.

B. Network Layer

It is the brain of I0T. It is responsible to transmit the data
after reading/collecting from perception layer. Along with,
data transmission, the information processing is also the
responsibility of this layer. Hence, Network layer is the
junction point for communication network, network of
internet and management & information center with
intelligent processing center.

C. Application Layer

Application layer is a kind of bridge in-between 10T and
industries. The creation of this layer is due to incorporation
of social division of 10T and industry to understand the broad
level of computations.

B. Communication in loT

Communication in 10T takes place through either by using
broker architecture or web services. Broker architecture
based on the principles of Machine-to-Machine(M2M)
communication by transmitting the binary data. To overcome
the shortage of broker architecture, the web services are used
in 0T to enhanced communication.
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A. Web Services

Web Services are combination of two words Web and
Services, where services will be provided by web or World
Wide Web (WWW)[34]. Web services are of two types as
discussed below:

B. Representational State Transfer (REST)

REST is an architecture i.e. use to design networked
applications. These web services based on stateless operation
and/or client server architecture that always uses the HTTP
protocol [18].

C. Arbitrary web services

In these services, arbitrary set of operations and SOAP
messages are used.

C. Web Service Message Formats

Web service and client communicate through message
exchange. Client sends the request message, which is
responded by web service via response message. This
working is similar to the working of HTTP where web server
replies to the request of web browser with an HT TP response.
Message format of REST web service, which came after
SOAP, uses HTTP and XML [36]. This was followed by the
REST that used JavaScript Object Notation(JSON) as
message format.

A. SOAP

Simple Object Application Protocol (SOAP)It is an
application of the XML specification. Figure 2 shows the
SOAP architecture that provides an envelope based service
over the Internet for sending Web Services messages [37]. It
is a variant of JavaScript Object Notation (JSON) and REST

SoAP envelope

Header

Bocy

WS DL

HMAL or other format

HTTF ar other protocal

Figure 2: SOAP Architecture [37]
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<? ¥ml version="vV.0"?2>

<3oap: Envelope

xmlns: =zoep="http://......308p-envelope"
goap: encodingStvle="http://.....30c8p-
encoding™>

<gspap: Header>
</3oap: Header>

<3oap: Body>
. message data ...
<scap: Fault>
</3oap: Fault:>
</3oap: Body>
</=zoap: Envelope>

SOAP message consists of;
Envelope —» Header, Body — Message Data, Fault

This structure of SOAP message is utilized to send the
request and response among client and web services. SOAP
is not used to determine the way a message is delivered to the
web service from a client, in spite of the fact that the most
widely recognized situation is by means of HTTP.

B. REST + XML

REST style work somewhat different in relation to SOAP
web services. In REST request, no XML request is send. This
request is similar to the request sent by web browser to web
server in HTTP request. A REST response is normally a
XML record sent in a standard HTTP response, similarly as
though a program had asked for it. REST focuses more on
resources as compared to services [39] [40]. Similar to an
HTML page in a site, a resource is also identified with a
given URL.A client profile in a social networking application
can be an example of resource. E.g.
http://abc.social.com/profiles/u_id3251.

The following syntax depicts how an XML document
returned may look:

<profile>
<Name> Ankit </Name>
<Address>
<City> Dehradun </City>
<State> Uttrakhand </State>
<pin code> 654321 </Pin code>
</Address>
</profile>

REST normally supports accumulations of resources. For
example, this URL may show a list of all open client profiles
on public domain: http://social.abc.com/profiles/

C. RESTful Web Services

REST architecture is the base of RESTful Web Services
where everything considers as a resource. Such services are
maintainable, scalable and lightweight [35] [38].
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Additionally, for web-based applications, creation of APIs
comes under these web services. RESTful based application
has following characteristics:

i. Functionality of the application are distributed into
various resources

ii. Minimal and uniform set of commands are used to
uniquely address the sender/receiver along with
type of message. In general, commands of HTTP
such as GET, POST, PUT, or DELETE are used.

iii. The protocol supports client/server, stateless, layered,
and caching as well.

.H

http//www...com/exec? ... account=1069

Service
provider

Senvice
consumer

(111l
(il

REST service request

XML service response

it
<name>Barry & Associates, Inc.</name>
<phone>612-321-8156</phane>
<street1>14597 Summit Shores Dre</street]>
<street2></street2>
<clity=Burnswille</city>
<state>MN</state>
<postalcode>55306</postalcode>
<country>United States</country>

D. Lightweight Protocols in 10T

The Internet Engineering Task Force (IETF) defines and
standardizes IP-based 10T[6]. Some of the working groups
(WG) that participate in this task [8], are discussed here:

A. IPv6 over Low-Power Wireless Personal Area
Networks (6LOWPAN)
Collaboration of IEEE 802.15.4 with IPv6 is the primary
concern of WG because IPv6 addressing of IPVv6 is
contemplated for large number of hosts that may be
connected in loT [8].

B. Constrained Application Protocol
Constrained Application Protocol (CoAP) interactive model
is similar to HTTP’s client/server model. With the help of
two layers, message and request/response layer, COAP are
used to understand the CoAP [5][7]:

i. Message layer is the lower layer that deals with UDP
and asynchronous switching. CON (confirmable), NON
(non-confirmable), ACK (Acknowledgement), RST
(Reset) are four messages that plays a vital in message
layer.

ii. Request/response is the upper layer that helps to
communicate and deal with lower layer.

CoAP is responsible for reliability, duplication of messages
and communication. Responsibility of CoAP is divided into
two parts where reliability and duplication of messages is
handled by message layer and communication part is handled
by request/response layer [5][7].
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‘ CON [message D] ‘

ACK [message ID]

Figure 4 : Reliable Message Transport in CoAP[7]

C. Message Queue Telemetry Transport Protocol
(MQTT)
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Figure 5: MQTT Architecture [21]

In figure 5, MQTT architecture has three components-
publisher, subscriber and broker [21][22]. It is basically
following a publish/subscribe architecture. If we think from
loT perspective, one component is responsible to connect
with broker to transfer data and return to sleep state when
promising, called publishers. One of the main important
features of publisher is that they are lightweight sensors [21].
In order to be informed about the reception of new data,
Subscribers needs to connect with broker.

Il. LITERATURE SURVEY

There are four different kind of connections in loT
architecture for data transfer:

i. Device to Device(D2D)

ii. Device to Gateway(D2G)
iii. Gateway to Data System(G2D)
iv. Between Data Systems.

There are some protocols, which are used for D2D
communication like CoAP, DDS. For device to gateway and
reverse communication, we have two protocols named
MQTT, RESTful.

A. Comparison of SOAP and RESTful Web Services

A Web service is a way to communicate between two
applications or electronic devices over the internet. We have
two categories of web services: Simple Object Access
Protocol (SOAP) and Representational State Transfer
(REST).
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Table 1: Comparative Study on Web Services Protocol

[301[34][35]

Although, one cons of SOAP protocol is that it is heavy

weight protocol but one of its pros is provision of security for

S.No SOAP

REST

communication in tightly coupled environment [44] [45].
Whereas, REST is lightweight with some security issues.

Requirement

bandwidth

resource

After comparison we can conclude that no protocol dominate
one over other. Every protocol has its own Pros and cons.

Full Form Simple Object Access | Representational Therefore, considering security, we can say that SOAP is
Protocol. State Transfer better than REST.
Protocol Protocol Architectural Style ]
Data Format XML data format only | Plain text, JSON, B. Comparison between CoAP and MQTT Protocol
HTML, XML, etc.
- : We have some standard protocols that are used in 10T.
Usability Can't use REST Se??/ugzz SOAP web MQTT and CoAP protocols are two most effective protocols
' for resource constrained devices [5][21]. The features of
Standards Strictly followed. Loosely followed MQTT and CoAP protocols are:
Bandwidth More Resources and Less bandwidth and

i. Both of them are open standards.
ii. More suitable for constrained conditions in comparison

Security Describes its own Inherits security
security. measures from the to HTTP.
underlying transport. iii. They support asynchronous communication.
iv. Both protocols run on IP.
Preference less preferred More preferred

Along with some common features of CoOAP and MQTT

protocols, following are few basic differences between them
as described in Table 2:-

Table 2: Comparison between CoAP and MQTT [5][6]1[71[17]1[21][22]

S.N Parameter CoAP MQTT
1 Mode of Communication Direct M2M communication M2M communication with central broker
2 Functional communication protocol | One to one communication protocol Many to many communication protocol
3 Architecture REST architecture Broker Architecture
4 Communication protocol UDP TCP
5 Model Request/Response Model Publish/Subscribe Model
6 Header size 4 Bytes 2 Bytes
7 QoS 2 level 3 level
8 Security Datagram Transport Layer Security Transport Layer Security/ Secure Socket Layer
9 Messaging Both (Asynchronous & Synchronous Model ) Asynchronous Communication Model
10 No of Message Type 4 16
11 Type of Communication Local Communication Remote Communication
12 Speed of Transmit Cycle Faster Slower
13 Resource Discovery Stable resource discovery mechanism Flexible topic subscription
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3) Comparison between various light weight protocol in IOT ~ Table 3: Comparison between various Lightweight protocols

I11. DISCUSSION

There is no best protocol as such but their performance can be

in 1oT[5][6][7][21]

C. Application
MQTT-SN implemented on low cost battery devices, this
focuses of more efficient power management when compared
to its ancestor MQTT. Parallel to this COAP works on smart
management of energy and in the field of automation.

MQTT MQTT-SN CoAP LWM2M REST HTTP SoAP
Full Form Message Queue MQTT for Constrained LightweightM2M | Representational Hyper Text Simple Object
Telemetry Sensor Networks Application State Transfer Transfer Access Protocol
Transport Protocol Protocol
Architecture Publish/Subscrib | Request/Response | Request-Response, | Request/Response | Request/Response | request/response request/response
e Publish-Subscribe
Need of broker | required, send Required,send No broker Context broker not required, end Hybrid broker WebSphere
devices and receive required. devices direct can be used. Message Broker
communicate via | messages. communicate
broker
Transport TCP/IP UDP UDP, TCP UDP TCP/IP UDP HTTP
protocol and SMTPetc
Security TLS DTLS IPSEC or DTLS DTLS HTTPS HTTPS It is already
protocol secure.
Scope device to cloud client inside Device to Gateway | Device to device device to cloud Device to device | Device to cloud
cloud to cloud network, the Gateway to Device | Device to gateway | cloud to cloud Device to Cloud to cloud.
broker is outside gateway
on Internet
Design Protocol is data protocols suited Generic web Protocol is data Protocol is data Protocol is protocol is
Methodology centric. for sensors protocol for special | centric. centric document document centric
network like requirements centric.
ZigBee, Z-Wave
Message size Small, binary 2 or 4 bytes 4 Bytes XML document Small , in Large, ASCII XML document
with 2Byte Header, smallest 2 different formats format.
header. bytes,
Largest 65535
bytes.
Service levels 3 5 2 - - 1 -
Implementation | to remotely implementation smart energy and enables device REST can Used by the protocol that
perform service on low-cost, building management and | be used over World Wide allows Windows
enablement and battery-operated automation.” service nearly any Web and Linux to
application devices enablement protocol, it communicate
management for for M2M usually takes using Hypertext
“internet of advantage of Transfer Protocol
things” embedded HTTP when used (HTTP) and its
devices and for Web APIs. Extensible
connected Markup
appliances Language
(XML).

judge based on their following features:

A. Secure Protocols
While REST and HTTP use HTTPS as their security
protocol, MQTT-SN, CoAP, and LWM2M use DTLS.
However, CoAP uses IPSEC as well. Being slightly
different from its derivate MQTT-SN, MQTT uses TLS.
Above all, SOAP is already supposed to be a secure protocol
[41]. So, in a way SOAP is better in terms of security as we do
not have to extend another hand for security protocol.

B. Data Size

MQTT and MQTT-SN have the smallest data size as they
have a 2 byte header file for both but, the size of the header
file may vary for MQTT-SN to 4 bytes too. Likely, COAP has
4 bytes header file. LWM2M and SoAP have XML
documents as their data which are intended to be larger than
that of others. Unparallel to the REST which has small
message data size in different formats [42], HTTP has large
message data size in ASCII format.
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LWM2M develops a connection between machine to machine
[43]. Being lighter this protocols has better implementations
on 10T and related services. However can be used over all
other protocols as it is efficient because of the use of HTTP.
Above all, SOAP being secure it establishes a communication
gateway between operating systems.

IV. CONCLUSION

MQTT does not support the labelling of messages with their
nature of type and it does not carry metadata to help the clients
to understand the message. Before sending any MQTT
messages, every client must be aware with its message
formats, only after that communication can be started.
Whereas CoAP allow devices to enquire each other to
determine how to exchange data and negotiate for content
[11].
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There are some advantages and disadvantages of both the
protocols but we need to take care while selecting protocols
and selection depends on the application.
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