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Monitoring and Analysing Anomaly Activities
In a Network using Packetbeat
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Abstract: The primary intention of any organization is to
provide security for their information because they are sensitive
to different types of threats that might cause damage to providing
services to their customers which will lead to disaster. This paper
will draw more attention to protecting the client’s systems from
various network attacks by monitoring and analyzing the network
traffic. Packet analysis can help us to identify the malicious
network traffic, which is going to harm the entire systems
connected to that network so that we can have some knowledge
from the information extracted by analyzing network packets that
will help us to get aware of the vulnerabilities and to resolve them
before we become victims. Once we install the Packetbeat in our
client’s system it will collect and send all the network data in that
organization, which can be used to analyze them in order to find
out the abnormal network traffic. Using ELK at server side, we
can store, monitor and analyze the network data for identifying
malicious network packets that are going to infect our client’s
systems. This process can be helpful in small-scale SIEM
services.
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I. INTRODUCTION

Today almost all the companies and organizations are
depended on the Internet for accessing all the services as
part of their business. As the number of companies with
computers accessing internet increases, correspondingly the
increase in external threats can be noticed. Mostly the
network-based attacks that are occurring by accessing the
global internet show a major impact on the business
computers over the past several years. Due to the increasing
of network-based attacks, it is very critical for companies to
store and secure their sensitive data. When a security breach
occurs, the companies may lose business and finally become
bankrupt because of one successful attack.

In order to prevent the client’s systems from various
network attacks by detecting the malicious network traffic
passing through the network, Packetbeat is used as a source
in packet analysis which can be integrated into elk. Using
the packetbeat we can collect all the network packet logs
from the client’s system, then perform packet analysis and
detect the malicious network packets that are going to harm
the systems in an organization. The data collected from the
packet beat indicates all the events collected from users in
that network.
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This will be helpful to find out the intrusions happening
between the internal network and external network.

Il. NEED FOR PACKET ANALYSIS

Packet analysis is a process used to log the network traffic
that is passing over a network and it can be able to analyze
the network traffic and to produce in detail report for
assisting the organizations in maintaining their networks.
Many organizations are planning to perform data logging
and log analysis to enhance their security [1]. The capability
to analyze logs effectively and accurately is critical to
reduce system failure and to detect problems before or while
they occur [5]. Packet analysis can help in reducing the time
taken for problem diagnosis, resolution time, as well
aseffective management of network infrastructure [13].
Packet analyzers can also be used by hackers to interfere on
organizations networks and steal sensitive information from
the network transmissions.

A packet analyzer can be referred as a data sniffer or
network analyzer used for analyzing network data. A
network analyst must be on alert to analyze the network
traffic and to protect from threats. Analysts have to
troubleshoot the network in order to provide an efficient and
fast network traffic environment [13]. The main purpose of
performing the packet analysis is to figure out the
anomalies, monitoring or like a goal which is to not just to
monitor and finding the anomalies but also to measure the
ability for the safeguard to later on will help in enhancing
the network security.

The packet analyzer can able to show all the details of
network activities by presenting a complete picture of the
bandwidth and resources utility. It can be helpful in
generating a report of network data statistics in a tabular
form, graphs or pie charts. When the resource is utilizing too
much bandwidth, then the network analyst can release the
resource by interrupting the process. By performing the
packet analysis in real time, we can identify the network
issues and as well as detect unauthorized attempts on the
network.

I11. EXISTING SOLUTION

Splunk

Splunk is one of the highly preferredtools in this field of
monitoring and analyzing the data. It can able to collect,
store, search, monitor and analyze the client's network logs
in a dashboard. This is available in both open source and
commercial plans, where the open source is a trial version
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and limited to 500 MB per day which is insufficient to
implement in IT industries [1]. In the commercial edition,
we should pay based on the amount of data we want to use.
Even though it has many features but as any commercial
products customization and scaling up could be considered
as one of the biggest barriers.

According to the IDC report [2], we can observe that
Splunk occupies the top market share and ranked number
one in the worldwide Information Technology Operation
Analytics (ITOA) for 2015. Splunk provides a very
powerful user interface and the users can also apply their
own user interface configuration. Rather than the financial
issue in customizing the product, Splunk is more flexible
and it can fulfil the need that would be a big demand for any
organization.

IV. PROPOSED SOLUTION

There are many tools for performing the packet analysis
each of them has certain advantages and disadvantages in
solving network issues. Among them, opensource product
packetbeat integrated into ELK Stack is more efficient for
analysing network packets. ELK is the combination of three
different projects like Elasticsearch, Logstash and Kibana.
Elasticsearch, Logstash and Kibana when combined and
used together, it forms a real-time data analytics tool that
provides actionable insights from any type of structured and
unstructured data source. Elasticsearch is like a database and
a search engine, it can able to store a large volume of data.
Logstash is used for processing the data and transporting
events, logs through a pipeline to Elasticsearch. Kibana
works on the top of Elasticsearch that can be helpful in
analysing data in clear visualizations. We can customise our
Kibana dashboards to fulfil our needs and also it can able to
create new index patterns.

Beats

Beats are open source data shippers that we can install as
agents in our client’s system to collect the logs and send
operational data directly to Elasticsearch or to transfer
through Logstash to Elasticsearch [11]. Mainly, there are 5
types of beats that are helpful in collecting the logs.

o Packetbeat: Packetbeat is implemented to collect all
the network data from the client’s systems. Using this
packetbeat we can monitor and analyse the network packets.
¢ Winlogbeat: winlogbeat is implemented to collect the
windows event logs from the client’s systems. It can deploy
only in the Windows operating systems.

e Metricbeat: Metricbeat is implemented to collect
various system level metrics for various system and
platforms.

o Filebeat: filebeat is implemented to collect the log
files. It has different modules for collecting, parsing and
visualization of log files.

e Auditbeat: Auditbeat is implemented for auditing user
and process activity on the Linux servers. It can be used to
identify different security breaches and monitors the
integrity of the data.

Each Beat is a separately installable product. Before
installing Beats, we need to install and configure the ELK.
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Packetbeat is very much helpful to work and enhance
network security.

Packetbeat

e  Packetbeat is implemented to collect network data from
client systems. And it is an opensource network datashipper
and analyzer for network packets that can be integrated into
ELK Stack.

e  Packetbeat produces real-time monitoring of the various
metrics on the web, database or any other protocol by
monitoring the packets that are passing across the wire.

e Monitoring the data packets with ELK Stack can be
useful to identify the harmful network traffic andthe
network packet behavior, and to identify the packet source
& destination and helpful in searching for specific data
strings in the packets.

e Packetbeat can able to capture the network traffic
between the servers and can be used for monitoring the
performance of web applications.

e Packetbeat can be installed on the client system andcan
be monitored on a dedicated server.

o Packetbeat tracks the network trafficand decodes the
protocols finally records the data for the transaction.

e Protocol’s supported by packetbeat includes DNS,
HTTP, ICMP, etc.

V. PACKETBEAT ARCHITECTURE

The workflow conveys the performance of packetbeat in
collecting the network data and helpful for performing
packet analysis in ELK. When we deploy packetbeat in the
client’s system it will collect all the network data and sends
to the Logstash. Logstash is responsible for processing the
data. It consists of 3 parts INPUT, FILTER and OUTPUT
[1]. The INPUT field describes the source of data i.e. from
where it is getting the data. Here source is packetbeat it gets
network data from packetbeat.

Logstash

Beats Data processing
pipeline
Packetbeat
Input
‘ Filter
Network data Output
Elasticsearch
Data Storage
Kibana

Fig. 1 Proposed workflow

FILTER is responsible for parsing the data and the
OUTPUT field describes the output location i.e. to which
location it has to forward the data.
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Here we are forwarding the data to Elasticsearch.
Elasticsearch receives the data from Logstash and stores the
data. Kibana shows the visual representation of the data
present in the Elasticsearch.

VI. RESULT ANALYSIS

The scenario of our implementation is to monitor the
network packets and to perform packet analysis using
packetbeat in ELK stack. In order to deploy ELK in server-
side systems, we need to install the pre-requisites like a web
server and java version higher than 7. For my convenience, |
installed apache server and Java 8 in my Ubuntu operating
system. After that, we have to download the tools
Elasticsearch, Logstash and Kibana from the official website
of ELK stack [10] as | am using Ubuntu OS, so | have to
download the DEB package. After installing Elasticsearch |
need to configure it to send data to Kibana. During the
configuration of Elasticsearch, we have to specify the
destination 1P address and default port number of
Elasticsearch as 9200 in the Elasticsearch configuration.
After configuring the Elasticsearch we can verify whether it
is working or not (Fig 2).
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Fig. 2 Elastic search service status

Kibana should be installed only after the successful
installation of the Elasticsearch. After installing the Kibana
we can configure it by specifying IP as the loopback IP
address that is 0.0.0.0 and default port number of Kibana as
5601 in the Kibana configuration. Similarly, we will install
and configure the Logstash. In the configuration file, INPUT
section, we set our client IP address (source IP) and default
port number 5044 for Logstash. In the OUTPUT section, we
have to set the destination IP address of Elasticsearch along
with Elasticsearch default port number (Fig 3).

*ip191.conf (~/Desktop) - gedit

Open v [

input {
beats {
host => "192.168.28.191"
port => 5644

1

filter {

kv {}
] r
output {

elasticsearch |
hosts =» "192.168.243.158:9260"
manage_template => false
index => "syslog-%{+YYYY.MM.dd}"
document_type => "%{[@metadata][type]}

Fig. 3 Logstash configuration
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Now coming to the client side, we have to deploy
packetbeat in our client system it will collect all the data
about the network packets passing through the network. In
order to install the packetbeat, we have to download the
packetbeat file from ELK official website [10] and extract it
to program files. Now we should open Windows PowerShell
by running it as administrator and install the packetbeat.
After the installation of packetbeat, we have to configure it
to send data directly to Elasticsearch or to send data through
Logstash. Here Fig 4 shows the packetbeat configuration
file.

Fig. 4 Packetbeat configuration

After configuring the packetbeat in the client system we
have to go to Task Manager and then check the status of
packetbeat whether it is running or stopped. We have to set
it to running state in order to collect the data. After that
come to the server side and start the services of
Elasticsearch, Logstash and Kibana. In the Kibana, we can
visualize the graphical representation of our client’s network
traffic (Fig 5). It displaysthe overview of each and every
packet by its source IP in that network along with its
timestamp. Based on this we can monitor and analyze the
network traffic.
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Fig. 6(a) Top hosts creating traffic
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Fig. 6(b) Top hosts receiving traffic

In the Kibana dashboard, the graph displays the result of
all the communicating hosts in that network along with their
IP which can be identified by different colors for each host.
We can see the top hosts creating traffic along with their IP
address in one graph shown in fig 6a and top hosts receiving
traffic in another graph shown in fig 6b. Top hosts creating
traffic indicates all the communicating hosts in that network
and top hosts receiving traffic indicates incoming traffic to
that hosts in the network. Based on our analysis in incoming
traffic we can identify the malicious traffic in that network
by scanning the suspected source IP address in the virus
total website [14]. Fig 7 illustrates the virus total report for a
suspicious source IP. Based on this report we can detect the
malicious activates that are performing on that network.
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Fig. 7 Virus total report for the malicious source
in that network
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VII. CONCLUSION AND FUTURE WORK

Now we successfully collected the client's network data
into our Kibana dashboard and we can visualize and analyze
them using elk stack. We can analyze each and every packet
and its source and destination in order to detect the
malicious attempts on that network by scanning the
suspicious source IP in virustotal website. This shows that
ELK is more efficient in protecting client’s systems from
various network-based attacks. For small-scale industry’s it
is better to use ELK stack open source tool rather than the
commercial tool. For future work, | am going to do research
on Kibana alerting system that will automatically detect the
malicious network data and give alerts to the user.
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