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Abstract: Now a day’s Field Programmable Gated Array 

(FPGA) are advanced architectures for various cryptographic 

systems and algorithm applications. Due to the reprogrammable 

flexibility of FPGAs, the advanced cryptographic algorithms are 

exploited to achieve high throughputs at the expense of very low 

chip area. The security can be improved by using standardized 

and proven-secure block ciphers like advanced encryption 

standard (AES). In this paper, we had designed our hardware 

optimization strategies for AES for high-speed, low-power 

algorithm for IoT applications with multiple levels of security. 

Main objective of action includes having user location data in the 

form of latitude/longitude followed by incorporating that with a 

randomly generated key for encryption. Receiver can only access 

the data of the host system and decrypt the cipher text only if the 

location coordinates and keys are matched. 
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I. INTRODUCTION 

Date security is very crucial now a days for the entire 

private and government organizations. For data security we 

are using different type of cryptography algorithms [1]. 

When any organization transmits interactive media 

information, for that data the cryptography system gives 

security. Cryptography in such a way that make sure of 

availability, integrity, identification, confidentiality, 

authentication of user and as well as privacy of data can be 

provided to the user [2]. Consequently, this paper shows an 

equivalent security in cryptosystem by Advance Encryption 

Standard Using FPGA design process [3]. Proposed 

encryption standard is an affirmed cryptographic algorithm 

that can be utilized to ensure electronic information. AES is 

a symmetrical calculation of encoding planned to supplant 

DES which had just demonstrated certain issues of security 

in the information protection [4]. We propose this advanced 

AES block cipher for rising IoT proposals, such as IEEE 

802.15.4 [5].  

The level of security depends on different IoT 

applications and may require different security levels with 

different throughputs and various power/energy budgets [6]. 
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At the algorithmic stage, security level decides the type of 

algorithm and key length [7]. With three different key sizes 

AES supports multiple security levels [8]. By using this 

AES algorithm we had proposed a modified cryptography 

process for secured data accessing process. It depends on the 

key and the user GPS location. 

II. PROPOSED CRYPTOGRAPHY ALGORITHM 

Enhancing security at high level has been the prime 

objective of our research, under which have used the 

following steps. 

1. User Location coordinates 

2. AES Cryptography  

3. Matching Location with given coordinates 

4. Decryption through Key and User location coordinates 

 

Fig. 1 Proposed Cryptography Block Diagram 

Fig. 1 shows the process taking place here all the way 

from a user requesting data to receiving it safely. Initially, 

user requests data, which reaches the host or moderator. The 

work of the host is to maintain location check, encrypt 

location data as well as the requested data by the User with 

the help of a key which needs to be sent to the user too [9]. 

This is done with the help of AES cryptography 

algorithm.This algorithm is be used the three different key 

lengths stated above, and as a result these different 

“flavours” are referred to as AES-128, AES-192, and AES-

256 [10]. Once the encryption is complete, the data will be 

in channel enroute to the User, which upon a match on the 

Location data will reach the User. Upon receiving the data, 

the User shall need the Key, the very key used in Encryption 

to be able to Decrypt the data else the data will as good as 

corrupted. 
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Step 1: User requests data to the host from a location. 

Step 2: Host receives request as well as location coordinates 

or the user. 

Step 3: Making use of AES algorithm, host encrypts the 

requested data; Location coordinates and sends them along 

with a Key.  

Step 4: User needs to be matched upon which the User 

receives the data, key and location coordinates. 

Step 5: If the right key and location coordinates are 

matched, data decryption happens else data will not decrypt. 

Global Positioning System 

As known, the importance for Authenticity, Integrity of 

the data increases with the increase of hackers day by day, 

being able to break into the security features available [11]. 

In one such attempt to secure the GPS locations of say a 

data transfer systems which are a Sender and a Receiver, 

were proposing this system to be able to provide aneven 

enhanced Encryption/Decryption system in an attempt to 

secure data from both aspects such as Location and data in 

channel respectively [12]. 

Advanced Encryption Standard (AES) 

We proceed onward to examine about the ongoing 

alterations that have been done on the AES conspire and 

their shortcomings. AES comprises of 128 square lengths of 

bits and backings 128, 192 and 256 key length bits. A AES 

comprises of four changes: Byte Substitution (subbytes), 

Row Shifting (shiftrows), Mixing of sections (mixcolumns) 

and pursued by expansion of Round Key called 

(addroundkey) [13]. From each cycle, a round key is 

produced from the first key through key booking Process. 

The last round comprises of subbytes, shiftrows and 

addroundkey change. Subbytes Transformation is actualized 

utilizing S-Box. The S-Box is a standout amongst the most 

tedious procedure since it is required in each round [14]. A 

changed Rijndael calculation and its usage utilizing fpga are 

given here. In this paper, an altered Rijndael calculation that 

performs encryption process through three ward stages is 

exhibited. 

 

Fig. 2 Encryption and Decryption block diagram 

Fig. 2 is showing our proposed AES based encryption 

and decryption process. By using this AES method we 

had encrypted the data and generating the key [15]. That 

encrypted data and key generation will done when the 

system received the user’s position latitude/longitude 

position values. These values will received by GPS 

system. If GPS generates these values then the host 

system will send the encrypted data and key with the 

user GPS location. 

III. FPGA SYNTHESIS AND RESULTS 

Field Programmable Gate Arrays (FPGAs) are becoming 

a critical part of every digital system design. This proposed 

cryptography system design we have used Xilinx (Spartan-

3- xc7a100t-3csg324) family. We have developed total 

hardware using Verilog HDL code. Figure 4 shows the RTL 

(FPGA) schematic view. The encryption and decryption 

FPGA device utilization is used as number of slice registers 

5949, LUTs 5212, LUT-FF pairs 2707, IOBs 388, Block 

RAMs 20 and BUFG/BUFGCTRL 1. Speed grade is 3, 

maximum period is 5.105ns, maximum frequency is 

195.875MHz, minimum input arrival time before clock is 

3.009ns and maximum output required time after clock is 

0.640ns. Fig. 3 shows the RTL schematic view of proposed 

cryptography system. 

 

Fig. 3 RTL Schematic view of Proposed Cryptography 

system 

 

 



International Journal of Innovative Technology and Exploring Engineering (IJITEE) 

ISSN: 2278-3075, Volume-8 Issue-6S, April 2019   

126 

Published By: 

Blue Eyes Intelligence Engineering 

& Sciences Publication  Retrieval Number: F60360486S19\19©BEIESP 

 

Fig. 4 Data encryption simulation timing diagram   

Fig. 4 shows the data encryption simulation timing 

diagram, we have an encrypted output provided we give a 

key. The same key will be needed at the output end i.e., the 

user side in order to be able to decrypt and get the data back 

[16]. So, encryption has been done successfully and now the 

data can be sent through a channel with the user having the 

same key which was used for encryption. All the blocks are 

dependent with the Key and not being the same for all 

blocks. Instead of Feistel Network, Substitution Permutation 

network has been used ensuring more security. 

 

Fig. 5 Data decryption simulation timing diagram 

 

Fig. 5 shows the data decryption simulation timing 

diagram the encrypted data is input for decryption and as 

said, the same key only will help decrypt the data for the 

user, which has been done in encryption side. Hence, the 

initial input has been obtained marking successful 

decryption done and data obtained. But the decryption will 

done when the location of the user is matched by the host 

received location of the user. Table 1 shows the power and 

timing report.  

Table. 1 Power and Timing Report 

 

IV. CONCLUSIONS 

In this paper we have proposed a GPS Location Based 

Secured Data Accessing System using AES key, that 

increase complexity in each round thus it can increase the 

security. So that it gives the more efficiency and good 

accuracy. By using same security algorithm, we are 

optimizing the resource utilization. The total process is 

tested on FPGA Spartan 3 Kit. The total power consumed by 

cryptography module is 810mW. The memory utilization of 

encryption module is 782.5 MB with the gain of 483.3 as 

well as for the decryption module the memory utilization is 

785.7 MB with the gain of 486.3. For online data transitions 

this algorithm secures the data.  
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Hackers cannot hack the data even if key an algorithm are 

known because user GPS location is one of the key factor. 
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